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4B 01 O 2m & Goom 8wenm 9B HBNS ot BEIDD 8. § Cotn ENSHS: & BSBBEOCH DNEBERH
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DB D8 aB MSOBEE. § Cotm 58wenD HEB HBNS €305¢c3, 6e9¢HED BB 5NV 6CGe BuIEd DS
@B a3 O § Gt NSRS B BBBEDEH BB Becldmnnmmnd 8ed Drensd ans andl) MEBBGS.
O, O G Cotm S50 g8ed DBens Fns BRIKDS.

2011 2ee8 Y3 emwecs® Sri Lanka CERT|CC, ©8 99 e5@10® dm @ Comn eondnd o 58cden mnSee
BecIEmomHn R0, gBHDens 88D B¢ DB 50eld® ) M3 DNEBBEH FNBBoBS OO 8 DSD CE.

& cow Sri Lanka CERT|CC, 2015 &ese& 80 Seds mIgn) a@1mm%e0s 606 c1®m 5 a58 S ande O3
YCB BNCD C) 6CH) CEa.

0805 @DeHDES

& omm Sri Lanka CERTI|CC, gihm dism BenS, c®ena® me@enmd;, s emdnd:; 6885 9o8esd:,
BBBED eSS ISBBDDN 9o8eBIS, eSS IS8T 9oBeBS;, eSS IS8 PGB, DBBD
NSRS (358N DFCBHRD BecemS & D 505E M 58ED BENS d® 10 ecernmed®s ¢35y B
PeARCHBD BB, @@ & EHDEE e CIANE BB B0e BENSED 8Y ecemmed e ¢ Ged.

Boc® o VEHAE INSDED eSSBS (358D BEAC IR BeBHoB® Bumidnss 8D iSO @5 an
OB and VYD OO Fedyecs BEOD endnS: 81355210 BEAC 5B O SANS GCIH, ®8empecncid MCSE, EC-Coun-
cil Certified Ethical Hacker (CEH) and Certified Hacking Forensics Investigator (CHFI), Cisco CCNA and
CCSP and CISP &8 ese08m G2 60D .

O5BAS

& ComEd e3P 3B 5250 (ee9éwBm & 1B PMEBD 658 DDBEHDD) & Cot 58S DB FBENS 306363
B CATOB 330 Gir 0. § Comn 580e DB HBNS €305, SSB & 6COED MNGEBD IO BN
550DBANDSE BSDBNEDD 3B CAD GDS VBB DBBOE GREIS GHE PDBHBTND DD ¢ 6e3D) 5By CAS. Sri
Lanka CERT|CC m8cendesd anmcd Sed aismn 6088 Ciedn 980 et 58amds Ca 6cn) Ged. 508D
DD 505 ) OGS DB WEEDN D) BEHDD €3BT CAD GLIND PO ENCOED GFoBen B CiedD 9CED OB
¢ 60de® 5eHr® ¥ 6] MEdy SEDD 6eIDB 5T Cied.



-
B3SO ) 6®etnc®

B3SO €39S510®CS

8 Coed 5B 5BE gD@E0 BESD OFEIG i B5BE ;s BEAB e 1D, DFeCBenc BESRD, HEHN
BP0 ) GBS DR gD DB N8N 6D B8 mdTuen Bedpec derdewns BP® OBemm B 3e)
5085 o Sri Lanka CERT|CC 885 sd58dewn on) Ced.

688 mdeen B BEACD aB 5Bm dsENBs Dmensl, 2014 Desede (Smn8 01 8D ecexi®dE 31 c3d)
D02 &l@c @ HBBBDS BHDSOD OB § Comned HB%m BE @D BEBD OCEOs o 8D o
aBDHEB DB BDEeBis ¢S ABT Omr) HAVH CABD NSRS VS e ©F) D gBHEHE epeemis (IP)
EBosr, 58wenm 6i¢®, 6¥eme® 5B @ B8310WDE cEDEMDEE OB DR BEID BEACD Dl S a.

8 Co6d eSS O BBBEDCH DMBBE SEABDED OCRE di i ©8dm B8EAC ©@eEIDHEO BT DDA
BEIBSD 30003 o BT BEAC 50 mFeeiS DS c @B Sri Lanka CERT|CC 885 dmn) ©3n can
) DEVMDSEIS D3P CAD BBE MSTeen BIID BEAC eSS @@ NBmnD VBB dFeCBencs eed.

o) DSH CC D PNFERB BB WS BEBBencs O ¢D.

o 3 Coned 5B PIBN BB 90% sPeh mnEedn ode Bnedn DDA BB Dacte® D3 6]
BB Pacto0ns 8D 58venn 5HEEm (botnet) @R 8O 68meds el a8mHEd EBD aw. e®ecs
DCNOB gBBESE eneiemlc E8m oD 750 8.

o & Co6d gBHNED BD @ aBndic emedelc E85IES 85% » 5éB wdend / Bedlguees
(Sirefef / ZeroAccess) &8 3880 Pac0®5s 585 58®eD® HEEm 6e®a (zombies) DO &5 & aw.

e Sri Lanka CERT|CC 682 &&m & § Comned a8m5ced ¢80 e asndcc smeemic E8mdES 90% m
5éQB, @3empeend dfedis c®emu® séddBec 98, 2000, OFSS (XP) e 2003 gmdie 58D ©éB DD
DCBNEDOD FD.

o 8 B aB cD eenBS BEIS 35 20% 0 ¢l REHT B eNHBE BPITR) 6D GAD D)
eSS 63D C 6¢D & Coed DI PGB & SOIBW) OB g3 & e Del@Bcs Y5 MDD 60D DS
OCE B aw. D181 & @B cBD etnSHOBS BEDD 8B 80% B G Coted YC5 PEOD 9EHD 6N DD G
a3 & e del® NS et CA) 60D G,

o 08 B g8 e5BBed 608 gD I B8e® BETe®s 60% =5 Beclsns DSBS 2014 DeseBe 1k Des® 3228
AE@O D @D,
QWD GENHINBO aBD 5D BOED DEO Oge@n 2.

* g6l 5HBm 6BAE aDmEeds 68E MSBven B8 DDNBDSEED G O G 35S TNENTIDENDS &)
NBBFD oBEHTOS a8 O aen O aw.

o 3EBE5HEE0 BPABTR gems 5B 6@ OCE di i B8Ln Becldmn WIPD § Cormed gBmSIO 5 B
@B s8oem 5B 8988 AxBSes SO 80 9l @n BBAE s OSE BE® wemm e (proxies)
DBHEBT 6N 6D T,

o ¥ 08D VBB gD S BB 588, el HBD BBAE FDMBEO D@8 GBBD Daco® DE®
DdeCeencs @ & FBHNED O G 5B DE® 9B B5CcHID JYNHENDID DHens e NBeDE DD
653E S oD OCE O aBles GRS PSS (PO NS, G SOBG, MODEE D 6]
OB S8 (B BT HNDFED DS EMB BB 9RHD 6N OB D BEPBehcs 6d.

o 99D 5B (cn@omens 30608 eSS qesBcds &85 En0® 9cED @m Gend OCE BS® e OGS
08D o aBeenc B DEINE® OB Fnlew Bdp CAD uBBensdens 9, e ernmi
=955 ©&Sm (Advances Persistent Threats) eseen, @ Comned &) O @1mD oS 9CSD & ¢b
s 8D S OB GINSDE oD @ ASLHE DD 2014 Desd EE DD Dp) and e DAY,

o & Cond® DOESOB 58E MdSeen BEAB BSmms HSH CAD BNBGE 6EE0 HEBPD BN, DGO GERD
OBler) DBOB B DE D) @B ¢ DBeCBen gpd § Cotd gemS YMSHEB DBB NG DBecs
00D HSH D 658 DB,
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BB ePABAD IR BE® BERAC t5oaSIcCAD

2014 ®e36&€ Sri Lanka CERT|CC 62 o1& & 8IS e0am® 2,368 & ¢80 8&ms O, 2013 DesedE ndmm §
BB 30D 1,275 B, 6®cs 2013 Dess e esesem DD 90% 2 DEABS.

D82 8 BB DEVBS

Increase in reported incidents
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oeddds 1. 8o & Y& BEID 30D

g8 Ded BE @S HE ) B NEn & BEID 5016 tEBE (i) DD DN BN emed.

5@ 5 ePBD BEDB

Social media related incidents
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NS 2: @138 e o B YO BEIS 305D

2014 &e3e& Sri Lanka CERT|CC 62 185 & 83D amnded BEIBD OmeBe com Dgeds cused.

8éQecs DE®s 50200
D NS OBD 12
a6 | 69é0BmBDE0 B BED 08
DB} 12
aBBO Dac10® 03
a3 BES 56
deBa eon | n3smBen D 10
am2eS OB [ ¢Ben B8P 08
AR elesg ) BED 03
65D gBBeds BSe® gend (DoS/DDoS) 06
5125 ©en® [ 125 s 2250
Od 2368
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Sri Lanka CERT|CC 6@ @n8mn & 8E35

Incidents reported to Sri Lanka CERT | CC

60
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2008 2009 2010 2011 2012 2013 2014

—&— Phishing
Abuse/Privacy
~—®— Scams
Malware
—&— Defacements
Hate/Threat Mail
—®— Unauthorized Access
—&— Intellectual Property violation

ge3Mdes 3: Sri Lanka CERT|CC e@m ndmn & 8E385 980

50 6e3D1DB
#10BD 5806 MéBeen BED 5BNS medans® (CSIRTS) 8895®

Sri Lanka CERT|CC 8835 2010 23688 O &8 o a5d s8wnenn mdseen 8D 55d medihe® (CSIRTS)
88900 ¢80 D3SD C8. tHDDBB Go® DBED DR, DEE toel®, PNSEBBD M) GLBIISD BB FoBS.

®@® O O gom P s8venm MSPeen BED TBNS DeIHn® B8HYTVO iem g ednd dsen Sri Lanka
CERTICC, 835 6382550 51530 O o 080w ®Ign) B¢ B3SH CAD, QO FSYEDD 55 MBEDBS
DBERs DSOS BOBNEOD 9@ BNYS BEVL, dnE 8@ehecs BEID ©PADD DEB 6Ce T BERD 5HhBm
D@6 &b On® BHYS BSOS,

PP B 80 PSTsen BED TBNS »eInd® D8E O O D8y Fedycd DeEdn 3D B
ENCIBB 6D €353H) C1ER). NSNS Dmewns cdGem (Telco) medans® d8: grmEehE etdd) eeeinn c@m
388008 65dms) B3 SN 5BnE CAD GBS ) DEINE® BB Dwn 6cd® DED DeEBn B
3De® BRI CIRD &) ) BEBHS BE GOES GO MNSBD FPWENDDT 5B BED ey GO PSS
OB F5m B8 B¢ »dn CAR.

cP® @B 58wenn MnSBsen BED HBNS eINE® BHIDE® o O DEFNE® DE F1ndmd B BEe® o
5PBIDSens BS® adns gBscs 5% Sri Lanka CERT|CC amcmme 5@ens Be@md odsdmnded
s A0 o8 SRS,

Sri Lanka CERTI|CC amcamms 585 dwm o 85 Bedns tem 5O 568 qodm c80en mdsee 84D 3Bnd
medencs® 'Bank CSIRT' 585 2014 & ®es 01 8 ¢S89 3D 2. 6® 5 O Coted Fi5®m O dwm BoEE®
e 'Bank CSIRT' & e0@183m35 Dsecssl @50 8 g 98 6 Gomn ) Dmed Bi®n emeci®n ¢des O8
630105 DD ©5DBDe®D 7 Sed. 'Bank CSIRT' escen ades Y5 B51ED @dm D OBB ) 6cm god
Com 88 (Lanka Clear) gicmmes 988 offmnd et ¢, § Comn o eRed FmEDens ¢ @eny®
DIYDI B DEPND3Es ¢ B¢ D3D) Ced.

690 £306E8 PIBHE DB ¢S FeND SODEE 920 BB ¥ HIS PEBHHED OB G,
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58 B3 FAMES

2006 goz> 19 cSeh 9eCSeNBD OPech) 5D BB 585 3B BE6® alMEnE BOTDIEOD 316D BEHD LG
CAB. 9-18B et B D R 9BE e B NBEVOD DEDWDSEINS N FeOND P-INERS BHLIDS
8edeacn 63nedn DBIE HepPumr aDEEmNDG DEHE DivD 6B OB, Stsecd BMIBBD t3CH 5B BEe®
adNED DB Com 1B HES B Comn AT (Dem eem) PHBe, Sed seBn B8O OBD BESs
BEBO E® 300D 6.

2013 9ese8 e85 @8 ®es 24 O» Em, 2006 o> 19 cS€hH 96 NBD OHECEH) BSBD YIS DS B ACOE &P,
eSS & BBBEDCD BNEBBE) DB NS FITDSH) DR DEB t5oel® &) eSS DB GBSO DB,
0P 68 MESED e BSHBDDSE FIMED DBerrs, 2007 gow 07 c3eh 5Hd® 5o 3068 Bw1sded & &b
2003 @o 27 ¢S eSS & BBBEICH DB EH 5B 306 BEOD BB § Con eSS & BBBDED
MBBeh Becidmonnn B mdn 2.

NSRS @ BBBeDen mBeen Becldmanned 586 anaddn monnnn dsenss’ Sri Lanka CERT|CC msmms
60D HBD 30BWSEH 3VNEB FHBOD DI CAD PSOBS 6CL FHTOD De® DB IS GD). 9B BHES
OBNED 306 5B SHBDSE alnEn 88JTe® O 6 Om IO B¢ DI OB,

Sri Lanka CERT|CC acmnies D85 cadio® o) @acmo® 5edmens B86® o) timBed mium caemn®ns a5
6O D). HBD BNBDHDSED NS PSOH BV AP O mnPeeRn 58658 5858 B8e® gened ®IGD)
0 8¢ D3I 508, 2015 D33 BEE @8 ©NSPHD (Bedn SOV BsdBcs.

E50DNBS | ED-E3DNBS WSB GE DBEIODS
50968 / admesn D@es0Hns

1530 D58 BE eSS HSBBHMDS BEAC CiHmOBDE @ DECNDGD B BE® cemn S DB
658 ® sce; YD BB BENED, 9.86BSDSD, 5ENB S8eHEHED, DR @ DEE 0ed® o@D MBS
VIR, BB ) PNBHTND FBCD CBOHDD DEINES 5CM L3867 DREBINS ) GLBISBD i3 SBODD &)
058 eeB0 Sri Lanka CERT|CC ¢2eddd 0gm 35 cA8.

2014 9633 mc@ Sri Lanka CERT|CC 885 ssom escensd i@ B86®, seneq B86® o ot Didedns er8dm
6Ee OB .

o 838 o B e aBHEED BEACD @i BeDcH s 60D BIBBDSEDD BB BE@.
o ZEBE QSDSGS e GimdD BEe® DREINT SO,

o 263 e Hde 688 @mBss’ (Cyber Guardian) 9-295 510 HBHD 6D S, 9o FOG DBes
B8cum @B & BdD) CAD 6@V 9-307 55D FREIND NS CAD BYDD Ded DG,

o GHIOD FAIWoBeS 5eIBTDes BB 5 NEE DE EMSS DB QSO 5Cen SOBOE CAD
€ DSDVBHB e B8e® N BvuvD 3BBHOS BEAC CipRS BSe® D@EODD).

o Sdfecd o 69¢®mBm 1856 D@ BOTOE) CAD €@ BvD ISE8LNDG BEAC CiHDS B8e® 9888 BES.

o & Coom 380 & O BEe® RO @IS DBenn, QOB DB DRDONB e3ce DeBBens & ot
QOB DB 30630 VBB D@ B3Y CAD (ENSB DREVHHO BSBBSeD 39N .

o & Com cnBBedd g B BENSH e 688 asHNDEO SEYD TBNS cBOBHBEE )Dnd BEACD
6enEeS aemes DeEec3 BSBDSens 80 D@0 DBO.

0 3D, § Corm 380 DB BB FIHISD FPISOD O BOBOD) CAD HDDRCIDTD 5EveHm #STd BEAC
DaNDBO GIE eCem et mecnn Ca Y ¢ B¢ Bdp) CAS. VB, Yecdvm o gerRD DDLONTHE
6 N S® e BENIS DD B¢ BOD BE B FBST HNEBS BE® § Com 680 & cipds B8
DRe0MEs Yw Pedencas .



COEERD 6E3E)

Deenti® Stecd 6cecndme@BnDES Cedm 9CB® DD OBNS DR Duensd Cedem 6t3nds td® Sri
Lanka CERT|CC 8835 ¢aed0d 8¢ m3con on5) Cea.

2013 23688 Eaecd ¢ RN (BeleD et D B8 6d.
o Sdtecd & 69d@ED GoecS MDD BEIMDD 63 NS o 8DE mdFeens BEAC Coeden 6t )
&,
® 9-351e% 6c3¢® e exde® & HE B3R BEAC BPELSSDS e 2.
o & Coom eBBec 45510 58Bwen ccenEDedBHD e MR 6en8m vlecdven B¢ BS@.

» 60DV PP Dod) BB 30D LIS MBS Dod BEAC 6D6H3DD) CAD BE) 63N DeEret DI tHBecsz
D®ens § Comm 580 g8 el ©e0 BedDEHmns B3 6eDS D3H) CAS.

» BDeBcs 60CSE By e 9 DD Do DEBD @Gy B BE@.
» Y@ D@ddmdencs 8EAc ddum gy Be BE@.
o 9COED GoBecd POBD B MBBFD 8 8Feen B¢ B3@.

o ENSBS LSBBDN BB ©OeNEm DRYD HIBOD, HEHSE D5 B5@eCEIDDG, MSTBD HhE & SEDB
BEDr1eAs 65 5B (IS8 BEP B el 3D ER) 8 ®Es VBB Stdecd & 69éHED FoBecs
MDD OE 6Pe® 5353 & 6ce® FSWB DS HBPI esecivs Ca E.

o DY PEOB D NS LSBBDDN PBETBHT 5PeNEHB DAMBID S PEOD & 69¢OED Fowecs
MDD BOBEES 6O gdEs tecion ) E.

QB EH o DRDYD

o 65838 amdSeen 5B 2014:

2008 Desed 80 § Corm 6580 IBD B8 mdTeen eBs BHIB Hhd8m adFeed apPs B8e® DREOHNDE
BOSOE CAB. PP HIBBHS DREOHD ¢l @B DRIBG eSS SBBDDN DaFBEBER FDNBS
6y DB DRSNS,

2014 688 gdSeen D@e0nn VBeIDE @156 OB B¢ ¢93 Dedd DREOHNT DS SOBOD 2.

» 2014 988 5H B 6838 mdSeen sy encs

s PBD) - S5BOS HE eSS BWENBE BB PeNDB B¢ BB FrDOdm BEe® MDD X OB
DY

DS BB ecem OB 59586 O & DY

NSO BNIBBERH Do) FBNDSEAS & DE 0@ BERC meehn DRDYDD

Bo®® 6ic® PG BEAC mieehn DRYDD
- R BN BEAC MmBBRn DRDYDD

» 88 DeCsd (Hacking Challenge): o858 0edsd op ecp D D 8D amcoe oo HEHs
60? 3B OCE BEVO o DB MW JPD #B eSS DBBen DaBBHRB ey SOBOn
CAB D3OGEB. 6® D3OG 6NEN® VD PNDBS DY) CABED MBBERD NS BRI, HE
58HEEB, B5ENB BEHCHEB & NSRS 35EBBNDG BEAC SGFND (290 ReEsBSBDIE.

» eSS GSEBODN G TNSHTRD DRDEIDD: @8 D3WS § Comned DED DeNE BeEBnn o FerRD
DB GBISD PODB DE BEBSB L3 BV DDar) HSWBH. 0¥ BASVEE FSY e DBED HS1EH eBTNSHS
8B DaBBOAB HEHN OB FOBY 5 GB® DS BSVE.
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o RS0 BPYBHO FREBOPD gOGES MBBERD OBHBOS CiBD® GO 638 DR el 6 B
Hrndo 8EAc ediBe »YB8Eed 88 atHhd o 688 gHd) B8 BFAc PIBYEHs E3eDNBCS
BEVO IHBOS eSO,

98 @RS, ¥eciBs HYBBEES B3AE @D BeSd 6®'8nc BwidmE® (GLACY) dmsadecs h&m
30080 DREVMeD FYIDNDS CIECH SO DD § Cozd o8 3. 6¥® DB 306 FIDSEH, DY)
686:3d® o BB HcHiPm BE® 0B MDD t3em eBAE @e5Hd) @BD Dehs 6ends HchHBiew SPI
3O L3eq ) N8N 308D D@E0HD FHTDD DI .

o HBBDS eSS 5EIB 558 seBnmden gmed ((ISC)2) & Gomm @D 6w ®eci@Decnn
BhD BB BEHS DDYDD OB,

o & Com 30080D 589D P1DDeEE & ot BEED 631 BENEHO emdnd mdieenc 8EAC Bmer el
) 98858 BEO 5 DBO.

e5C5(5)ED €8
NGB ) GRS @A

@D gadcs

Sri Lanka CERT|CC ¢93 ¢0ds 985 @mmmmd ecen 5655855100 685 cnds B8 ddddHmm, 5o
OERYR) 0 CH® YIS DD LINBRDES DSH) e, BENRDB, BED alBnD ) BOS GeE) CAD YGD #ES 6O
HIMBEDSEO OB WS CAD Fo® GBS 6d.

Dexs e seRLR)

Sri Lanka CERT|CC ¢08 a98ed c1c309558c Gah 6B 8! 830 DeBs o S admend e@B) emdmd: 6
087 Eed. 2010 Desed ¢ ®ede BB MDD 9-2305 BFMD BSBH WSB B¢ GBS OB FLBISD FDIBBoRC
VBB DB e BPITR BS BB e OB mcEemd (SchoolNet) mdm SmE BeB 6505100 6 3D Eed.

5528 | @ncdis
B OB 688 néSeen n&8D 0 gENHGHD BEACD & O Y DED M@ VO ©B NS BndS BEACD
Sri Lanka CERT|CC 885 dexss o 8 @ ®edecd aaedd)d @mimmmd amds o35 Cied.

SNBSS ) 3018 BY

Sri Lanka CERT|CC oo DardBen edsieen eodnnasi® en@idmsds e Ced.
o IBeNENO M t3eciBrn DEeOHD

o DS DEB €306¢B o0Pecd PN PEDBEE D RS DEBHOCO VeS8 HheBHS DeeHNB®ds
e596c@10 (IMPACT) @00 i m3e0n ¢if ceci®mn BDg®. @8 BDy® mden m8dn 8EAc ®HBo
DD eSSt @ oo 880 @ Cedn s IMPACT e0'Bo 84D 98d medihned® emmdns DI
o568 3.

* HHBBDS eBNSRS BSEAB Pdeen 5B BSe® e3ZHcs
o &8 (Shadowserver) 6285 m355 € AR emdHS: G Bd.
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5S8R IDCS
e BDe®

82D gBNS gdie Dedenn® eoesced (FIRST) o g8 ei3Bs esotscacs (APCERT) & @850 @580, &
Comn 689 | B8 O85 Bemeencid mdseen meni®n D@esmes hEdmenn SO ew DBempeentid B
RS 5HEBBS BEE 6506é® e0decd MSBBenn B3PI VDS OB SHIBHS AEeNEESe 6@ (IM-
PACT) e5®003 gDeimn Be® qiessd emnd a.

B0 @030 § Com 680 088 I8 88 (Team Cymru), Oged® (Tsubame), S 98B ZBNS 50tees &
Benesddd (Shadowserver) e@ws g0eldsn BDg® @Pfes 6O g, @@ gdedldmn BDEPDE &BSEES
DBens), gBEHE 63D BEBHBO iz 8D HE OEHGB BEAC EMSBHS G EQ B5EE 6cNE) OB CAD DEBD
cadd mom 5édBes (Threat Visualization System) 0o a6 secBm t0a%6CaAD & Con 6380 60D CEd.

Bns 506 B¢ mSD eci®m DDBEDE BHDCIOS GIBRS BEY weem, 2014 DFeddd @esec3, Sri Lanka
CERT|CC, 85 288 55813 esot3¢ss (CNCERTI|CC) 6500 gdeaimn BOe@m0 ames da.

DR)eONB e3¢ e3neBBIDcs
o 2014 &&x) 17 - 22 - B BB esotscecd (APCERT) ar882 @ 560D ) es00555)ecs, 936 - mSmcs
e 2014 @& 15 - 16 - SHonsS 588 #D3eH aemsses, 9emmBiaE - 880
e 2014 8B 5 - 6 - eSS & B5EAE PSFD BEAC 5B DRDYDD - Do, DB

o 2014 &8 22 - 27 - 8ED §BNS @de ®eBN® eoescedd (FIRST) D188 Do e36md o esB@Bm)encs,
eaNe3On - Oessd Bmesecs

o 2014 &8 28 - 29 - 5HB5® DBV BB s8wend HEB THNS totse e O 58D | B ePRBH eI
o 2014 6cei®E 8-12 - 5183 8wed teend, dosidens - @®esc

5HBDHS BEAB e5PBIDS s

2014 D368 sD50m Ge @B B0 esotscedd (APCERT) aemsicsss escem Sri Lanka CERT|CC Semm8mecss @)
DN ®IY enDrdmens 6Ce FoinSd emend Se.

®B B0 DEse B8O HEB YBNS etie BR® &S OpecH DCO aRD3D, Cimed aerHE DEIDES
580 HEB GBS eotse | emndnd: GSEBmBN 30D VWD RS gD & Dee® eeeins (3,
QOGE, I8 DiB) IS cBD & FBTBD ENSDE BT BPITD 6Pe® vpecs) B ST CEd.

FENDOD EHEH®

OB DBI5a]

BEIBBINO 50250 63D 31583V @SBB8 5D DB1ed ee® 386 et FrBPm qened OB,
NS 6@ei® ABENDHET BHID® & 3008V BES.

55D BDHSE eSS 8IS (Hwi1B0m DI 2B).

0B 580 nieen BED BNS edthe® B8&ID.

2015 88 erdSsen esdico.



=
31 QD

FENDOD 66N

8 VRS, CSen ) NSNDSH 3B § Com 6380 B¢ BEPVO geiBn cOnEmd 6®@® ezmdets Cized.
e Sri Lanka CERT|CC me 9818 Q@ 65898 ardeen sledeen Smmas 88980,

o Sedonss® eeidm eewn Sri Lanka CERT|CC e85 B850 Bo cisdd emndmd; 63568511 D138m85 ececmn
cDHRO BO Acd) B B¢e BEX.

o 55EH 538D eSS LSEBBN NEDSB DD Seh B teem Hd gedPem BrBind BB
8369€RD e B8O D) OB,

o 0N 33YFOD DBTBOE DTNV DRens DOV FcHBPm OB a3® 6EAE FB3D) VRSDBOD &)
DB e 5B DDEEH HRIEHDD WECDN MR DD,

o DT HNED A 6cd B PedDEen ©BAE MmdSeen ndsn ) HFedn Gn® IPVBEDD
OFNe®D 9.

6®6eN® 306D DsIe5ad

o OB 585D HCNHBRD GOEs oD i3 BE® o gl B e 506DEDHE 6i3cdP VB YBce
05 58ecdeeh DeAISE 50® 306G 1S OB aHS® el BB NS totsces (JPCERT|CC) 965
&BSOG ¢Sy cAm TSUBAME andehe o8ecinnm ¢dn gdfos 98 ©9B3e® o5ddB dmesaBed t5oedcmas
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QWL L gL 6T NN 12 Br@sefer  GFEupLIT (H CFwpHSTomkseT @)eukiens Hauflal DelFrsTen

ApLeranisepn  sralss  ops  oelLsesn  smunt faoedge (S CERT | CO) waraniu®sfamHng.
L@ Libneor. Qeomens 2006-1b g @ OsTfumar NS @auaiD 2015 b gy emrged
@\evsBrefwie QET(H\SS60 RIS ED FUL_ 5P e _OLpbloer er@iimssinGSns.
Ozeflamsasiiil_Hemer @reuefland LpPw  FreGsas

eNSSS  FAh BT o eSO g g ai6h Limgsmiy (Information security):
POATESWLBISENET @ T 2 GUTSSHET Y s
QEBseTeTS.

@@)r@m&uﬁ@b‘r HHEUED 2 L HL_L_emLOLIeDLIL LITHISTSHGLD
@b LompiL g6t (pgatenn Cprdan 2015-b oy evrgeo L6 Qevmiens g SHAIC Olgm_fm_eo
w&AW BrseNer @ esHrefluey T _ALm _eoser Osmfeopr L e  HoowusSam  (@s )
2 L GG &Gl Heneul i seme Gl Sisen sMdSSLLL L glevan HipieueGo  @lemms sl
pnid Cs&w ooy sralss Hueiger SHhisemNeor SausgsTe  SUMlosEw | RHRG enaTLILY
S@UansmeT  aOSBLDY  Seubon eIl GL eowion@lo (Sri Lanka Computer Emergency Readiness
LIS D oot ML iTesremm SUTHEHEHE Team | Coordination Centre ( Sri Lanka CERT | CC).

QUPBIGUSTSH (@Q)\BHSS
@eu auL_tb (2014) @eomems seafel oeusy s

oGy seE@elar L 1Ol eELi  GHo smumhleevs @uoaiermeo (Sri Lanka CERT | CC)
2L G &S B 1960 FTGDOOD  GlgmL_fLmeor CopOsmemem il L LalseEheT LI6Taibn LensEbLd
OB GSHE0 QFWICLLHEDD & Em6T Coavid Q1> auElgger:

2 P ILBSSIuGET GLTEBL_(H @evkins @F FrauCss

@I GHD o L_egsmse oL au@aspatar  FLOLeIS answrerey  (Incident handling)
Qewp@osens @S rbNSss. @sners S
&mm&@mgm @@J@‘ﬂ@ﬂ@aarrg &.mme‘;’t@me@m UL 2014 oub  oy@mgd  afamst  Gei Qs
mﬂ@l{rﬂ@‘r@]m gg,@ﬁlu{pm gmmg&g@)@ﬁ@ &@m@ oMASsILC L Flbuamsear  eTaaidems 2,308
GL}DUUEL@J' @eorsias e &\;I;L&U_I[IV)[D@) tODDIO 5 PsMNssg. s_bs 2013 @ev 1275 #ibLicunisen
@DPQSM_GO S 55 o @gu_lméﬂgmma;@@ oMeldsL L e 2013 YLD 9, &6T(H\_60T
LD@UUFTUJ@.]GB)UUUQ;@&H& 4@&¥” ] 201.4 p@IbLT RUAGss  omdssinl L sbuamsealsy 90
Wwgeord Fpenouied eCrmiGw sHejerFedler o wimol L soefs  o@eNiL  sremiul L s OrsTenonss



@EHWTETULL L FOUG  eUedSHH6MN6e0;  LOleIT60m@HF eV
tpeold erlomdn efumn  ymdised (Phishing) slbLiamser,
(Defacements), ILOTHY)
GauemevsseT (GLomaiq se) (Scams), CLmewineT &awmrs @ s6T
(Fake Accounts) Lopmid  Faps oo_8  NeusTImISET
(Social  Media SIFESDISHID

ojepeev (Hate / Threat Mail), =@ smoeNésiiuL g

DGUEVL_ FEUOTLOME: & H6V

Issues), Qaupiil @G |
Cupey | erggalssir L Gupeuyd (Unauthorised
Access),
srsGH0056eT (Denial of Services) (paedwenr o_migSer

Creman iy wppd  Creeal OIS

Fleom  FMihE  Heolevfl ) LIMSHIHTLIL| FLOLIGUS
FHWITeTey & Lp BT

(Sector based CSIRT) ara®uiwicy pmid HE\G s16mm s smeor
SO L LLenL_uleormesT SHeosNlesn LITGISMIL| FLoLIGUD
oswnered  @Gubamerm (A sector based Computer
Security Incident Response Team (Lmms@ir_) (BankCSIRT)
@er e (2014 egroolle  snlssilr L g
@8  @eorEmauies  GFWUDLL_(HEUBLD 6060t SHS)
an@seley o CraLomeaienal o niiflenn GLIHmIETETET.

MBI jeoriey (Awareness)

‘seflel Lngismi eunpin’ (Cyber Security Week) etenin
QUBL_MHS GHILAIL L oot & &) a1 | 6V HEHDEF S
S L g8, safel urgismiy - 2014 (Cyber Security
- 2014) er@in QsreluGunmeeoner eumL_mhe Cas&lw
Lommr(),
EOLOWIS BNGOTTEL
(APNIC)

bL_HBLILIL L

<o Fwr  USIGs FHEUD  GUENEOWIEHLOLIL |
(Asia Pacific Network Information Centre)
B Bemw HleneVBT_(NLIGITSEHESHTS
6
QBTG ETETITENLOUITGITIT & Th & HITEOT
LOMMILD
QUITGTOT EOLOWITGITIT &5 @ & (ol 60T
@Bty HevNesll FTOFHEET  YEIGD  FEUTEV
(Hacking) ~ Gumiiq  ©ou®w  preg — HeLpaiser
@\—weupner. LIHE HELFFST_L_hisHenHb, Grsn
(CIOs),
wemely HmarsseT (System Administrators) eum@uiuwieo
LoOHOILD Lgewemueor,
LOTEUTEITSET  Lopold  GLrgiodser o 6mel_CL_meoy
56068 OO EHLD
RUEGLOSSILL L et Saflel LITGISTeuevaT (gLt
(Cyber  Guardian)  erauid
GUENEOIEMLOLIL | Q61| T8

QFwevLnria),
LPETDl  (LPIRBTET
FEHAIGV OsmNeomi L
BL_MHBLILIL L

QFWELLDITG&ET

LSBTHHE D GIGIGOTSHEIT QurwevrerTigerT,
QBTEmeL&OETL_M |5 gI60m

()60 5T & (ol eToTL__

QFUISLoL 6o
LOMTS MBSO

SHITLQ LI60T)
LML &Te06V
AHCWTRGa L g,

0110010101000
010l0000101000
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F&aI60 alensLir®) (Information classification)

SLBS  QUBLLD @&  ssaued  CraeusHeT  hmiD
@) eorienguiev OO TF HI0)I61160T S HEOTTEILD
LWSTLRSSSE LG WL RS OFUwiLl L UL SHhisGeEerTL
aensln®  OFlag @Hss o pubensemn BL_SSHLG!
O|Be0n LI6TETT, (@)6l UIBL_LD Bei@ TS HlNIeUeNThISErhd STer
@\resor(p) 02) awmsin® L shseEsd srei Lfliompps
OsmerensOumermid eengL] OFWLIILIL L_60T. @)l euisHSSS5
F)Em6O0T S S EITLD, HLDLIEOTISETT USeumer FNEEOOT S FHGITLD,
AIETENEVRIGL LITGSTULE Beesaemd wpnid Casrseoset
Bem6o0T & & 6ITLD sHCLITg) WBermmiie]

< FweubmleTTe
O (HeumESHeTmeT.

o a1@hy  Glorifleer  (peorOleor (B (Local
Languages Initiative (LLI])

Csw ppid FTaBss HunhissT oiq i Ul SSaI60
womd Osr_rm e OsTNBIL LiGensd FkiGend LoHoid
Lo Lo Algeed Lmeleaend 6T iGemen 2 NIHILIH IS SE0.
9BgI_er 85 GLomfsefey SoHeued LoHoID GIGTL_Am _ev
QST NEOEIL Lidens LWETURSSIeIS)
2 DEILLHSSED.

FOLGLOGTLIENS

LT &memed 6TWSSIHalems (Schools' font):

FiaCss B0 OEG OFuwlul L Shiser
Gomuieorer G  @e@r  ETOSBIGIMS  GTEHID
HhIG6Me0T GOLEL_$8555 Coemalsemer F(H
QFWIMSLILG WITeV, Cadw LI 9|, 606007 & & (LD

OLIDULILIGTE LOTeTeUiSEhé@GL QUTHSSIONET FIkisern
CT(LD S BIBEUES OWITETTEmD 2_(HUTHGLOMM)
Caueorig &0erar_gl eTarGay, SLS 1134 : 2011 ergub
saeied  LfllomdpsSiharer  @eomengsuder  Hleneowimer
Fraser Gomf erwssn G Hoan Csew Heve
spemas@peier (NEC) Bumseps@n @ asaumar
Weopuiey LM _areeudseiey LmelssULmBL  QuTmL_(H
Gammq Gurg  eTenid @Gy  @r
TWsSImHamsOuwrem (font] NEsSEFLILLILL 1L g

FBIEET

@evenss Faaued OGT_m e OFMHeOEIL LI p&Het
Heveowipld @evmenas S _eeraer Hipieuerod (SLSI)
@ oaohg Frals sU L merser oemoliar (1SO)
Qusss Guwalagid (Steering Committee and Working
Group)
@evmemsuley  eupESe.  HoHeued  OFMHEOEIL LSS

OFwh@prdergin Gl _L_HISEHEHS

umellgail_ Qe 2 Her  emergg  Glomfl 6T

PSS QUHSAT QDTSS! — FOT@MEIGET  LOHMILD
aflympaser o Suapaompn 2 6Ter_&@h.  Frabss
e&MIH Qeuwin L afluym Gsreleu  (universal

coded character set)] flmpss OFials CrupEy 2

2
Y,

SRI LANKA

CERT|CC
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ONTF FHIOMEET0T DMIS TEDLOLIL]

SMleumboed PP FHeued LIforbmd o Sueubmler Hnbs, eoEenpl|Olshs LONID aeveLl L Ll L LSSTSHSLA6T6rT
SIFTHRFHD  6eTHleT (LPed BT (H LOSHEHSGSD aTHSSH FULSSHOT(HSGD IF HNIEIEMSEHSGD e CFemalsemner
apigsae Cobubssiats Cupuly HepsAsSH L 5T6r CrrasongLp.

@)-Cremaugar (e-Services)

Qe ap b Q@ Crmeuser  eaipEseiey  LAeeuELD
wearGerpHold FPURGSSLILIL L&
@reumorer 2 ssreius®r  GGurswpenn  Ogeor

Lrsnead@en 2 6en emarsg LIGass OFLesnhISEHSGLD
Qeupmsgorer  weopuiey eNevgflesiu L g1 60Faed_&
LIV QUM G

QsremeCuds  OerT@lueEaseT o @Tefl L

Qar(HLILIGTE)] QUL EdDSHEDETLI Lrellg gl WWW.

k ereip @evmens BIL_LgHETNL  Seweveuraes  (country
portal) 2 ST ILISHILD
Bl HEDF QY TLOLILOTCITS). all_Coev  LonsmetsEh et
@reumwrer 2 SEraLsSr  efevsifliL
Qar_ipgid Cupsrereriu_ (G aGRamg. FU9swel

fLPGULD @I(BLOTET GULPMBISEV

bL_GULG HeWS

LorsrasSnsrer @Ssmaw efevsfi uefllser 2015
Ouugeufluiier 9yl s UL eerTerer.

oer Qi BLOLYGHenS: HHU 2 DILILNeTTH6T HHBHD &ewnTdh %60
2 6o WBBsememud ShsET  CHTrcy  ellettrenT ILIkIS 66T
SOCLTENSW  Heneoennenujd  LmTeeuI(HieuSeneT  (@uieod
Oguud  euensuiey, @ Cremeusmer G Lomerg —oeriSlui
psms HPwus Fousseo ETF) A@ss s 6

oI9S S AGSILIL LGl (LpeLE FMETOHLD % 06T
QULPMHBIGLD QuTEBL_® e BT &5 5 61TH HI & HTH
ognater  @-CrmauseT  LLISHwmesn L e  OLmeden

FenawrhsHeTsHnarer  Ourelleny @enFeF  FTETOISLD
auprgh @Creameuser  arGearnm Lmensuiled menl_OLipn)

QU(HFGOTDEOT.

@eu e OFeuei_& OsreneoCLSL ITGWTEHST 91 96HBSS < rnl9ssi L g Gereumn OFevedl_g Osmeame LG

WrCuramasear 2015 oyid @erq e LyTsSWmsslLBID:

i Guorl_ L Gursgearss Soarssern (Department of
Motor Traffic)

9l ansard Ssaemell Lmenaudl 6o

<) spCung) LneumeTuiey 2 6ern aurser s LHeevdan

@) e o SsreILSHT Ha@Nes elemyene

i. Qamwiy wipsgger (Colombo Municipal Council
<)) Cerggia 188 updw Senyenesot

@@)I‘EJ@'{D&S OTFMBIF (LPF6V (Lanka Government

Cloud [LGC])

e Hneemkseiesr oFsfagn Csl el Fwomemss,
@evmams osmhs WHase (Lanka Government Cloud
[LCC)) farsshise Qe L e IOGHILESS6
Bl Sendaen  Coplsrememiul L _er  sHGLTeSW
Blemeveurgemsl LGUUNLG| GFUGI  (@)eunens IFmhs
wHmeo (Lanka Government Cloud [LGC)) e Gsmfle
a1 opsmis wHens (Lanka Government Cloud [LGCI)
SEOLLILISNHE — MNIfeUTSSRIGEETULD  LOMHDEBISEDETULLD
CuopOsrerer; Coen Siomelsslii L g

iii. e fui poCOSS HEws s ([Employee Trust Fund
Board)
<)) 2 gliGerer SarsE BHSmeTll Limfeneauil e
<) Gar@uueias Camged eflamanii Heve @Nss
G FMTEmEuT

iv. @eonens Caslemegaens (Sri Lanka Tea Board)
<) Py Hemev @EMSS 6SlaFmyanesor
<) gppie dome GHss lenamen

Qlevmiens oparmhis OarhLLeae s CaFamaiib
(lanka Government Payment Service [LGPS] )

orF Gnhssae GCreveusenn (Government
SMS [GovSMS] Services)

(e / wreol_(if) sl wearfoe o fobsasrs
QereGorm  @eenw  GsrTHLL6Te)
BlepaImIe) @HUSLILIGSHLIIL LGl Do 60T, (&)
esem  welwerGu'  (China  UnionPay) [CUPY  opmind
‘solimer @6 19uGry (Japan Credit Bureau [JCB )
GTETEILD WSaHleney
RHWSUILIBSSIEUSDHSHTET LD oI 9esiuT L g

(franchise)

2 femLodsenerT



Dois sre saevansed (Open Data Portal)

Gurginssepsana LGan sre; Csmpplur®seneo

(formats) LG5l OSBGOS Fn LG UL STHENETSH
Smiusnlser  datagovlk TE@IdD  SDHS  HIe)
sooansbenearm  (Open  Data  Portal) A8
QeuiwtiLr g

Q)evrmiens; L& LD S &5 SHIT60T LN Cuir s

BSHFFSEL 1 @)em_(pemm  (LSTENLOWITETIT
(APl [Application Programme Interface] Manager
for Lanka Gate)

SL_(HILILITL_TeoT MNs & Hev OUITEIL0& & @& SITeoT
Cremeusmene o rnl9s@n OureL (B apilankagategov.
Ik BepFASH L @ weon

WPSTELOWTETT & OpTern) MWaLILIMGSILL L g|.

eTenid  LpCuirs

QTS GOTLIL |61 LIFICEFTH 60T HT6) LOHTEOLDS: F/6)
seevauraey (Emission Test Data Management
Fortal)

Curé@arssg) BT S HETSBDHTH
ST SG] LPETDTHSILIL] cUTSeT I jenal) LflGargemneot
HTF

ewirumy

Guom_m
GOLOWIBIGHEGET LD 15101 G2 60T GTHL__ 60T
oMsomad_c  /
ebwreremn  6H([HEBPWLITEGSH60

Cuflw  srey  (Big Data)
CTEOOTET S SH(BHHemeTl  LnelsCs  @eu  eNmEBuinsseo

60T EOEUOTL LI M SHT60T
LHEL LI WD
OIS LS

CuopOsmeremii L g

OIETBIE  HH@IG b (s  1919)

(Government Information Centre [GIC 1919))

OPETRIS SHAIG) WD  6Telgl OUTSIDSSEHSS
HHEUMED  GULPEIGHEUSDHMET  LOHFHIL  LOWLILOTSHSLIIL L
BlemeouwLoT@LD. @6l @Bl _Lb eupmGLILL L CoFameaugheriey
LNETTEU(HEUETT  BIL_TBIGPGOTD 60T

(o /s) L@ iesor
Qe (HLUL6TeNSHET EULPMEISH 6.

- s0uns ufl_ensdsrer  @enl
- 2014 -ib oyeniger Gy Lppih CBer LTSTenT Fenis
[V QUTHSBTCMTHEHSH G
LUSeNevicTerT

Csiigeusemet SUITEV

IUTHEHSGTW  euUTHSTerTT &5 6UMED
@ILPMBISGV.

- 2014 - b gyerqen oemeun Lomsman Fenld Csiseden
BTG (LPGY QUTSFHTETTHEHSHE eUTHEHSGTIW euTdSmerT
LBGHGIETET  HHEUDED GULDMIGED.

- 2014 - b oyeviqer meamBuBS Coigedar LMD Loy
AUTSGSTEMMHEHSHE ATHEHSGNW  aursHTemT LT els
HHEUDE QULPMHIGHEV.

- grb S Ul e QUDCLINISET

Qurgl WSTEOLS SR ETDHES DePLOE & &0\% 60T LOETTS SMThISED
uflemd  sramid  wespanwmern  (www.complaintsgov.lk)

DEMLOSHLILIL_ LS|
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@2 eirepym & (e-local Government [elG] )

@)= emEpym & BeOL_ (LPEDDLILIHE S 606V weorGeorHMLD
STenTL LB 60T, @)-2 6TEhIM & LITEnERSHET SHene0eUTFEILD,
@ emepym_ & GpCurswid  BIOSTWWDL]  LOIESTFEL,

EaansmsLy BsrFol oo GCammosw GCses sl
9w et erGermig. @) _misefed OFuPLBSSIIL_(H)
auBHeTDer. OETLDL) LTBSET Fenliled eCr menruier Sip
SESTSOSWLD  OLpnisosTerer euflFamns@n  OummL_(h
Qarwioy  wMsr  Feuuleme  wWeTble(DGSILIL_ (HaIBLD
@ emeprm_ & Gremauier  perGenrhmid
QUBRTDS.  @QHSF
LITSTeT LBIGSMITSES (@Q)eukend DHSHL QBGHUD 2 605

Sresor UL (b
QewpP_ L $F60  maCanisgerer

QUBRGWLD M6l eTmeoT.

@)-2_emEprm_Flenuwl DPOUGGIHILOTOILD HFnHETe Car Gl
W ORuUeldSea |y WwMEsSIFmL  (WSeTeuE  eTGemLg.
QL _Lome:  @QBHGLMIL @D orEsIFenLew Ol Crm
Qampoy o 9emss Cewndl 1o (MCDP) Gamfluwererg..
SL_L_ID

@2 emenym_Gueor 2 YLD BTG

SO L (ReTergi_er,  QLITEInSSEHSE  FiyLoLomes
Crameumemen cUphIGSE , cllFmgenent LHOID L CFLieme s
@SWITETE LoHmId Sres LhMw SSHalemeol’ CLibn o8 emer
@DepPULIPSH L FWmel GHISS OFWDHSTLOMGISENETULD
9|c0g O&TERILy (hSPOTD G

LieHiuSwiev
@)= emEpym &
LTSS S (DETETGIL 60T

S  Weopeloliemey  auaGaunminupm
Fiey GREOTMT L
DT (@2 ETEHITL &)
GREOTMIEETTLILIG D ST EoT S 1A

BL_aq demsud sHCLTg Cuopbsmeremiul B aumEReETDg.

Q)55

FWITS 607

Caemaiu|__eor

(eSamurdhi:)

@-&@r’rg@ LIWIGDTITGITIT (LS TemLO S GHIGILN (eumLq Semaswmer 2 M)
Goeorasremn - Customer Relationship Management [CRM] )
HepsssS L wppls Gewpdll L wsermwsgeind PPM)
ooty wellsaer watowsgeld HRM) ou@uw  wper
Folldsel msnsmeTsd S ss8s OeTa(DETeng,.

@eunBled HapFFSTH L pmib CFwnm L (p&TenLOS 6
omsworerg  (PPM) Gsrwion,  m6d,  seEpssieon,
rGsenn  WHoib  @usHeryfl o & Lomeul L khisee
wwewwe  wepuisd  QFuPLIRSSILL_ B UBRETDE!

@Qrs wermwsgell UgHWe (PPM) ojereeneans
2000  Qowpdll L _msem o 6ol @GNS  Loellsaler
(LPSTEDLDH HIGULOTETS) 96060 H G Lomall_L_nsseNenitd
Bearsn  gmips  Sionamksaoet  CLpOsTeTald et

NE@masmer 2 Bans@gn Ourel G urelldsii_6)

QUBHHOTDE.  LTUEETWTETTHET — HSDFFSH_ L Loppid
QewpP L warowsgasIenen  Ceupdl L kigement
2 HFaTSGLLGLTE LIWLIGOTIT HHEUCVHEDET H ST EIHLD

g eswrett o pa| Gueonarein (CRM) Gere@euGu
@neplLpssSamear. @& Ostg® (CRM  module) )
SIS LTI L BISENEID oyaoTaoierelnd 1.3 LLesmen
Wwss GNLLEmerTs (profiles) Caram®erers.
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@)eerwg senrmiser [ web-sites)

@eviiens CosFIW meusHLFTENEOUTET ()6t S6rLD
FEPMibE WedDUIEL EFennSSUILIL L Gl 60T B{cod)
flevgefiey  umbl9sg eveussLILL_ajweTerg. wwwlk
@b BIL_(Rg% Smearsamed wwwgovlk erenin e
HENEOEUTFEI 60T eHEGHIL_(HLD NHSHI LiawTs@Erpo

<9} TLDLILOTSIU|6IT6rTEDT. BT\ FHEOELAUTFEOGM M

-CremaussemerT QILDBIGLD Quir@pL_ Osfley
P

Qe L OF () 60T WIS & GTTIH 6T

Fremnsssu_L_er. $HCTGE OIFmmbs @)enaorl e
awsFe (Government Internet Data Centre [GIDC] )
495 (@)emanTLISSEMBIGET 2 6TeN_ Sl (D666,

@) Feopsarenev (ePrison)

Feonsmad el  LFe  Oupeug  OFTL_&&$D
Heoampe| oieMssiLBD STeoh  euenFulleoneT Herd)
FEOPAUTFEHTE)  QUMDPGEHF HOMIGIL_L_LD  FLOLIBSLOME0T
ss5almel]  CUatlauBED FonSHemsd SHaIEL (LD
eCw  (Prisoner  Information  System) @S L_Lon@Lb.
@Qser LBassTer  OoerbLnmer $HCTE  HHsS
QFLWLILL_ (B UBRETDHE!. Feon & FTenev LoNIETEDLOLIL|S6TT
SELDFFGOTTEL HEweNSSILL_ (HeimLd Qs
QewpOl_L_g@nsmer  Geupmdil L WSTELSSIRID
oy CFMAGEBL LI Y sTeme @eVhinsd SHaU6)
OarL_fmm 60 OsTHleEIL LI (pHeuT Hleneowin euLpHIS
ABROTDG.

@)-evedbeiv (€SLIMS) (@)-otsms.wp.epo)

@)srenfils  LECaEH  CFwmHl L _Lb
Register)

@& OswpPl L rerg, OpF  STafld  SHEUE
WSTEOLGSEHIA  (Peoneureaemn hSS OFilaims
Crrsanss QETe_Sn@Ln.

GNGS @evedinev  (eSLMS)  (@-oisrs.w.wp)
OuoerOLTmemerg @evmens oemmks wHede (Lanka
Government Cloud) GerigaiuL_@ereng. @1 rCursal,
@50 wWerer, GLELOTETETSHED 2 6T6T 606 S g
40 ) EEY: OFweshIseMNaid
BEOL_(LOeODUILIRSSLIIL L &l sHCLITE CLoev
LOTSTETSHDGE o_msEts Coaid @mus tss
QFWEHBIS6MN6L GNGS QLoeTOLITHeT
B LPeDLUILIHSSLUILIL (H QUHEUSIL 60T LITEU6H6OT LT
LDEPSEHD BL_TSSIIL_ (B eI[HS6eTmeoT.

Qs  Ooerbunmer o 9epsHUGeT @\t _mb
FL_L_Lonerg), Qsri_i pL_alqsams (follow-up) opmid

& EBOTSHMETOTLIL| (‘monitoring) RGN @eor®
QFWHSTLOMBISET Lbmlw QLoeTOLITHemET
S9N FESDOFUAP  SHFUCTETS. @\retor_mb
SL_L_ID STl QL OEUTIITETT BTs  SHeneot &6 s ST
@Freneoiiey Cuplsmeremiiul B aGBHETDE,.
WWSIPW  LOOID @ OTSHTETSIET  DTHTET  SHTeooT)
<O, GOGOT UITGITIT B)60600T & & GITIHRIG 6T O\

OewnSL_L_sHhsrer 2 flogems GLbpieTemer. @0
LOM&HTG00T HTeooN <2, GOETOTWITGITIT ) 606G00T & & GITIRIG GTT
SIBDSHTET 2 LISTEIRISHEN6T  QUOBEISGCTETEHIL 60T, ()e
Qe LonErembiSeald GNEs CFuDBlL_L_SHms
@evsienss Haeied OBTL_m 6o OsT OB LI &6
HleneoSSIL 60T ([@)enaTBEl el (PSS ETET60T.
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This has been another year of
greatly satisfactory
performance. Program
objectives have been achieved
and key results have been
obtained. Specifically,
milestones  achieved are
detailed below.

ICTA, under its eLaws program,
organized the UNCITRAL (UN
Commission on International
Trade Law) South Asia
Conference to promote the
ratification process of the
Electronic Communications
Convention and offer experts
an opportunity to illustrate and
compare their experiences.
The Sri Lanka Computer
Emergency Readiness Team
(Sri Lanka CERT) held the
Annual national conference on
cyber security. Sri Lanka CERT
also established a Computer
Security Incident Response
Team (BankCSIRT) for the
Banking Sector under the CERT
umbrella scheme, and the
National Certification Authority
is also being configured.

FOREWORD BY THE CEO

264 new Nenasala centers were established this year, and to
date 1005 Nenasala centers have been established. Thereis
access to ICT facilities and services from the Nenasala
centers.  More people in these rural communities now use
computers. There is also access to training, online access to
Government information and eCommerce in these
communities following the implementation of the Nenasala
program. The computer literacy has increased among
Nenasala users. The National ICT Literacy increased from
9.7% in 2004 to 35% in 2012 . This year, the Nenasala Project
was granted the Access to Learning Award by the Bill and
Melinda Gates Foundation in recognition of its work on
providing free access to computers and the Internet to Sri
Lankans in rural areas.

In September this year, ICTA and the Sri Lanka Standards
Institution (SLSI) hosted meetings of the International
Standards Organization (ISO) on the Universal coded
character set that encompasses all the world's language
scripts - viz,, all the symbols and characters of all languages.
Thus, compliance to the Unicode standard has enabled the
use of Sinhala on the Internet and has transformed the use of
ICT for Sri Lankans, especially for those in rural areas  This
is evinced by the multitude of local language websites
including Government websites, blogs, and content available
and the fact that searching on any topic in Sinhala or Tamil
yields a large number of results. Implementing Unicode
compliant local language fonts commenced at ICTA'S
inception.  This year a Sinhala font, Hodipotha, was
developed for schools. Under ICTA'Ss Smart Society program
development of applications and relevant local language
content continues. e-Swabhimani, the annual national event
through which excellence in digital content creation is given
recognition, was held in November this year.

With regard to Sri Lanka's performance in the UN e-Gov
Index, Sri Lanka climbed 41 places, from the 115th position in
2012, to the 74th position in 2014 out of 192 countries. This
is a percentile ranking of 38.5% and Sri Lanka is in the top
40% of countries in the world engaged in implementing an
eGovernment agenda.
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This year several eServices were developed; the application
eRevenue License was successfully rolled out to all the Divisional
Secretariats in the Southern Province. Online issuance of the
revenue license through the Sri Lanka Country Portal, www.lk
commenced with multiple payment mechanisms which includes
mobile payments.

With the implementation of the ICT human resource capacity
building program, Chief Innovation Officers (CIOs) of Government
organizations have been empowered with ICT skills and leadership
skills to lead the change within Government organizations. There is
also increased use of Internet and email for regular office and
personal work; there is increased demand for further training among
Government officers, and increased demand for purchasing
computers for personal use.

ICTA creates awareness on career opportunities in the IT and
Business Process Management (BPM) industry among school
children, school leavers, undergraduates, job seekers, parents and
teachers, through its IT and BPM Career Guidance Programme. This
year, export revenue for the country from IT and BPM was estimated
to be USD 800 million . ICTA carried out country business promotion
activities in designated countries at international ICT events and one
to one with the ICT Analyst community for building awareness of the
Industry's capabilities. Regions covered include Europe, Australia,
Middle East, Asia and Africa. In 2014, ICTA facilitated the business
mission to Australia for the 6th consecutive time.

Overall, this year, ICTA has achieved what it aimed to do. | am
grateful to the Chairman and the Board of ICTA for the valuable
advice and assistance, and to the support of the staff whose hard
work and expertise made these results possible. Itis expected that
ICTA will be successful and achieve its mandate in the years ahead.
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COMMON ENABLING ENVIRONMENT

he objective is to develop a facilitating and enabling environment that is supportive of ICT-based
development, and communicating these initiatives and policies to the wider stakeholder audience.

eLaws: To formulate and incorporate into the country’s legal system suitable policy and regulatory measures
relating to ICT, and create a facilitating legal environment to promote the ICT sector.

Established National Certification Authority: ICTA was vested with this function pursuant to a Gazette Order
published under the Electronic Transactions Act. ICTA, with technical assistance of its subsidiary Sri Lanka
CERT established a Task Force with the Central Bank of Sri Lanka and other stakeholders to operationalize
this activity.

Sri Lanka CERT is managing the infrastructure and operational procedures to fully implement the National

Certificate Authority. The key ceremony is expected to be held in 2015.

UNCITRAL South Asia Seminar: The first ever South Information security:

Asian regional UNCITRAL (UN Commission on
International Trade Law)workshop on Electronic
Commerce, attended by experts from 12 Countries
and Inter-governmental organizations, was hosted
by ICTA. Sri Lanka has been an early enactor of
UNCITRAL texts on eCommerce, manifested in the
Electronic Transactions Act, 2006. The primary
objective of the Conference was to promote
Sri Lanka's ratification of the UN Electronic
Communications Convention in 2015 and to offer
national and international experts an opportunity
to illustrate and compare their experiences.

Budapest Cybercrime Convention of the Council of
Europe: ICTA initiated the process for Sri Lanka's
accession to this global Cybercrime Convention
to further strengthen Cybercrime enforcement
measures in the country. Cabinet approval was
obtained for this purpose with support from the
Ministry of Justice, the Ministry of Foreign Affairs
and the Attorney General. During the first week
of November 2014, ICTA hosted the high level
delegation from the Council of Europe to review Sri
Lanka's legislation and criminal justice procedures.

The Supreme Court e-Filing System was
completed and launched as part of Re engineering
Government program’s mandate.

Incident handling:

Sri Lanka Computer Emergency Readiness Team

| Coordination Center (Sri Lanka CERT|CC) is an
ICTA subsidiary which ICTA established to
protect Sri Lanka’s information infrastructure.
Work carried out by Sri Lanka CERT in 2014
included the following:

Incidents reported to Sri Lanka
CERT increased to 2,368 in 2014. In the year 2013,
1,275 incidents were reported; there is nearly a
90% increase in reported incidents compared
to 2013. Incidents handled mainly comprised
phishing incidents, defacements, scams, fake
accounts and social media issues, hate/threat mail,
unauthorized access/attempted access, denial of
serviceanddistribut eddenial-of-serviceattacks,etc.

Sector based CSIRT: A sector based Computer Security

Incident Response Team, “BankCSIRT” for the
banking and finance sector was established in July
2014. Almost all the banks operating in Sri Lanka
have joined as members.

Awareness: Cyber Security Week, the annual awareness

program comprised the Annual National
Conference on Cyber Security 2014, a workshop
held by APNIC for law enforcement agencies, three
full-day workshops for professionals, and Hacking
Challenge, a contest for IT Professionals. Training
programs and education sessions targeting
audiences which included CIOs, Engineers, System
Administrators, Banking and Telecom sector staff,
students, and the general public, were organized.
The eNewsletter Cyber Guardian was distributed
monthly through SchoolNet.



Information Classification: In 2013 ICTA conducted
a study on classifying information and services
and developed frameworks which could be utilized
by any Government organization in Sri Lanka.
Thereafter, this year, two classification frameworks
and a data sharing policy for four Government
organizations were drafted. These are being
reviewed by the Department of Commerce, the
Registrar of Companies, the Department of Wildlife
Conservation and the Department of Elections.
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Local Languages Initiative (LLI): The objective
is to ensure that ICT can be used in Sinhala and Tamil
based on national and international standards, and to
ensure that ICT in local languages is easy to use.

Schools’ font: The National Education Commission
(NEC) requested a Sinhala font suitable for primary
schoolchildren, as none of the Unicode Sinhala fonts
met their specific requirements. Therefore a Sinhala
font, Hodipotha, to be used in schools, compliant with
the Sri Lanka Standard Sinhala Character Code for
Information Interchange, SLS 1134 : 2011 and with NEC
standards was developed.

ICTA and the Sri Lanka Standards Institution (SLSI)
hosted the International Standards Organization's (ISO)
Steering Committee and Working Group meetings in Sri
Lanka. The scope of the Working Group 2 is to develop
the Universal coded character set that encompasses
all the world's language scripts, all the symbols and
characters used in IT.
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RE-ENGINEERING GOVERNMENT

o improve the delivery of Government services to citizens, to business and to Government organizations
through an open, transparent, collaborative, and innovative Government, empowered by knowledge and

sharing information.
eServices: This year the following progress was made

on the provision eServices:

The application eRevenue License was successfully
rolled out to all the Divisional Secretariats in the
Southern Province. Online issuance of the revenue
license through the Sri Lanka Country Portal, www.
lk commenced with multiple payment mechanisms
which includes mobile payments. Rollout of the

eServices for enabling members to view their
ETF balances and Claim Application Status were
developed for the Employee Trust Fund Board,
and launched. eServices were completed for the
Department of Commerce for issuing the Certificate
of Origin. Development of an eService for issuing
the Police Clearance Certificate is in progress for
the Department of Police.

eRevenue License to the North Western Province is
in progress. Rollout to the Sabaragamuwa Province
is scheduled to commence in February 2015.

Development of Mobile Applications commenced this year. The following mobile applications will be completed
in 2015:

i. Department of Motor Traffic:
a. Viewing Vehicle Information a.
b. Ongoing Vehicle Registration Number b.
¢. Revenue License Status inquiry

iii. Employee Trust Fund Board:
Viewing Member Balances
Claim Application Status inquiry

iv. Sri Lanka Tea Board:
ii. Colombo Municipal Council: a. Reasonable Price inquiry
a. Property Tax balance inquiry b.  Elevational Price inquiry

Lanka Government Cloud (LGC): Enhancements were

carried out to LGC to provide for the increasing API (Application Program Interface) Manager for

demand from Government organizations. It was
further decided that the current situation be
analyzed and to proceed with enhancements
and changes to make LGC an industry standard
Government Cloud.

Lanka Government Payment Service (LGPS) and

Government SMS (GovSMS) services:

Another Internet Payment Gateway was integrated
for the Visa/MasterCard franchise and work
commenced on integrating the new franchises,
China UnionPay (CUP) and Japan Credit Bureau
(JCB).

An Open Data Portal, data.gov.lk, was developed for

opening up sharable data to the public in various
data formats.

Lanka Gate: An APl Manager, api.lankagate.gov.
Ik, component was introduced to the Lanka Gate
infrastructure to open up services to the publicin a
controlled manner.

Emission Test Data Management Portal: Development

of a business reporting/ intelligence system for the
Department of Motor Traffic (DMT) commenced
for integrating all the third party emission
testing centers with the Government entities.
The development was carried out using Big Data
concepts.
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Government Information Center (GIC 1919): GICis a centralized location for providing Government information.
Special services offered during the year include the following.

- Advanced Level exam's Z score cut off marks.

- Providing relevant Voter's Register Information to Postal Voters for the Provincial Council Elections 2014.
(Western, Southern)

- Providing relevant Voter's Register Information to Postal Voters for the Provincial Council Elections 2014.

(Uva)

Providing relevant Voter's Register Information to Postal Voters for the Presidential Elections 2014.

Results of the Grade 5 examination.

elocal Government (elLG):

Work is in progress on the project elLG; the elLG
Citizen Portal and eLG application are operational
at the three pilot sites “Negombo Municipal
Council”, “Seethawakapura Urban Council” and
the “Homagama Pradeshiya Saba”. Replication of
elLG at the Colombo Municipal Council which will
result in a one-stop-shop at CMC is in progress.
The Central Bank and World Bank are the key
stakeholders in this project.

The Metro Colombo Development Project has
requested implementation of eLG and the Sri
Jayewardenepura Kotte Municipal Council to be the
first pilot location.

The 2nd Phase of eLG  will cover the processes on
“Providing Regular Services to Public”; “Query and
Objection Handling”; and “Capture and Update of
Land Information”. GIS enabled eLG is completed
as an independent solution and the planning is
underway for integration with eLG.

eSamurdhi comprises the three modules, Beneficiary

Management (CRM), Program and Project
Management (PPM) and HRM.

The PPM module is in full operation in the five
Districts Colombo, Galle, Kalutara, Matara and
Ratnapura. There are approximately 2000 projects
created in the PPM module. The HRM module is
used for generating reports for administrative
decision making in all Districts. Users update the
CRM module with beneficiary information when
creating projects in the PPM module. The CRM
module has approximately 1.3 million beneficiary
profiles of all the Districts.

Websites:

The website of National Hospital of Sri Lanka (NHSL)
was successfully re-vamped and is to be launched in
the near future. Development has also commenced
on consolidating the Country portal www.lk with
the Government web portal www.gov.lk; selected
Government sites were re-vamped for offering
eServices via the Country Portal; 495 websites
are now hosted at the Government Internet Data
Center (GIDC).

A grievance redress system was set up for the Ministry of Public Management Reform. (www.complaints.gov.lk)

ePrison:

This is a Prisoner information system which
maintains information with regard to the life
cycle of a prisoner within the prison term, viz.
from registration to rehabilitation. The software
for registration is being developed. The Ministry
of Prison Reforms funds the projects and ICTA
provides project management and technical
support.

eSlims:

This project entails developing a State Land
Information Management System. The eSlims
softwareisdeployedinthelLankaGovernmentCloud.
Theapplicationwas previouslyimplementedinall 40
Divisional Secretariats in the Western Province. The
software is presently being implemented in twenty
more Divisional Secretariats which are not within
the Western Province and users are being trained.

Phase two of the software development comprises
developing software on the two processes “follow
up” and “monitoring”. Phase two is sponsored by
the Land Commissioner General's Department.
Provincial Land Commissioner Departments in the
Central and Northern Provinces which have taken
ownership of the project will provide equipment
and will be implementing the project in these two
provinces in partnership with ICTA.

eLand Register: this project entails digitization of land

registries with the sponsorship of the Ministry of
Land and Land Development.

Digitalization of records of five land registries is in
progress and ICTA has developed the data entry
and document management systems for the land
registries. The document management system is
hosted at LGC, www.elr.gov.lk. Scanning in Land
Registriesin Colombo and Gampahawas completed
and scanning at the Land Registry at Delkanda is in
progress.

Building IT Human Resources Capacity: This year
the following projects intended to build IT Human
Resources Capacity were implemented:
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140 Government executives completed their
training under the eGovernment Certificate
course developed by ICTA and SLIDA; over 250
Government executives (including Divisional
secretaries)  participated in  eGovernment
workshops in the Districts Galle, Hambantota,
Jaffna, Kilinochchi, Mannar, Matara, Moneragala,
Mulativu, and Vavuniya. A residential workshop
on eGovernment strategy was conducted for
all Government Heads of organizations (viz.
secretaries, Heads of Departments, District

Secretaries, and Chief Secretaries). Over 160
Heads of organizations participated, and over
180 Government organizations developed their
eGovernment plans.

The objective of the project “Developing an
eGovernment Human Resource Capacity Building
Strategy and Conducting a CIO Needs Assessment
and Reformulation” is to develop a unified Human
Capacity DevelopmentStrategy for alleGovernment
stakeholders and to develop a Government CIO
framework which can be implemented in line with
the new eGovernment Strategy. Input from CIOs
was taken prior to the procurement. A consultancy
firm has been awarded the contract.
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ICT INDUSTRY DEVELOPMENT

his Program is geared towards catalyzing the development of the domestic ICT Industry by creating an
enabling environment for ICT Industry growth, industry promotion and human resource development. In

2014, projects were implemented as detailed below.

IT and BPM (Business Process Management) Career Guidance: The objective is to create awareness on the career
opportunities in the IT and BPM industry among school children, school leavers, undergraduates, job seekers,

parents and teachers.

Career guidance seminars were conducted at an ICT
exhibition organized by Visakha Vidyalaya. The second
career fair under FUTURECAREERS was held at Mahinda
College, Galle, at which over 1500 students from Galle
and Matara between Grades 10 and 12 participated.
The third career fair under FUTURECAREERS was held
at Vembady School, Jaffna, at which over 2000 students
from the Northern Province between Grades 10 and
12 participated. Students were career counseled by
industry volunteers.

A workshop for 120 school principals from the
Northern Province, on IT and BPM careers was held at
Vembady School, Jaffna. An ICT day was organized by
St. Thomas' College Bandarawela. A Nenasala operator
from Badulla and a member of the ICT Day organizing
committee, who were trained by ICTA, conducted the
seminar.

ICTA also facilitated a Nenasala center at the Colombo
Centenary Jamboree at which over 1500 Scouts and
Guides were made aware of job opportunities available
inthe IT and BPM industry. 600 Scouts and Guides were
assessed under the Scout badge syllabus leading to the
IT badge. A group of 20 volunteers from the Industry
and other bodies partnered with ICTA on this project.

Country Branding and Business Promotion:

ICTA facilitated the business mission to Australia
for the 6th consecutive time. More than 50
local IT and BPM companies have explored the
Australian market with ICTA's assistance. This
year the delegation comprised 29 delegates from
16 companies and ICTA. The business mission
included participation at the Gartner Symposium
and Exhibition and three networking meetings in
Sydney, Brisbane and Melbourne.

Sri Lanka exhibited at Gartner for the second
consecutive year with 10 exhibitors. The Sri
Lankan pavilion was visited by over 174 unique
visitors during the three days of exhibition. The
exhibitors also had the opportunity of meeting
Gartner Analysts and obtaining feedback and
advice on their services and products. This
year the meeting in Sydney was attended by 46

invitees. The Brisbane Networking meeting was
attended by 23 participants including the Consul
General for Queensland and representatives
from the Department of Trade, Government of
Queensland. The Melbourne meeting was attended
by 32 participants including the Consul General for
Victoria.

ICTAwith the expertsin the Industry designed a logo
for the Sri Lanka IT BPM brand. ICTA in discussion
with the mission participants also published a
website www.srilankaitbpm.org, a Facebook page
www.facebook.com/itbpmlk and a twitter handle
www.twitter.com/itbpmlk.

Tech Startup Support: Spiralation is ICTA's tech startup
support program focused on promoting technology
entrepreneurs in Sri Lanka who have solutions
aimed at local as well as international markets. With
partners’ assistance, ICTA also provides education,
training and an ecosystem with seed funding to
assist the entrepreneurs.

The 2nd hackathon under the Spiralation program
was held in conjunction with the World Conference
on Youth 2014. Nearly 100 local and international
youth participated. Several innovative projects
were initiated.

The 2014 batch of 10 Spiralation startup companies
completed their program and many have launched
their products/services to the market. Ten different
workshops were conducted for these startups for
improving their business and technical skills. The
companies also had the opportunity to exhibit at
INFOTEL 2014 under the ICTA IT SME Pavilion.

The ICTA/Spiralation program also partnered
with Microsoft, Google, UNICEF Sri Lanka and the
Ministry of Education for the “Children’s Hackathon”
organized for commemorating the 25th anniversary
of the Child Rights Convention. 25 schools from
around the country participated in this Hackathon.
The finals of this program were held in October.



IT for regional SMEs & Professionals:

ICTA facilitated an IT SME Pavilion at INFOTEL
2014. The pavilion provided an opportunity for 16
companies to exhibit their software products and
services. The 16 companies included 10 companies
from the Spiralation program and six companies
which have exhibited with ICTA under the regional
SME programs held in Bandarawela, Jaffna, Kandy,
Matara and Ratnapura.

Big Data and Hadoop; two sessions in August with 43 trainees.

Hybrid Mobile application development; two sessions in
October with 52 trainees.

Inventing, Innovating and Patenting held in November with
26 trainees.

Writing and Generating Patents; two sessions in November
with 38 trainees.

The 288 trainees belong to more than 50 companies.
positive.

Industry Certification: 711 individuals benefited
through the Industry Certification program and
have successfully completed their International
Vendor Certifications in 2014. This includes 175
under Microsoft, 326 under Cisco, 85 under Oracle
and 125 under Red Hat.
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Industry Knowledge Enhancement:

The objectives of this program are to provide an
opportunity for the IT and BPM industry to build
capacity in priority areas which are common for
all and to introduce new technology through
internationally recognized training programs at
an affordable cost. These objectives were met by
facilitating seven training programs under the
following subject areas:

Training on Technical Writing Skills held in December for 27
trainees.

Training on Presentation Skills; two sessions in December
with 50 trainees.

COMPTIA cloud essentials; two sessions in December with
52 trainees.

The feedback received from the trainees has been very

Industry Market Surveys: ICTA has commissioned MTI
Consulting (Pvt) Ltd to carry out the ICT Training
Needs Analysis survey. This survey provides the
backbone for the trainings organized by ICTA and
a base for the country benchmarking within South
Asian region in terms of training and the knowledge
/ capabilities while exploring the areas to be trained.
The final report is due to be released in April 2015
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SMART AND INCLUSIVE INFORMATION SOCIETY

o provide increased and affordable access to ICT and facilitate the development of digital content to be used

for improving living conditions of citizens.

Nenasala:

Setting up Nenasala centers:

264 new Nenasala centers, including the 1000th
center, were setupin 2014. To date, 1005 Nenasala
centers have been established. The first Nenasala
center dedicated to psychiatric patients who are
being recuperated, was launched at the Kegalle
Teaching Hospital. Twelve (12) such Nenasala
centers have been set up within the psychiatric
units of Government hospitals.

Refurbishment: The refurbishment program - viz.
providing hardware - for Nenasala centers in
Hambantota and Moneragala commenced with
an event organized at the Kirivehera temple in
Kataragama. To date, 142 Nenasala centers in

Anuradhapura, Badulla, Colombo, Gampaha,
Galle, Hambantota, Kandy, Kalutara, Kegalle,
Kilinochchi, Kurunegala, Matara, Moneragala,

Mulaitivu, Nuwara Eliya, Puttalam and Ratnapura
have been refurbished with additional hardware
for continuation of the centers’ functions.

Monitoring: A dedicated Nenasala monitoring team was
established. This team will continually monitor and
visit centers in all the Districts and gather data for
analysis and for the support of Nenasala owners.
The information thus gathered is also being used
for refurbishing the centers.

Applications developed/launched during the year:

ePatashala Launch: The Tamil medium elearning
Solution for GCE Advanced Level Science and
Mathematics streams, was launched.

Arogya: An Ayurvedic Health Information Management
System for the Welagedara Ayurvedic hospital was
implemented.

Bhasha Guru - Mobile application to learn Sinhala and
Tamil has been developed and is to be launched.

The eLibrary application for the Ministry of Culture and
Arts was implemented by customizing the Free and
Open Source Software, KOHA.

Training: The Vocational Training Authority of Sri Lanka
(VTASL) and ICTA signed a MoU in October 2014 for
implementing the National Vocational Qualification
(NVQ) Level 31T training program through Nenasala
centers.

eLibrary (centers set up in public libraries) Nenasala
operatorsinthe North Central Province weretrained
on using content and eGovernment services. As
a pilot project, three eLibrary Nenasala centers
were upgraded with free Wi-Fi access, provision of
content and additional hardware.

Recognition: The Nenasala Project was granted the
Access to Learning Award (ATLA) award by the Bill
and Melinda Gates Foundation in August 2014; viz.
the ATLA was presented to the elLibrary Nenasala
Project, in recognition of its work on providing
free access to computers and the Internet to Sri
Lankans living in remote and rural areas.
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The Panadura Base hospital implemented the Hospital
Health Information Management System (HHIMS) with
technical support from ICTA.

Development of a mobile application for the
Department of Museums commenced. Two native
mobile applications for Android and iOS will be
developed.

The Hospital Health Information Management System
impact assessment survey commenced. The results of
this survey will be released in February 2015.
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Events:

An awareness campaign on the World Summit Award
Mobile was conducted and applications were called for
selecting the best application pool to compete in the
global arena; two applications submitted by Sri Lanka
won the World Summit Award Mobile 2014.

eSwabhimani, is a national award aimed at recognizing
excellence in digital content creation: 254 applications
were received. There were 25 winners, and 15 were
selected for a special merit award.

The Smart Society Congress was organized in parallel
to eSwabhimani 2014, for providing a new platform for
the 2014 finalists and for presenting their e-content
and applications to a wider Sri Lankan audience.
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STRATEGIC COMMUNICATIONS

CTA's strategic communication program creates broad-based awareness on all programs and projects
mplemented by ICTA.

Events covered during the year included Nenasala openings, launching the online issuance of the e Revenue
License, eGovernment trainings, workshops on eGovernment, the National Best eContent Award eSwabhimani,
the Smart Society Congress, etc.

Media programs broadcast during the year included Sinhala radio programs “Subarathi” (over the National
Service), Sinhala radio programs Nenapiyasa (over City FM) and Tamil Radio program Arivodayam (over Thendral).

Publications included the ICTA Sinhala and Tamil newsletters, Nenapatha and Arividu.
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MONITORING AND EVALUATION

CTA uses M&E as a critical tool and process to measure the effectiveness and impact of projects and
programs, leading to redesign if necessary and implementation of new strategies.

During the year the following activities were completed;

Monthly progress reports were submitted to
the Ministry of Telecommunications and IT and
to the Department of Project Management and
Monitoring. Participation in the monthly progress
review meetings at the Ministry of Telecomm and
IT.

Coordinating with ICTA Project Managers on
developing and submission of project proposals
for 2014 and 2015 to the Department of National
Planning.

Collaborating with the Department of Census and
Statistics in planning the Agricultural Census and
in other ICT related data gathering processes.

Surveys:

o Survey reports were finalized with respect to the
Nenasala Evaluation survey; eSociety Evaluation
Survey; Local Language Evaluation Survey; and
the eGovernment Visitor Survey.

o Implementation of National ICT Literacy Survey
and e Government Need Assessment.

o Collaboration with the Ministry of Education
in planning and implementing an ICT literacy
survey with regard to teachers and students.

Collaborated with the World Bank on the
Implementation Completion Report (ICR) Mission.

Based on the data generated throughout the e-Sri
Lanka project cycle, the borrowers’ report was
compiled and as part of the borrower’s report, the
M&E chapter for the World Bank ICR was compiled.

Other activities carried out by the M&E team
included participation in Parliamentary
consultative committee meetings; involvement in
quality assurance of the NRI survey conducted by
Institute of Policy Studies (IPS); and collaboration
with IPS on carrying out the NRI Executive opinion
survey, conducted by IPS.

ICTA through its M&E team was a member of the
ICT subcommittee of the National data committee
appointed by the Ministry of Finance and Planning
which aims to identify data gaps, frequencies,
indicators and responsibilities of ICT.

Contributed towards drafting and reviewing of the
e Government strategy 2020.

Provided technical support for ICTA project
managers in designing and implementation M&E
activities with regard to projects implemented in
2014.
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ABOUT SRI LANKA CERT|CC

INTRODUCTION

The Sri Lanka Computer Emergency
Readiness Team | Coordination Centre (Sri
Lanka CERT|CC) is the centre for cyber
security in Sri Lanka, mandated to protect the
nation’s information infrastructure and to
coordinate protective measures against, and
respond to cyber security threats and
vulnerabilities.

‘ ESTABLISHMENT

As the national CERT of Sri Lanka, Sri Lanka
CERT|CC acts as the focal point for cyber
security for the nation. It is the single trusted
source of advice about the latest threats and
vulnerabilities affecting computer systems
and networks, and a source of expertise to
assist the nation and member organizations,
in responding to and recovering from Cyber-
attacks.

It was anticipated that cyber security
incidents in Sri Lanka would increase
dramatically due to IT infrastructure growth
as a result of the National ICT Policy related
activities, primarily, the e-Sri Lanka initiative
and the rapid development of IT/BPO Sector.
Sri Lanka CERT therefore was established on
1st July 2006 as Sri Lanka’s National CERT, by
the ICT Agency of Sri Lanka (ICTA). ICTA is
the Government Agency responsible for the
development of IT Infrastructure and Policy
in Sri Lanka. Sri Lanka CERT is registered as a
Private Limited Liability Company, and is a
fully owned subsidiary of ICTA, which in turn
is fully owned by the Government of Sri
Lanka.

In early 2011, Sri Lanka CERT | CC, along with
its parent body, ICTA was brought under the
purview of the newly formed Ministry of
Telecommunications and IT.

© Sri Lanka CERT|CC
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Sri Lanka CERT|CC is presently under the
purview of Ministry of Foreign Affairs from
January 2015 and is fully financed by the state
budget.

| WORKFORCE

Sri Lanka CERT|CC has a total staff strength of
ten team members consisting of the Chief
Executive Officer, Manager Operations,
Principal Information Security Engineer,
Senior Information Security Engineer,
Information Security Engineer, Information
Security Analyst, three Junior Information
Security Analysts and an Officer-in-charge of
HR & Admin. This team is supported by four
undergraduate interns.

All the staff are highly skilled and experienced
in different areas of information security and
have achieved corresponding Information
security certifications which are widely
recognized in the industry, such as SANS
GCIH, Microsoft MCSE, EC-Council Certified
Ethical Hacker (CEH) and Certified Hacking
Forensics Investigator (CHFI), Cisco CCNA
and CCSP and CISSP by International
Information Systems Security Certification
Consortium; (ISC)2

| CONSTITUENCY

Sri Lanka CERT's Constituency encompasses
the whole of the cyber community of Sri
Lanka (private & public sector organizations,
and the general public). Sri Lanka CERT
maintains a good rapport with government
and private sector establishments, and
extends assistance to the general public as
permitted by available resources. In
accordance with its mandate, Sri Lanka CERT
| CC gives priority to requests for assistance
from government. Based on availability of
human resources and necessary skills,
requests from private sector are handled free
of charge or on a paid basis, depending on the
type of service provided.
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ACTIVITIES & OPERATIONS

ACTIVITY SUMMARY

Sri Lanka CERT|CC maintains an inter-dependent structure, with expertise in the field of cyber
security that has the capacity to prevent, analyze, identify and respond to cyber security
incidents that threaten Sri Lanka’s national cyber-space.

As the national contact point for matters relating to cyber security incidents, during 2014 (1st of
January - 31st of December), Sri Lanka CERT|CC was informed by various domestic or
international partners about various cyber security incidents/vulnerabilities that affected/may
affect our national cyber-space, as follows;

- Compromised unique IP’s extracted from the information collected by automated systems
- Vulnerabilities on applications, operating systems and firmware etc.

This report analyzes the cyber security incident information collected / managed by Sri Lanka
CERT|CC in 2014, in order to obtain an overall view of the nature and dynamics of these types of
events relevant to the evaluation of the risks targeting the ICT systems in Sri Lanka.

Based on the collected data, the following have been observed;

- Approximately 90% of the incidents refer to systems in Sri Lanka that have been
compromised through the exploitation of some technical vulnerability and got infected with
different versions of malware and have become part of a botnet; the total number of unique
[Ps identified is around 750.

- 85% of the compromised IPs refers to systems in Sri Lanka which had become zombies of
Sirefef/ZeroAccess botnets.

- 90 % of all the unique compromised IPs reported to Sri Lanka CERT|CC, were identified as
running Microsoft Windows operating systems, versions 98, 2000, XP or 2003;

- Over 20% of the phishing incidents refer to entities in Sri Lanka that host phishing web
pages, affecting the activity of financial institutions abroad and around 80% of reported
phishing incidents were targeting Sri Lankan financial institutions and were hosted
overseas.

- 32 1k domains were compromised in 2014, representing approximately 60% of the total
number of reported defacements.

The above findings lead to the following conclusions:

- Cyber security threats upon our national cyber-space have diversified, and have evolved
both in terms of quantity and in terms of technical complexity;

- The majority of the compromised systems in Sri Lanka, are part of botnets tat are being used
as proxies for carrying out attacks on targets outside the country, thus representing
potential threats to other systems connected to the Internet;

- Based on the analysis of the malware types specific to our national cyber-space and of the
types of compromised systems, both revealed in this annual report, it appears that, in
quantitative terms, most attacks are directed towards outdated, obsolete systems, lacking
security features (e.g. systems affected by Conficker) or are not updated with the latest
security patches/updates;

- An increasing number of entities in Sri Lanka become targets of APTs, attacks with a high
degree of complexity that are launched by groups with the capacity and motivation to

© Sri Lanka CERT|CC
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persistently attack a target in order to obtain certain benefits (usually sensitive
information); we expect an increase in the number and severity of such attacks nationwide
during 2014;

- Sri Lanka cannot be considered as just a generator of cyber security incidents anymore,
because the analysis of the data presented in the current report demonstrates that it is
mostly used as a proxy by other attackers.

INCIDENT HANDLING STATISTICS

Incidents reported to Sri Lanka CERT have increased to 2,368 in the year 2014. In the year
2013, 1,275 incidents were reported. This represents a 90% increase in reported incidents
compared to the year 2013.

Increase in reported Incidetns
2500
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months)

e [ncidents
Graph 1: Total number of reported incidents

It is observed that the number of reported cases related to social media, have also increased
considerably in the past year.

Social media related incidents
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Graph 2: Total number of social media related incidents
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The following table depicts the distribution of various types of incidents reported to Sri Lanka
CERT in the year 2014. All the incidents reported to Sri Lanka CERT have been resolved

satisfactorily.
Type of Incident No
Phishing 12
Abuse/Privacy 8
Scams 12
Malware 3
Defacements 56
Hate/Threat Mail 10
Unauthorized Access/Attempted 8
Intellectual property violation 3
DoS/DDoS 6
Fake Accounts/social media 2,250
Total 2,368
Table 1: Number of reported incidents in year 2014
Incident's reported to Sri Lanka CERT |CC
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Graph3: Types of incidents reported to Sri Lanka CERT|C
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NEW SERVICES

‘SETTING UP SECTOR BASED CSIRTS

Sri Lanka CERT|CC initiated the setting up of
sector-based Computer Security Incident
Response Teams (CSIRTs) in 2010. Typical
sectors are Banking, Telecom, Defence and
Education.

The rationale for sector based CSIRT’s is to
ensure that Sri Lanka CERT|CC remains a
small, focused national body that functions
only as an incident escalation and
coordination point and ensures national
readiness to tackle large scale incidents
effectively.

Sector-based CSIRTs will provide industry
specific services to their constituents. For
example, the Telco CSIRT will provide content
filtering services to ISPs while Bank CSIRT
provides vulnerability alerts specific to
banking applications and implement security
standards to ensure a minimum level of
security compliance within the industry.

The net result of setting up sector based
CSIRTs and certifying and coordinating the
activities of these CSIRTs is that Sri Lanka
CERT will eventually transform itself to being
a true coordinating body.

Sri Lanka CERT|CC launched its first sector
based CSIRT for the banking and finance
sector called “BankCSIRT” on 1st of July 2014.
Almost all of the banks operating in Sri Lanka
have joined as members of BankCSIRT and
continuing its services with the regulatory
blessings of the Central Bank of Sri Lanka.
Bank CSIRT is funded by member banks,
hosted by the national clearing house Lanka
Clear and managed by a Steering Committee
chaired by the Central Bank of Sri Lanka. Sri
Lanka CERT|CC serves as a member of the
Steering Committee, and provides the
necessary technical assistance. This is a

(c) Sri Lanka CERT| CC
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unique model that will soon be emulated by
other nations.

‘ NATIONAL CERTIFICATION AUTHORITY

The Electronic Transactions Act no. 19 of
2006 creates a foundation for the existence of
a national certificate authority. With the
launch of e-Citizen services and the increased
use of online banking and other e-commerce
facilities, the use of a digital ID is becoming
more  important. While the Lanka
Government Network (LGN) CA for
Government establishments and Lanka Sign
CA (for Banks) exist, the universal acceptance
of their certificates is in question.

On 24th September 2013, by virtue of the
powers vested by section 18 of the Electronic
Transactions Act, No. 19 of 2006, the Minister
of Telecommunication and Information
Technology, being in charge of the subject of
Information and Communication Technology,
designated the Information and
Communication Technology Agency of Sri
Lanka (ICTA) registered under the Companies
Act, No. 7 of 2007 and recognized under the
Information and Communication Technology
Act, No. 27 of 2003, as the Certification
Authority for the purposes of Act, No. 19 of
2006.

As a fully own subsidiary of ICTA, Sri Lanka
CERT|CC was designated to function as the
implementation body for the National
Certificate Authority (NCA) of Sri Lanka. The
process of setting up the NCA using the
provisions granted under the above act is on-

going.

Sri Lanka CERT|CC has completed most of the
hardware and software procurements and
configurations. It is now in the process of
testing the processes and technical
environment of NCA before going ahead with
the launch. The key ceremony will be held
during the year 2015.
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EVENTS ORGANIZED / CO-ORGANIZED

TRAINING / EDUCATION

In order to fulfil its mandate to create awareness and build IS skills within the constituency; Sri
Lanka CERT|CC continues to conduct and facilitate training programs and education sessions
targeting various audiences including CIOs, Engineers, System Administrators, Banking and
Telecom Sector Staff, Students, and the General Public.

During the year 2014 Sri Lanka CERT|CC conducted the following awareness, training and
education programs successfully:

- Regular press releases to the media about incidents and impending vulnerabilities

- Awareness programs for School Teachers

- Cyber Guardian e-newsletter distributed monthly through School Net. This is the fourth
consecutive year of this circulation which is widely accepted and read

- Train-the-trainer on-line safety awareness programs island wide in collaboration with the
Ministry of Education for IT Teachers of schools

- Child on-line safety awareness presentations at private and government schools

- Participating in regular radio programs, and in particular the “Subarathi” programme
conducted by the Sri Lanka Broadcasting Cooperation as part of CERT’s awareness creation
campaign

- Conducting regular training programmes for SOCO (Scene of Crime) officers at the Police
training college focussing on Cyber Crime first responder’s role.

Sri Lanka CERT staff has in addition continued to assist in the delivery of courses in Computer
security topics at tertiary education institutions.

Publication of leaflets and posters designed for distribution at seminars, exhibitions and other
forums is a key strategy for Sri Lanka CERT’s awareness campaign.

CONSULTANCY

Sri Lanka CERT|CC continues to provide consultancy services in response to requests made -
particularly from government departments.

Typical consultancy services provided during the year 2013 included;

e Application security and server hardening for a number of government and private sector
organizations
e Application and network security vulnerability assessments for e-Government applications
e (Carrying out technical forensic investigations for the Criminal Investigations Division (CID)
of Sri Lanka Police;
- Credit Card fraud investigations prosecuted under the payment devices frauds act, where
Sri Lanka CERT serves on the panel of experts through a special gazette notification.
- Investigating ATM and Credit Card skimming cases
- Investigation of Money Laundering cases
e (Carrying out technical forensic investigations for Private sector organizations

(c) Sri Lanka CERT| CC
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e Assisting government and private sector institutions to secure their operational
environment and secure their applications by performing information security policy
formulation workshops, network architecture reviews, consulting on secure network and
system design and system hardening

e Assisting several government organizations and private sector organizations to develop an
Information Security Policy for their organizations.

SEMINARS & WORKSHOPS
e (Cyber Security Week 2014:

Since 2008, Sri Lanka CERT | CC has been conducting an annual security awareness
programme titled Cyber Security Week (CSW). This international event draws attention of
the local as well as regional information security professionals.

Cyber Security Week 2014 was held in the month of October 2014, and featured a series of
events:

- Annual National Conference on Cyber Security 2014
- Workshop for law enforcement agencies by APNIC
- Three full-day Workshops for professionals, namely:

- Technical workshop on “IT Fraud-Discovery and Mitigation
- Technical workshop on “Mobile Application Security”
- Technical workshop on “ Network security”

- Hacking challenge: Hacking Challenge is a contest for IT Professionals to attack and
defend an actual network within a given timeframe. The invited participants are
Technical Security Professionals, Network Administrators, System Administrators and
students following information security post-graduate courses.

- Information Security Quiz: This competition is open only to students of Sri Lankan
Universities and other tertiary education institutions. The objective of the quiz is to
assess the knowledge and to identify and reward the aspiring young information
security professionals.

e Contributed to organizing of the Council of Europe GLACY Mission conference on Cyber
Crime and Cybercrime Legislation, including technical assistance for the adaption of the
Budapest Convention.

Consequently, Sri Lanka has become a priority country to benefit from the Capacity Building
Programme of the Council of Europe project titled “Global Action on Cyber Crimes” (GLACY).
Under this project the Judiciary, Prosecution and Law Enforcement authorities would
benefit from training and capacity building to better deal with Cyber Crime enforcement
issues.

e (IO Forum in collaboration with (ISC)2 Sri Lanka Chapter.

e Carrying out training sessions and presentations on Information security for SLAS (Sri
Lanka Administrative Services) officers at SLIDA

© Sri Lanka CERT|CC



ACHIEVEMENTS

PUBLICATIONS & OTHER MEDIA

Website

The Sri Lanka CERT|CC website publishes
security related awareness bulletins for the
public via News Alerts and a Knowledge
Base. Glossaries, case studies and FAQs are
among some of the other published items.

E-mails

Disseminating security related information
via e-mail alerts to Sri Lanka CERT website
subscribers. The Cyber Guardian e-
newsletter was initiated in mid-2010 and is
distributed to a large number of students
by the Ministry of Education, through the
SchoolNet - the network connecting
secondary schools in Sri Lanka.

Newspapers/media

Sri Lanka CERT|CC continues to educate the
general public through the electronic and
print media about emerging cyber security
threats and vulnerabilities with
recommendations on how to safeguard
themselves against these attacks.

CERTIFICATION & MEMBERSHIP

Sri Lanka CERT continues to enjoy the
benefits of membership to the following
professional security organizations;

a) Microsoft SCP (Security Cooperation
Program)

b) Collaborative agreement with ITU
Subsidiary “IMPACT”, where Sri Lanka
CERT will benefit from receiving threat
intelligence from the region and also
becoming part of the IMPACT global
incident response team.

c) International Information Systems
Security Certification Consortium,
Inc,,(ISC)?

d) Threat Intelligence from ShadowServer

© Sri Lanka CERT|CC
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INTERNATIONAL COLLABORATION

MOU’S

In addition to being members of FIRST and
APCERT, Sri Lanka CERT has signed
Memoranda of Understanding (MoU) with
Microsoft, to be a member of Microsoft
Security Cooperation Program (SCP) and with
IMPACT, the security arm of ITU.

Sri Lanka CERT has also signed MoUs with
Team Cymru, Tsubame, JPCERT|CC (Japan),
and ShadowServer; as a result of the above
MoUs Sri Lanka CERT gets daily statistics for
its “Threat Visualization System” which is
used for alerting ISPs about possible
suspicious network traffic.

In October 2014, Sri Lanka CERT|CC entered
into an MOU with CNCERT|CC to further
enhance collaborative activities with China.

EVENT PARTICIPATION

e March 17th - 22nd
2014-APCERT AGM & Conference, Taipei,
Taiwan

e May 15th-16th
International Cyber Shield Exercise
Istanbul, Turkey

e June 5th-6th
UNRCPD International workshop on
Information and Cyber Security, Beijing-
China

e June 22nd -27th
2014-FIRST AGM & Conference, Boston-
USA

e June 28th - 29th
CERT|CC conference for CERTs with
National responsibility

e December 8th-12th
ITU Penetration Testing Training
Vientiane, Lao PDR



INTERNATIONAL INCIDENT
COORDINATION

Sri Lanka CERT|CC actively participated in the
APCERT Drill 2014 as a player and an EXCON
member.

In addition to the engagements with CERTSs in
the Asia Pacific region, Sri Lanka CERT has
regular operational engagements with
CERTs/Information security organizations in
other regions of the world and commercial
establishments and solution providers (such
as Facebook, Google, Yahoo) to resolve
phishing and identity theft incidents.

FUTURE PLANS

FUTURE PROJECTS

The following projects are either in the
conceptual stage or just being initiated, and
are intended to serve the constituency
directly;

e Development and Implementation of a
Security Operations Centre (SOC)

e Establishment of the National
Certification Authority (ongoing)

e Establishment of sector based CSIRT’s

e Cyber Security Week 2015

© Sri Lanka CERT|CC
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FRAMEWORK

’ FUTURE OPERATIONS

This section details the changes anticipated in
Sri Lanka CERT with regard to staff,
equipment and capabilities:

e Establish a more formalised Cyber
Security Research unit within Sri Lanka
CERT]|CC.

e Recruit replacements for the 2 senior IS
professionals that left Sri Lanka CERT|CC
to take up positions overseas.

e Continue to recruit undergraduate
placement students on internships on an
annual basis to enhance the information
security capabilities of the younger
generation.

e Continue to operate as a small focused
group of professionals, but building
sufficient skills nationally to combat and
prevent cyber-crime.

o Keep the staff up-to date on cyber security
threats and technical knowhow by
providing adequate training.

OPERATIONAL SUPPORT PROJECTS

Sri Lanka CERT continues to maintain a
sensor for the JPCERT/CC hosted TSUBAME
Internet Scan Data Acquisition System
project, while collaborating with the Dragon
Research Group (DRG) based in Brazil by
deploying a sensor to collect and monitor
data to identify emerging threats.

Further, Sri Lanka CERT proposes the
placement of sensors at all ISP networks to
cover the IP blocks in order to gather data on
attack traffic generating to and from the
country. Sri Lanka Telecom has agreed to
place a sensor in the network which will
facilitate the coverage of a large part of IP’s in
the country. SLT plans to deploy the sensor in
the first quarter of 2015 after finalizing the
MoU with Team Cymru.
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CONCLUSION

By analyzing the data received by Sri Lanka CERT|CC and presented in this report, we can
conclude that cyber threats targeting the Sri Lankan national cyberspace have diversified.
Evolutionary trends are being observed, both in terms of quantity and of technical degree of
complexity.

Most incidents analyzed by Sri Lanka CERT|CC, from the automatic or individual segment of
incidents, refer to entities in Sri Lanka. Attackers have usually exploited technical vulnerabilities
in applications and operating systems. The main goal of the attacks was to infect the computer
systems with various malicious applications in order to make them part of different types of
botnets (zombies).

These compromised systems (victims), which pose as real threats to other entities connected to
the Internet, are often used to serve as "proxies" for carrying out other attacks on targets
outside Sri Lanka. There are significant advantages for the attacker for using such an approach,
for example the possibility to hide their real identity and also the use of a large number of
computers (depending on the number of infected computer systems) to launch attacks.

Also, based on the malware types specific to the Sri Lankan national cyberspace and on the
types of compromised systems, it appears that, from a quantitative point of view, most attacks
are directed towards obsolete systems, outdated, with no native security features (i.e. systems
affected by Sirefef) or that are not updated with the latest security patches/updates.

It is worth noting that Sri Lankan entities are becoming more frequent targets for APT threats,
cyber-attacks with a high degree of complexity, launched by groups that have the capacity and
motivation to persistently attack a target in order to obtain certain benefits (usually sensitive
information). Although a smaller number of analyzed incidents revealed APT behavior, it shows
a moderate evolutionary trend, and we can expect a nationwide growth in the number and
severity of such attacks during 2015;

In this context, we maintain that Sri Lanka cannot be considered as just a source of cyber-
security incidents or threats. Analysis of the available data demonstrates that due to the
intermediate/transient character of some of the significant systems connected to the
Internet in Sri Lanka; these systems are used as proxies for launching attacks on other
targets on the Internet.

Among the main difficulties encountered in the incident response activity, we can mention the
lack of explicit legal regulations regarding the responsibilities for notification, responding,
prevention and mitigation of cyber security incidents by the state institutions or companies in
the private sector, this is hindering our activities and the real-time response to such incidents.
In this context, we consider it necessary to supplement the national legislation framework with
the stipulations contained in certain documents that are found at European level.

Since the establishment of Sri Lanka CERT|CC in 2006, the conduct of awareness campaigns to
notify the public about our presence and the activities have continued unabated. Through the
use of seminars and conferences and through the use of mass media it was possible to achieve
this target which resulted in an increase in number of incidents reported and handled by Sri
Lanka CERT|CC in the past consecutive years.

(c) Sri Lanka CERT]| CC
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During this year a majority of the incidents reported to Sri Lanka CERT were related to social
networking sites on various malicious activities such as account hijacking and fake account
creation. These were typically motivated by revenge, extortion or malicious software
distribution.

All the events organized by Sri Lanka CERT during the year 2014 were very successful, well
attended and were in high demand. We will continue to conduct the Annual Cyber Security
Week and the Annual National Conference on Cyber Security while finding new ways to reach
an even wider audience, and also maintain a calendar of regularly running technical and
management training workshops.

Sri Lanka CERT|CC shall continue to participate in regional events such as the Annual APCERT
cyber security drill and also welcomes opportunities to collaborate with its sister CERTs in
incident coordination and resolution.

In addition to securing Sri Lanka’s cyber space, Sri Lanka CERT is committed to build a secure

information environment in the Asia Pacific region/world with the help of all the CERTs and
information security organizations through APCERT /FIRST.

© Sri Lanka CERT|CC
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INDEPENDENT AUDITOR’S REPORT

TO THE SHAREHOLDERS OF INFORMATION COMMUNICATION TECHNOLOGY AGENCY
OF SRI LANKA (PVT) LTD.

Report on the Financial Statements

We have audited the accompanying financial statements of Information Communication Technology
Agency of Sri Lanka (Pvt) Ltd, the Consolidated Financial Statements of the company and its subsidiaries,
which comprise the Statement of Financial Position as at December 31, 2014, the Statement of
Comprehensive Income, Statement of Changes in Equity and Statement of Cash Flow for the year then
ended, and a summary of significant accounting policies and other explanatory notes.

Board’s Responsibility for the Financial Statement

The Board of Directors is responsible for the preparation of these financial statements that give a true and
fair view in accordance with Sri Lanka Accounting Standards and for such internal control as the Board
determines is necessary to enable the preparation of financial statements that are free from material
misstatement, whether due to fraud or error.

Auditor’s Responsibility

Our responsibility is to express an opinion on these financial statements based on our audit. We conducted
our audit in accordance with Sri Lanka Auditing Standards. Those standards require that we comply with
ethical requirements and plan and perform the audit to obtain reasonable assurance about whether the
financial statements are free from material misstatement.

An audit involves performing procedures to obtain audit evidence about the amounts and disclosures in the
financial statements. The procedures selected depend on the auditor’s judgment, including the assessment of
the risk of material misstatements of the financial statements, whether due to fraud or error. In making those
risks assessments, the auditor considers internal control relevant to the entity’s preparation of the financial
statements that give a true and fair view in order to design audit procedures that are appropriate in the
circumstances, but not for the purpose of expressing an opinion on the effectiveness of the entity’s internal
control.  An audit also includes evaluating the appropriateness of accounting policies used and the
reasonableness of accounting estimates made by Board, as well as evaluating the overall presentation of the
financial statements.

We believe that the audit evidence we have obtained is sufficient and appropriate to provide a basis for our
audit opinion.
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Opinion

A Management Letter dated 8" October 2015 includes inter-alia following matters involving misuse of
public funds and mismanagement of affairs of the ICTA:

1. Distribution of 1360 personal computers, 361 photocopiers, 100 multimedia projectors, 100

multimedia screens and 100 notebooks costing Rs. 198,774,129.00 mainly among Buddhist clergy

during the months of August , November and December 2014, without any involvement of ICTA

officials in this affair at any stage.

Paying a monthly allowance of Rs. 40,000 to an officer attached to the Presidential Secretariat, and

3. Incurring heavy advertising expenditure of which Rs. 556,308.00 had been on President Ascendency
and Rs. 2,800,000.00 on distribution of 100,000 copies of pamphlets on 18/11/2014.

(8]

In our opinion, subject to disclosures and reservations made in the management letter under reference, the
Consolidated Financial Statements give a true and fair view of the financial position of the Company as at
December 31, 2014, and of its financial performance and cash flows for the year then ended in accordance
with Sri Lanka Accounting Standards.

Report on Other Legal and Regulatory Requirements

As required by section 163 (2) of the Companies Act No. 07 of 2007, we state the following:
a) The basis of opinion and scope and limitations of the audit are as stated above.
b) Inour opinion:

- We have obtained all the information and explanations that were required for the audit and, as
far as appears from our examination, proper accounting records have been kept by the
Company,

- The financial statements of the company do not comply with the requirements of section 151 of
the Companies Act No. 07 of 2007.

However, remainder of World Bank funds brought forward from previous year to meet all committed costs
on account of programs to be funded out of World Bank funds have been used exclusively for settlement of
such commitments.

—J &U}MR\(}:/‘%V\ ake TS

Gunasekara Rathnayake & Co,
Chartered Accountants.
Colombo.

23 November 2015
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Gunasegaram Rathnayake & Co.,

ICT AGENCY OF SRI LANKA (PVT) LTD.

STATEMENT OF COMPREHENSIVE INCOME

FOR THE YEAR ENDED 31ST DECEMBER 2014

(ALL FIGURES ARE IN SRI LANKAN RUPEES)

Group Company
NOTE 2014 2013 2014 2013

Grant Income
International Development Association 89,041,462 846,832,671 89,041,462 819,117,300
General Treasury 688,348,135 316,600,890 520,396,163 159,116,873
General Treasury-RFA - =
Korean EXIM Loan - 11,931,387 - 11,931,387
Deferred Grant Income 237,373,726 158,905,203 188,496,183 144,147,961

1,014,763,323 1,334,270,152 797,933,808  1,134,313,521
Grant Disbursements
International Development Association 177,574,947 850,211,104 177,574,947 828,292,160
General Treasury 761,427,722 296,760,688 564,810,636 154,655,547
Korean EXIM Loan - 110,172,272 - 98,920,254
Project Implementation Expenses 4 939,002,670 1,257,144,065 742,385,584 1,081,867,962
Net Surplus on Operating Activities 75,760,653 77,126,087 55,548,225 52,445,559
International Development Association 20,387,963 57,285,885 20,387,963 47,984,234
General Treasury 55,072,690 19,840,202 35,160,262 4,461,326
Project Infrastructure & Support Services 75,760,653 77,126,087 55,548,225 52,445,559
Net Surplus from Grant Activities 5 - - - -
Other Operating Income 6 3,185,861 13,385,859 2,681,874 832,913
Net Income/Expenses on Non-Grant Activities 7 10,923,639 (17,113,689) 4,299,433 (11,944,261)
Net Surplus from Non-Grant Activities 14,109,500 (3,727,830) 6,981,307 (11,111,348)

The accounting policies and notes form an integral part of the Financial Statements.

Chartered

5\ Accountants

Audited Financial Statements 2014
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ICT AGENCY OF SRI LANKA (PVT) LTD.
STATEMENT OF FINANCIAL POSITION

AS AT 31ST DECEMBER 2014
(ALL FIGURES ARE IN SRI LANKAN RUPEES)

Group Company
NOTE 2014 2013 2014 2013
ASSETS
Non-Current Assets
Property, Plant & Equipment 8 818,033,108 857,800,125 761,394,095 788,426,213
Intangible Assets 9 2,972,939 3,716,174 2,382,125 2,977,656
Financial Assets 10 = = 30 . 30
821,006,047 861,516,299 763,776,250 791,403,899
Current Assets
Receivables 11 16,344,086 40,808,297 9,043,592 34321378
Cash & Cash Equivalents 12 335,901,812 494,744,890 277,257,666 473,074,646
352,245,898 535,553,187 286,301,258 507,396.024
Total Assets 1,173,251,945 1,397,069,486 1,050,077,507 1,298,799,923
EQUITY AND LIABILITIES
Equity
Stated Capital 13 20 20 20 20
Retained Eamings 67,138,583 53,329,083 18,164,207 11,182,900
Total Equity 67,438,603 53,329,103 18,164,227 11,182,920
Non-Current Liabilities
Deferred Revenue for Grant Assets 14 725,613,137 787,960,543 716,407,876 716,251,739
Retirement Benefit Obligations 15 306,310,250 40,659,685 30,553,750 36,458,185
761,923,387 828,620,228 746,961,626 752,709,924
Current Liabilities
Other Payables 16 22,076,021 271,508,600 5,328,988 255284412
Amount Due to Related Parties 17 - - 14,068,821 5,669,630
Deferred Grant Payable 321,813,935 243,611,555 265,553,846 273,953,037
343,889,955 515,120,154 284,951,654 534,907,079
Total Liabilities 1.105813.342 1343740383  1.031,913.28} 1.287.617.003
Total Equity and Liabilities 1,173,251,945 1,397,069,486 1,050,077,507 1,298,799,923

The accounting policies and notes on page 6 to 14 form an integral part of the Financial Statements.

The Board of Directors is responsible for the preparation and presentation of these financial Skt i fimdarnication Technology

statements were authorized for issue by Board of Directors. \geney bf Sri Lanka
W \ bQ

Mansging Director /CEO. e B S o

I certify that-these financial statements have been prepared in compliance with the requirements of the Couf(p:inii‘iélgperson -

Act, No. 07 of 3()(}7;;\ o ,( /%

Chief Financial &fficer i

e b
2athy N
SN
&/ &
wf Chartered |*°
=\ Accountants
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2 Audited Financial Slatements 2014



ICT AGENCY OF SRI LANKA (PVT) LTD.

Annual Report 2014 | ICTA

Gunasekara Rathnayake & Co.,

STATEMENT OF CHANGES IN EQUITY

FOR THE YEAR ENDED 31ST DECEMBER 2014

(ALL FIGURES ARE IN SRI LANKA RUPEES)

Group Company

Stated Accumulated Total Stated Accumulated Total

Capital Surplus Capital Surplus
As at 31st December 2012 20 59,623,326 59,623,346 20 50,603,816 50,603,836
Transfer to LGII - (28,309,560) (28,309,560) - (28,309,569) (28,309,569)
Grant Income Treasury - 25,743,147 25,743,147 - - :
Surplus for the Year - (3,727,830) (3,727,830) - (11,111,348) (11,111,348)
As at 31st December 2013 20 53,329,083 53,329,103 20 11,182,900 ’11,182,920
Surplus for the Year 14,109,500 14,109,500 6,981,307 6,981,307
As at 31st December 2014 20 67,438,583 67,438,603 20 18,164,207 18,164,227

The accounting policies and notes form an integral part of the Financial Statements.

Audited Financial Statements 2014
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Gunasckara Halhnayake & Co |

ICT AGENCY OF SRI LANKA (PVT) LTD.
CASH FLOW STATEMENT

FOR THE YEAR ENDED 31ST DECEMBER 2014
(ALL FIGURES ARE IN SRI LANKAN RUPEES) Group Company
2014 2013 2014 2013

Operating Activities

Net Surplus/(Deficit) for the Year 14,109,500 (3,727,330) 6,981,307 (11.111,348)
Depreciation & Amortization 181,671,915 161,460,550 167.459,873 146,703,308
Provision for Gratuity 5.580,315 4,878,435 4,025315 4.624.435
Deferred Revenue for Grant Assets (62,347,406) 76,308,058 156,137 9,954,305
Gratuity Paid (9,929,750) (1,200,000) (9,929,750) (1,200,000)
Income Transferred to LGII (28,309,560) - (28,309,569)
Grant Income Treasury 25,743,147 .
Operating Income before Working Capital Changes 129,084,574 235,152,800 168,692,882 120,661,131
Changes in Working Capital

(Increase)/Decrease in Deferred Grant Receivable 86,500,260 - 86,500,260
(Incrcasc)/Dccrease in Receivables 24,464,211 (24,041,378) 25,271,787 (26,712,530)
Increase/(Decrease) in Payables (249,432,579) 169,538,209 (249,955,423) 172,867,475
[ncrease/(Decrease) in Deferred Grant Payable 78,202,380 187,381,757 - 265,584,138
Increase/(Decrease) in Related Party Payable - - 8,399,191 -
Increase/(Decrease) in Grant Payable (8,399,191) -
Net Cash Generated from Operating Activities (17,681,415) 654,531,648 (55,984,755) 618,900,474
Investment Activities

Acquisition of Property, Plant & Equipment (141,161,663)  (253.826,478) (139,832,224)  (231,739,027)
Additions to Intangible Assets - (934,697) - (934,697)
Net Cash Used in Investment Activities (141,161,663)  (254,761,175) (139,832,224)  (232,673,724)
Increase/(Decrease) in Cash and Cash Equivalents (158,843,078) 399,770,473 (195.816,980) 386,226,749
Movement in Cash and Cash Equivalents

At the Beginning of the Year 494,744,890 94,974,417 473,074,646 86,847,896
Increase/(Decrease) in Cash and Cash Equivalents (158,843,078) 399,770,473 (195,816,980) 386,226,749
At the End of the Year (Refer Note No: 12) 335,901,812 494,744,890 277,257,666 473,074,645
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INFORMATION & COMMUNICATION TECHNOLOGY AGENCY OF SRI LANKA
PV LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2014

1. CORPORATE INFORMATION

1.1. General

The Information & Communication Technology Agency of Sri Lanka (Private) Limited (ICTA)
was incorporated on 12th May 2003 under the Companies Act.No. 17 of 1982, with the Secretary to
the Treasury and the Secretary to the Ministry of Economic Reform, Science and Technology as the
subscribers and ICTA has been re registered with the registration No. of PV 4055 under the
Companies Act No 7 of 2007.

The consolidated financial statements of Information Communication Technology Agency of Sri
Lanka (Private) Limited as at and for the year ended 31 December, 2014 comprise the company and
its subsidiaries Sri Lanka Computer Emergency Response Team (Private) Limited (CERT) and

Lanka Government Information Infrastructure (Private) Limited (LGII).
The Group is,

e to provide assistance in the formulation and submission of proposals with regard to the National
policy and the Action Plan on Information & Communication Technology.

e to take steps necessary to facilitate and monitor their implementation and

e to provide all information and assistance for identifying and making the said technologies

available to the public sector and the public.

By virtue of Information and Communication Technology Act. No. 27 of 2003 as amended in 2007,

the company was empowered to implement its objectives.

The registered office of the Company is situated at No 160/24, Kirimandala Mawatha, Colombo 05.
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INFORMATION & COMMUNICATION TECHNOLOGY AGENCY OF SRI LANKA
@PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2014

1.2.Principal Activities and Nature of Operations

The Company provides all information and assistance for the formulation of the National Policy on
Information Communication Technology and assists the Cabinet of Ministers & Inter Ministerial

Committee on Information Communication Technology.

2. BASIS OF PREPARATION

The financial statements which have been presented in Sri Lankan Rupees have been prepared on a

historical cost basis.

2.1. Statement of compliance
The consolidated financial statements of Information & Communication Agency of Sri Lanka (Pvt)
Ltd and its subsidiaries have been prepared and presented in compliance with the Sri Lanka

Accounting Standards and Companies Act. No 07 of 2007.

2.2. Comparative Information
The accounting policies have been consistently applied by the Company. Previous year’s
figures and phrases have been re-arranged wherever necessary, to conform to the current year’s

presentation.
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INFORMATION & COMMUNICATION TECHNOLOGY AGENCY OF SRI LANKA
(PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2014

2.3. Use of Estimates & Judgments
The preparation of financial statements in conformity with Sri Lanka accounting Standards,
requires management to make judgments, estimates and assumptions that affect the application of

accounting policies and the reported amounts of assets, liabilities, income and expenses.

The estimates and underlying assumptions are based on historical experience and various other
factors that are believed to be reasonable under the circumstances, the results of which form the
basis of making the judgments about the carrying amount of assets and liabilities that are not

readily apparent from other sources.

The estimates and underlying assumptions are reviewed on an ongoing basis. Revisions to
accounting estimates are recognized in the period in which the estimate is revised, if the revision
affects only that period or in the period of the revision and future periods if the revision affects

both current and future periods.

2.4. Basis of Consolidation

The financial statements of the group represent the consolidation of the financial statements of the
company and its subsidiaries — Computer Emergency Response Team (Private) Limited (CERT)
and Lanka Government Information Infrastructure (Private) Limited (LGII) in accordance with

Section 153(1) (a) of the companies act no 7 of 2007 and the Sri Lanka Accounting Standards.

(2]
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INFORMATION & COMMUNICATION TECHNOLOGY AGENCY OF SRI LANKA
(PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2014

3. SUMMARY OF SIGNIFICANT ACCOUNTING POLICIES

3.1. Foreign Currency Translation
The financial statements are presented in Sri Lankan Rupees, which is the company’s
functional and presentation currency. Transactions in foreign currencies are initially recorded
at the functional currency rate ruling at the date of the transaction. Monitory assets and
liabilities denominated in foreign currencies are retranslated at the functional currency rate of
exchange ruling at the balance sheet date. All differences are taken to income statement. Non
monetary items that are measured in terms of historical cost in a foreign currency are translated
using the exchange rates as at dates of the initial translations. Non monetary items measured at
fair value in a foreign currency are translated using the exchange rates at the date when the fair

value was determined.

3.2.Taxation
Current Taxes
The Information and Communication Technology Act No. 27 of 2003 provides, under section

8(1), for the exemption of the income or profits of the company from Income Tax.

3.3.0ther Receivables

Other Receivables and dues from related Parties are recognized at Cost.
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INFORMATION & COMMUNICATION TECHNOLOGY AGENCY OF SRI LANKA
(PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2014

3.4.Cash & Cash Equivalents
Cash & Cash Equivalents are cash in hand, demand deposits and short-term highly liquid
investments, readily convertible to known amounts of cash and subject to insignificant risk of

changes in value.

For the purpose of cash flow statement, cash and cash equivalents consist of cash in hand and
deposits in banks net of outstanding bank overdrafts. Investment with short maturities i.e. three

months or less from the date of acquisition is also treated as cash equivalents.

3.5.Property, Plant and Equipment
Property, plant and equipment is stated at cost excluding the costs of day today servicing, less
accumulated depreciation and accumulated impairment in value. Such cost includes the cost of
replacing parts of the plants and equipment when that cost is incurred, if the recognition

criteria are met.

Depreciation is calculated on a Reducing Balance Method at the following rates.

Asset Depreciation rate
Furniture Fittings & Equipment 20%
Office Equipment 20%

Computers 20%
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INFORMATION & COMMUNICATION _TECHNOLOGY AGENCY OF SRI LANKA
(PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2014

3.6. Intangible Assets
Intangible Assets are recognized, if it is probable that economic benefits are attributable to the

assets will flow to the entity and cost of the assets can be measured reliably.

3.6.1. Software and Publication

All computer software costs incurred, which are not internally related to associate hardware,
which can be clearly identified, reliably measured and its probable that they will lead to
future economic benefits, are included in the Balance Sheet under the category of intangible
assets and carried at cost less accumulated amortization and any accumulated impairment

losses.

3.6.2. Subsequent Expenditure
Expenditure incurred on software is capitalized, only when it increases the future economic
benefits embodied in the specific asset to which it relates. All other expenditure is recognized in

profit or loss as incurred.

3.6.3.Amortization
Amortization is calculated on reducing Balance Method at the following rate.
Asset Amortization rate

Software and publication 20%

3.7.Investments
Current investments are carried at market value.
Unrealized gains and losses on current investments carried at market value are recognized as

income or expense.
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INFORMATION & COMMUNICATION TECHNOLOGY AGENCY OF SRI LANKA
(PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2014

3.8.Retirement Benefit Obligations
a) Defined Benefit plan- Gratuity
Gratuity is a defined benefit plan. The company is liable to pay gratuity in terms of the
relevant statute. in order to meet this liability, a provision is carried forward in the balance
sheet, equivalent to an amount calculated based on a half month’s salary of the last month of
the financial year of all employees for each completed year of service, commencing from
the first year of service. The resulting difference between brought forward provision at the
beginning of a year net of any payments made, and the carried forward provision at the end

of a year is dealt with in the income statement.

Defined Contribution Plans-Employees’ Provident Fund & Employees’ Trust Fund
Employees are eligible for Employees’ Provident Fund contribution and Employees’ Trust
Fund Contribution in line with the respective statutes and regulations. The Company
Contributes 12% and 3% of gross emoluments of employees to Employees’ Provident Fund

and Employees’ Trust Fund respectively.

3.9.Grants & Subsidies
Grants are recognized where there is reasonable assurance that the grant will be received and
all attaching conditions are complied with. When the grant relates to an expense item, it is
recognized as income over the period necessary to match the grant on a systematic basis to the
costs that it is intended to compensate. Where the grant relates to an asset, it is set up as
deferred income. Where the company receives non-monetary grant, the asset and that grant are
recorded at nominal amounts and released to the income statement over the expected useful life

of the relevant asset by equal installments.
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INFORMATION & COMMUNICATION TECHNOLOGY AGENCY OF SRI LANKA
(PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2014

3.10. Revenue Recognition
In consultation with the Sri Lanka Accounting and Auditing Standards Monitoring Board and
in accordance with the requirements of LKAS -20-Accounting for Government Grants and
Disclosure of Government Assistance, the company recognized during the year as income and
the outlays on project implementation and project infrastructure & support services as

expenditure.

3.11. Interest
Revenue is recognized on a time proportion basis that takes in to accounts the effective interest

rate on asset.

3.12. Other

Other income is recognized on accrual basis.

)
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ICT AGENCY OF SRI LANKA (PVT) LTD.

Gunasekara Rathnayake & (

NOTES TO THE STATEMENT OF COMPREHENSIVE INCOME

FOR THE YEAR ENDED 31ST DECEMBER 2014
(ALL FIGURES ARE IN SRI LANKAN RUPEES)

NOTE 04

NOTE 05

Group

Company

2014

PROJECT IMPLEMENTATION EXPENSES

Consultants - Local 505,234,740

2013

814,455,387

2014

463,084,965

2013

792,901,684

Consultants - Foreign 14.904.,880 18,122,887 14,904.880 18,122.887
Non Contract Consultancies 597,500 801,833 202,167 308.000
Staff Allowances 630,000 928,935 630,000 928,935
Overtime 2,105,255 1,939,281 2,105,255 1,939,281
Travelling Allowances 11,396,037 11,635,000 5,946,274 9,735,000
Provision for Gratuity 5,580,315 4,878,435 4,025,315 4,624,435
Connectivity Expenses 132,435,122 132,933,189 2,584,840 2,051,985
Advertising - Electronic Media 3,248,077 1,134,994 3,248,077 1,134,994
Advertising - Print Media 17,060,012 24,758,243 16,936,252 24,681.443
Advertising - Malerial - 40,500 - -
Events & Seminars 26,937,037 38,252,593 26,645,962 33,924,113
Training Expenses 1,541,025 22,111,689 913,843 21,923,004
Import Expenses - 2,929 - 2,929
Fuel 6,349,393 6,052,235 6,349,393 6,052,235
Motor Vehicle Rent & Hire 15,448,728 17,065,466 14,698,358 16,346,331
I'ravelling Expenses - Local 17,500 256,115 17,500 256,115
Travelling Expenses - Foreign 13,962,001 - 12,859,821 -
Meeting Expenses 125,250 182,533 84,750 201,283
Depreciation & Amortization 181,076,384 161,460,550 166,864,341 146,703,308
Printing 343,415 131,272 273,592 30,000
Translation 10,000 10,000 -
939,002,670  1,257,144,065 742,385,584 1,081,867,962
Net Surplus from Grant Activities
Stated after Charging/(Crediting) the Following
Audit Fees 2,151,560 1,381,974 1,851,560 1,369,807
Sponsorship/Subscription to Organizations 925,160 2,455,404 905,000 2,444,904
Secretarial Charges 238,960 413,500 109,100 206,500
Subscription 258,356 426,056 12,020 124,162
Survey & Research Expenses 305.000 501,100 305.000 401,100
13 Audited Financial Staternents 2014
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Gunasekara Fathnayake & Co
ICT AGENCY OF SRI LANKA (PVT) LTD.
NOTES TO THE STATEMENT OF COMPREHENSIVE INCOME
FOR THE YEAR ENDED 31ST DECEMBER 2014
(ALL FIGURES ARE IN SRI LANKAN RUPEES)
Group Company
2014 2013 2014 2013
NOTE 06 OTHER OPERATING INCOME
Operating Income (6.1) 516,000 9,484,844 496,000 521,000
Non Operating Income (6.2) 2,669,801 3,901,015 2,185,874 311,913
3,185,801 13,385,859 2,681,874 832,913
6.1 Operating Income
Tender Document [Fees 516,000 541,000 496,000 521,000
Workshop & Seminar Fees - 8,943,844 - -
516,000 9,484,844 496,000 521,000
Non Operating Income
Sundry Income 1,902,260 1,161,224 1,902,260 5,412
Communication - 306,501 283,614 306,501
Other Income 767,601 2,433,290 - -
2,669,861 3,901,015 2,185,874 311,913
NOTE 07 NET SURPLUS FROM NON-GRANT ACTIVITIES
Income from Non Grant Activities 24,178,680 24,875,273 16,553,178 24,875,273
Project Implementation Expenses (6,832,495) (27,184,268) (6,832,495) (22,014.840)
General Administration (6,402,483) (12,249,339) (5,401,186) (12,249,339)
Exchange Loss (20,064) (2,555,354) (20,064) (2,555,354)
10,923,639 (17,113,689) 4,299,433 (11,944,261)
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Gunasekara Rathnayake & Co.,

ICT AGENCY OF SRI LANKA (PVT) LTD.
NOTES TO THE STATEMENT OF FINANCIAL POSITION

FOR THE YEAR ENDED 31ST DECEMBER 2014
(ALL FIGURES ARE IN SRI LANKAN RUPEES)

NOTE 8 PROPERTY, PLANT & EQUIPMENT

Group
8.1 Gross Carrying Amounts Balance as at Additions Disposals/ Balance as at
01.01.2014 Transfers 31.12.2014
Furniture & Fittings 43,920,734 - - 43,920,734
Computer & Software 580,271,442 140,751,738 - 721,023,179
Office Equipments 41,360,522 409,926 - 41,770,448
LGN Assets 749,487,570 - - 749,487,570
Vehicles 641,297 - - 641,297
PABX System 2,037,534 - - 2,037,534
1,417,719,098 141,161,664 - 1,558,880,762
L. Balance as at Charge for the Disposals/ Balance as at
B2 ecumiuiated DpEtslat 01.01.2014 Year Transfers 31.12.2014
Furniture & Fittings 23,070,837 4,169,980 - 27,240,816
Computer & Software 202,719,444 84,844,990 - 287,564,434
Office Equipements 18,266,542 4,652,861 - 22,919,403
LGN Assets 313,183,320 87,260,850 - 400,444,170
Vehicles 641,297 - - 641,297
PABX System 2,037,534 - - 2,037,534
559,918,974 180,928,680 - 740,847,654
8.3 Net Book Value 2014 2013
Furniture & Fittings 16,679,918 20,849,897
Computer & Software 433,458,745 377,551,998
Office Equipements 18,851,045 23,093,980
LGN Assets 349,043,400 436,304,250
Vehicles - -
PABX System - -
818,033,108 857,800,125
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ICT AGENCY OF SRI LANKA (PVT) LTD.
NOTES TO THE STATEMENT OF FINANCIAL POSITION

FOR THE YEAR ENDED 31ST DECEMBER 2014
(ALL FIGURES ARE IN SRI LANKAN RUPEES)

NOTE 8 PROPERTY, PLANT & EQUIPMENT

Company
8.1 Gross Carrying Amounts Balance as at Additions Disposals/ Balance as at
01.01.2014 Transfers 31.12.2014
Furniture & Fittings 40,921,127 - - 40,921,127
Computer & Software 551,063,928 139,629,738 - 690,693,666
Office Equipements 40,912,233 202,486 - 41,114,719
LGN Asscts 693,227,480 - - 693,227,480
Vehicles 641,297 - - 641,297
PABX System 2,037,534 - - 2,037,534
1,328,803,599 139,832,224 - 1,468,635,823
8.2 Accumulated Depreciation Balance as at Charge for the Disposals/ Balance as at
01.01.2014 Year Transfers 31.12.2014
Furniture & Fittings 21,621,854 3,859,855 - 25,481,708
Computer & Software 196,172,033 80,150,728 - 276,322,761
Office Equipements 17,973,365 4,594,523 - 22,567,889
LGN Assets 301,931,303 78,259,235 - 380,190,539
Vehicles 641,297 - - 641,297
PABX System 2,037,534 - - 2,037,534
540,377,386 166,864,341 - 707,241,727
8.3 Net Book Value 2014 2013
Furniture & Fittings 15,439,419 19,299,274
Computer & Software 414,370,905 354,891,895
Office Equipements 18,546,831 22,938,868
LGN Assets 313,036,941 391,296,177
Vehicles - -
PABX System = -
761,394,095 788,426,213
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ICT AGENCY OF SRI LANKA (PVT) LTD.

NOTES TO THE STATEMENT OF FINANCIAL POSITION

FOR THE YEAR ENDED 31ST DECEMBER 2014

(ALL FIGURES ARE IN SRI LANKAN RUPEES)

NOTE 9 INTANGIBLE ASSETS

Group
9.1 Cost

Software and Publications

9.2 Accumulated Depreciation

Software and Publications

9.3 Carrying Value
Software and Publications

Company
9.1 Cost

Software and Publications

9.2 Accumulated Depreciation

Software and Publications

9.3 Carrying Value
Software and Publications

- Disposals/ Balance as at
Balance as at 01.01.2014 Additions Transfers 31.12.2014
11,056,541 - - 11,056,541
11,056,541 - - 11,056,541
Disposals/ Balance as at
Balance as at 01.01.2014 Charge for the Year Tansters 31.12.2014
7,340,368 743,235 - 8,083,602
7,340,368 743,235 - 8,083,602
2014 2013
2,972,939 3,716,174
2,972,939 3,716,174
- Disposals/ Balance as at
Balance as at 01.01.2014 Additions Transfers 31.12.2014
8,230,224.48 - 8,230,224.48
8,230,224.48 - - 8,230,224.48
Disposals/ Balance as at
1 .01.
Balance as at 01.01.2014 Charge for the Year T 31.12.2014
5,252,569 595,531 - 5,848,100
5,252,569 595,531 - 5,848,100
2014 2013
2,382,125 2,977,656
2,382,125 2,977,656
16 Audited Financial Statements 2014
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ICT AGENCY OF SRI LANKA (PVT) LTD.
NOTES TO THE STATEMENT OF FINANCIAL POSITION

FOR THE YEAR ENDED 31ST DECEMBER 2014
(ALL FIGURES ARE IN SRI LANKAN RUPEES)

Group Company
2014 2013 2014 2013
NOTE 10 FINANCIAL ASSETS

Investments in Subsidiaries (10.1) - - 30 30

- 30 30

10.1 Investments in Subsidiaries

Sri Lanka Computer Emergency Response Team (Pvt) Lid - - 20 20

Lanka Government Information Infrastructure (Pvt) Ltd - - 10 10

- - 30 30

In view of ICTA's controlling power over Computer Emergency Response Team (CERT) (Pvt) Ltd and Lanka Government
Infrastructure (Pvt) Ltd (1.GIT) through nomination of members to the respective boards and exercise of power to give
directions in regard to their activities they are consolidated 100% with ICTA.

NOTE 11 RECEIVABLES

Receivables 5,157,279 10,762,707 - -
Refundable Deposits 2,373,006 2,118,006 2,322,006 2.097.006
General Advances 616,929 251,501 534,423 5,694,413
Prepayments 8,196,873 27.676,083 6,187,163 26,529,959
16,344,086 40,808,297 9,043,592 34,321,378

NOTE 12 CASH & CASH EQUIVALENTS
Cash & Bank 335,901,812 494,744,890 277,257,676 473,074,646
335,901,812 494,744,890 277,257,676 473,074,646

NOTE 13 STATED CAPITAL
Ordinary shares

Number of Shares | 1 1 |
Value 20 20 20 20
20 20 20 20

NOTE 14 DEFERRED REVENUE FOR GRANT ASSETS

Balance as at Olst January 787,960,543 711,652,485 716,251,739 706,297.434
Income deferred during the year 175.026.320 235,213,261 188,652,321 154.102.266
Transferred to Income statement (237.373,726)  (158,905,203)  (188.496,183) (144.147.901)
Balance as at 31st December 725,613,137 787,960,543 716,407,877 716,251,739

NOTE 15 RETIREMENT BENEFIT OBLIGATION

Balance as at Olst January 40,659,685 36,981,250 36.458.185 33.033,750
Charge for the year 5,580,315 4,878,435 4,025,315 4,624,435
Payments made during the year (9,929,750) (1,200,000) (9,929,750) (1,200,000)
Balance as at 31st December 36,310,250 40,659,685 30,553,750 36,458,185

NOTE 16 OTHER PAYABLES

Audit Fees 998.000 998,000 698.000 998.000
Other Accruals 21,078,021 270,510,600 4,630,988 254,286,412
22,076,021 271,508,600 5,328,988 255,284,412
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ICT AGENCY OF SRI LANKA (PVT) LTD.
NOTES TO THE STATEMENT OF FINANCIAL POSITION

FOR THE YEAR ENDED 31ST DECEMBER 2014
(ALL FIGURES ARE IN SRI LANKAN RUPEES)

NOTE 17 AMOUNTS DUE TO RELATED PARTY Group Company
2014 2013 2014 2013
Relationship
CERT (Pvt) Ltd Subsidiary - - 5,669,630 5,669,630
LGII (Pvt) Ltd Subsidiary - - 8,399,191 -

- - 14,068,821 5,669,630

NOTE 18 RELATED PARTY DISCLOSURES

18.

(=Y

Details of significant related party disclosures are as follows:

Related Party CERT (Pvt) Ltd

Relationship Subsidiary

Nature of Transaction

Balance at the beginning 5,669,630 5,669,630

Expenses borne by company on behalf of the related party - -
Amount Granted to the related party -

Balance at the end 5,669,630 5,669,630
Related Party Lanka Government Information Infrastructure (Pvt) Ltd
Relationship Subsidiary

Nature of Transaction

Balance at the beginning - -
Expenses borne by company on behalf of the related party -

Amount Granted to the related party 8,399,191 -
Balance at the end 8,399,191 -

18.2 Transactions with key management personnel of the company.

2014 2013 2014 2013
Key management personnel compensation 115,500 59,360,000 75,000 50,960,000
115,500 59,360,000 75,000 50,960,000

Audited Financial Statements 2014
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INDEPENDENT AUDITOR’S REPORT

TO THE SHAREHOLDERS OF LANKA GOVERNMENT INFORMATION INFRASTRUCTURE (PVT) LTD.

Report on the Financial Statements

We have audited the accompanying financial statements of Lanka Government Information Infrastructure (Pvt) Ltd.,
which comprise the statement of financial position as at December 31, 2014, and the statement of profit or loss and other
comprehensive income, statement of changes in equity and cash flow statement for the year then ended, and a summary
of significant accounting policies and other explanatory notes.

Board’s Responsibility for the Financial Statement

The Board of Directors is responsible for the preparation of these financial statements that give a true and fair view in
accordance with Sri Lanka Accounting Standards and for such internal control as the Board determines is necessary to
enable the preparation of financial statements that are free from material misstatement, whether due to fraud or error.

Auditor’s Responsibility

Our responsibility is to express an opinion on these financial statements based on our audit. We conducted our audit in
accordance with Sri Lanka Auditing Standards. Those standards require that we comply with ethical requirements and
plan and perform the audit to obtain reasonable assurance about whether the financial statements are free from material
misstatement.

An audit involves performing procedures to obtain audit evidence about the amounts and disclosures in the financial
statements. The procedures selected depend on the auditor’s judgment, including the assessment of the risk of material
misstatements of the financial statements, whether due to fraud or error. In making those risks assessments, the auditor
considers internal control relevant to the entity’s preparation of the financial statements that give a true and fair view in
order to design audit procedures that are appropriate in the circumstances, but not for the purpose of expressing an
opinion on the effectiveness of the entity’s internal control. An audit also includes evaluating the appropriateness of
accounting policies used and the reasonableness of accounting estimates made by Board, as well as evaluating the overall
presentation of the financial statements.

We believe that the audit evidence we have obtained is sufficient and appropriate to provide a basis for our audit opinion.

Opinion

In our opinion, so the financial statement give a true and fair view of the financial position of the Company as at
December 31, 2014, and of its financial performance and cash flows for the year then ended in accordance with Sri
Lanka Accounting Standards.

Report on Other Legal and Regulatory Requirements
As required by section 163 (2) of the Companies Act No. 07 of 2007, we state the following:
a) The basis of opinion and scope and limitations of the audit are as stated above.
b) In our opinion:
- We have obtained all the information and explanations that were required for the audit and, as far as
appears from our examination, proper accounting records have been kept by the Company,
- The financial statements of the company comply with the requirements of section 151 of the Companies
Act No. 07 of 2007.

Moo %Q/%VGJQ 3‘”
ara Rathnayake & Co,

Chartered Accountantss

Colombo.

16 November
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LANKA GOVERNMENT INFORMATION INFRASTRUCTURE (PVT) LTD.
STATEMENT OF COMPREHENSIVE INCOME

FOR THE YEAR ENDED 31ST DECEMBER 2014
(ALL FIGURES ARE IN SRI LANKAN RUPEES)

NOTES 2014 2013

Revenue

Grant Income 4 189,936,795 196,397,320
Expenses

Project Implementation Expenses 5 (174,807,045) (152,918,798)
Project Infrastructure & Support Services (15,129,750) (17,735,375)
Net Surplus /(Deficit) on Grant Activities 6 - 25,743,147
Non-Grant Income/(Expenses) 7 214,433 1,206,422
Net Surplus/(Deficit) on Non-Grant Activities 214,433 26,949,568

The accounting policies and notes form an integral part of the Financial Statements.

Audited Financial Statements 2014
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Gunasekara Rathnayake & Co.,

LANKA GOVERNMENT INFORMATION INFRASTRUCTURE (PVT) LTD.
STATEMENT OF FINANCIAL POSITION

AS AT 31ST DECEMBER 2014
(ALL FIGURES ARE IN SRI LANKAN RUPEES)
NOTE 2014 2013

Assets

Non-Current Assets

Property, Plant & Equipment 8 50,716,229 63,202,932
50,716,229 63,202,932

Current Assets

Other Receivables 9 519,146 298,762

Current Account with ICTA 8,399,191 -

Cash & Cash Equivalents 10 37,378,369 13,684,812
46,296,705 13,983,574

Total Assets 97,012,934 77,186,506

Equity & Liabilities

Accumulated Surplus 27,164,001 18,550,378
27,164,001 18,550,378

Non-Current Liabilities

Retirement Benefit 11 439,000 439,000

Deferred Revenue for Grant Assets 12 (3,339,872) (13,403,077)
(2,900,872) (12,964,077)

Current Liabilities

Assets Grant from ICTA 56,260,090 56,260,090

Trade & Other Payables 13 16,489,715 15,340,115
72,749,804 71,600,205
69,848,933 58,636,128

Total Equity & Liabilities 97,012,934 77,186,506

The Accounting Policies and notes form an integral part of the Financial Statements.

These Financial Statements are in compliance with the requirements of the Companies Act No. 07 of 2007.
A\ f (’( !

dsfinantliv wsptfeuesiaienisiasyaianes

Chief Financial Officer

The board of directors is responsible for the preparation of these Financial Statements.
Signed and on behalf of the board by; '

N ‘/ g ‘nc_;' of Sri Lanka
el B

Muhunthan Canagey

Managing Director/ Chief Executive Of5cor (&[] charterea @

o rspauntants O
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Gunasekara Rathnayake & Co.,

LANKA GOVERNMENT INFORMATION INFRASTRUCTURE (PVT) LTD.

STATEMENT OF CHANGES IN EQUITY

FOR THE YEAR ENDED 31ST DECEMBER 2014
(ALL FIGURES ARE IN SRI LANKAN RUPEES)

Accumulated
Stated Capital Surplus Total

As at 01st January 2012 - - -
Surplus the Year - (8,368,899.00) (8,368,899.00)
Prior Year Adjustments (30,291.67) (30,291.67)
As at 31st December 2012 - (8,399,191) (8,399,191)
Surplus for the Year - 26,949,568 26,949,568
As at 31st December 2013 - 18,550,378 18,550,378
Surplus for the Year - 214,433 214,433
Prior Year Adjustment - 8,399,191 8,399,191
As at 31st December 2014 - 27,164,001 27,164,001

The accounting policies and notes form an integral part of the Financial Statements.

Audited Financial Statements 2014
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Gunasekara Rathnayake & Co.,

LANKA GOVERNMENT INFORMATION INFRASTRUCTURE (PVT) LTD.
CASH FLOW STATEMENT

FOR THE YEAR ENDED 31ST DECEMBER 2014
(ALL FIGUERS ARE IN SRI LANKAN RUPEES)

2014 2013
Cash Flows from Operating Activities
Surplus/(Deficit) for the Year 214,433 26,949,568
Adjustments for;
Prior Year Adjustment 8,399,191 -
Depreciation 12,670,243 13,403,077
Provision for Gratuity - 439,000
Deferred Revenue for Grant Assets Adjustment (47,185,742) (13,403,077)

(25,901,876) 27,388,568
Working Capital Changes
Decrease/(Increase) in Other Receivables (220,384) (66,898)
Decrease/(Increase) in Other Payables 1,149,600 2,219,246
Decrease/(Increase)in Related Parties (8,399,191) -
Net Cash Generated (Used in) from Operating Activities (33,371,851) 29,540,916
Cash Flows from Investing Activities
Additions to Property, Plant & Equipment (183,540) (19,178,838)
Grant Received 57,248,947 -
Net Cash Generated (Used in) from Investing Activities 57,065,407 (19,178,838)
Net Cash Generated (Used in) during the Year 23,693,557 10,362,078
Cash & Cash Equivalents as at the beginning of the Year 13,684,812 3,322,734
Cash & Cash Equivalents as at the End of the Year (Refer Note No; 10) 37,378,369 13,684,812

Audited Financial Statements 2014
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LANKA GOVERNMENT INFORMATION INFRASTRUCTURE (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2014

1. CORPORATE INFORMATION

1.1. General
Lanka Government Information Infrastructure (Pvt) Ltd. (LG II) was established under

company’s act of 2007 in July 2011 under ICT Agency, and operations by this subsidiary
started in 2012.

1.2. Principle Activities and Nature of Operations
The company provides all information and assistance for the formulation of the National Policy
on Information Communication Technology and assists the Cabinet of Ministers & Inter

Ministerial Committee on Information Communication Technology.

2. BASIS OF PREPARATION

The financial statements which have been presented in Sri Lankan Rupees have been prepared on a

historical cost basis.

2.1. Statement of compliance
The consolidated financial statements of Information & Communication Agency of Sri Lanka (Pvt)
Ltd and its subsidiaries have been prepared and presented in compliance with the Sri Lanka

Accounting Standards and Companies Act. No 07 of 2007.
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LANKA GOVERNMENT INFORMATION INFRASTRUCTURE (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2014

2.2. Use of Estimates & Judgments

The preparation of financial statements in conformity with Sri Lanka Accounting Standards
requires management to make judgments, estimates and assumptions that affect the application of
accounting policies and the reported amounts of assets, liabilities, income and expenses.

The estimates and underlying assumptions are based on historical experience and various other
factors that are believed to be reasonable under the circumstances, the results of which form the
basis of making the judgments about the carrying amount of assets and liabilities that are not
readily apparent from other sources.

The estimates and underlying assumptions are reviewed on an ongoing basis. Revisions to
accounting estimates are recognized in the period in which the estimate is revised, if the revision
affects only that period or in the period of the revision and future periods if the revision affects

both current and future periods.

3. SUMMARY OF SIGNIFICANT ACCOUNTING POLICIES

3.1. Foreign Currency Translation
The financial statements are presented in Sri Lankan Rupees, which is the company’s
functional and presentation currency. Transactions in foreign currencies are initially recorded
at the functional currency rate ruling at the date of the transaction. Monitory assets and
liabilities denominated in foreign currencies are retranslated at the functional currency rate of
exchange ruling at the balance sheet date. All differences are taken to income statement. Non
monetary items that are measured in terms of historical cost in a foreign currency are translated
using the exchange rates as at dates of the initial translations. Non monetary items measured at
fair value in a foreign currency are translated using the exchange rates at the date when the fair

value was determined.

3.2.0ther Receivables

Other Receivables and dues from related Parties are recognized at Cost.
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LANKA GOYERNMENT INFORMATION INFRASTRUCTURE (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2014

3.3.Cash & Cash Equivalents
Cash & Cash Equivalents are cash in hand, demand deposits and short-term highly liquid
investments, readily convertible to known amounts of cash and subject to insignificant risk of

changes in value.

For the purpose of cash flow statement, cash and cash equivalents consist of cash in hand and
deposits in banks net of outstanding bank overdrafts. Investment with short maturities i.c. three

months or less from the date of acquisition are also treated as cash equivalents.

3.4.Property, Plant and Equipment
Property, plant and equipment is stated at cost excluding the costs of day today servicing, less
accumulated depreciation and accumulated impairment in value. Such cost includes the cost of
replacing parts of the plants and equipment when that cost is incurred, if the recognition

criteria are met.

Depreciation is calculated on a Reducing Balance Method at the following rates.

Asset Depreciation rate
Furniture Fittings & Equipment 20%
Office Equipment 20%

Computers 20%
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LANKA GOVERNMENT INFORMATION INFRASTRUCTURE (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2014

3.5. Intangible Assets
Intangible Assets are recognized, if it is probable that economic benefits are attributable to the

assets will flow to the entity and cost of the assets can be measured reliably.

3.5.1. Software and Publication

All computer software costs incurred, which are not internally related to associate hardware,
which can be clearly identified, reliably measured and its probable that they will lead to
future economic benefits, are included in the Balance Sheet under the category of intangible
assets and carried at cost less accumulated amortization and any accumulated impairment

losses.

3.5.2. Subsequent Expenditure
Expenditure incurred on software is capitalized, only when it increases the future economic
benefits embodied in the specific asset to which it relates. All other expenditure is recognized in

profit or loss as incurred.

3.5.3. Amortization
Amortization is calculated on reducing Balance Method at the following rate.
Asset Amortization rate

Software and publication 20%

3.6. Investments
Current investments are carried at market value.
Unrealized gains and losses on current investments carried at market value are recognized as

income or expense.



Annual Report 2014 | ICTA

LANKA GOVERNMENT INFORMATION INFRASTRUCTURE (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2014

3.7. Retirement Benefit Obligations
a) Defined Benefit plan- Gratuity
Gratuity is a defined benefit plan. The company is liable to pay gratuity in terms of the
relevant statute. in order to meet this liability, a provision is carried forward in the balance
sheet, equivalent to an amount calculated based on a half month’s salary of the last month of
the financial year of all employees for each completed year of service, commencing from
the first year of service. The resulting difference between brought forward provision at the
beginning of a year net of any payments made, and the carried forward provision at the end

of a year is dealt with in the income statement.

Defined Contribution Plans-Employees’ Provident Fund & Employees’ Trust Fund
Employees are eligible for Employees’ Provident Fund contribution and Employees” Trust
Fund Contribution in line with the respective statutes and regulations. The Company
Contributes 12% and 3% of gross emoluments of employees to Employees’ Provident Fund

and Employees’ Trust Fund respectively.

3.8. Grants & Subsidies
Grants are recognized where there is reasonable assurance that the grant will be received and
all attaching conditions are complied with. When the grant relates to an expense item, it is
recognized as income over the period necessary to match the grant on a systematic basis to the
costs that it is intended to compensate. Where the grant relates to an asset, it is set up as
deferred income. Where the company receives non-monetary grant, the asset and that grant are
recorded at nominal amounts and released to the income statement over the expected useful life

of the relevant asset by equal installments.
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LANKA GOVERNMENT INFORMATION INFRASTRUCTURE (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2014

3.9. Revenue Recognition
In consultation with the Sri Lanka Accounting and Auditing Standards Monitoring Board and
in accordance with the requirements of LKAS -20-Accounting for Government Grants and
Disclosure of Government Assistance, the company recognized during the year as income and
the outlays on project implementation and project infrastructure & support services as

expenditure.

3.10. Interest
Revenue is recognized on a time proportion basis that takes in to accounts the effective interest

rate on asset.

3.11. Other

Other income is recognized on accrual basis.
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Gunasekara Rathnayake & Co.,

LANKA GOVERNMENT INFORMATION INFRASTRUCTURE (PVT) LTD.

NOTES TO THE STATEMENT OF COMPREHENSIVE INCOME

FOR THE YEAR ENDED 31ST DECEMBER 2014
(ALL FIGURES ARE IN SRI LANKAN RUPEES)

NOTE 04 REVENUE
Grant Income - LGII
Deferred Grant Income

NOTE 05 PROJECT IMPLEMENTATION EXPENSES

Local (Firms & Individuals)
Provision for Gratuity
Travelling Allowances
Connectivity Expenses
Advertising - Print Media
Advertising Materials
Motor Vehicle Rent & Hire
Travelling Expenses-Foreign
Meeting Expenses
Depreciation

Printing

Training

NOTE 06 Net Surplus from Grant Activities
Stated after Charging/(Crediting) the Following

Secretarial Charges
Subscription
Audit Fee

NOTE 07 NON-GRANT INCOME
Tender Document fee-LGII
Sale of LGN Assets
LGII-RPD Project
Mobile Receipts
Sundry Expense
Consultant - Local

2014 2013
142,751,053 182,994,243
47,185,742 13,403,077
189,936,795 196,397,320
29,557,538 8,660,118
: 439,000

3,349,763 ;
128,473,826 129,661,933
123,760 76,800
- 40,500
524,059 560,349

" 284 ;
20,250 (18,750)
12,670,243 13,403,077
47,323 95,772

40,000 ,
174,807,045 152,918,798
58,000 207,000
266,496 20,160

150,000 :
20,000 20,000
767,601 30,610
. 1,155,812

18,568 .

(591,736) g
214,433 1,206,422
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Gunasekara Rathnayake & Co.,

LANKA GOVERNMENT INFORMATION INFRASTRUCTURE (PVT) LTD.

NOTES TO THE STATEMENT OF FINANCIAL POSITION

AS AT 31ST DECEMBER 2014
(ALL FIGUERS ARE IN SRI LANKAN RUPEES)

NOTE 08 PROPERTY, PLANT & EQUIPMENT

Balance as at Additions Disposals/ Balance as at

8.1 Gross Carrying Amounts 01.01.2014 Transfers 31.12.2014
Computers 20,376,210 56,000 - 20,432,210
Office Equipment . 127,540 = 127,540
LGN Equipment 56,260,090 = 56,260,090
76,636,300 183,540 - 76,819,840
8.2 Accumulated Depreciation Balance asat  Charge for the  Disposals/ Balance as at

01.01.2014 31.12.2014
Computers 2,181,350 3,647,372 = 5,828,722
LGN Equipment 11,252,018 9,001,614 20,253,632
Office Equipment - 21,257 - 21,257
13,433,368 12,670,243 - 26,103,611

8.3 Net Book Value 2014 2013

Computers 14,603,488 18,194,860
LGN Equipment 36,006,458 45,008,072

Office Equipment 106,283 -
50,716,229 63,202,932

Audited Financial Statements 2014
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Gunasekara Rathnayake & Co.,

LANKA GOVERNMENT INFORMATION INFRASTRUCTURE (PVT) LTD.
NOTES TO THE STATEMENT OF FINANCIAL POSITION

FOR THE YEAR ENDED 31ST DECEMBER 2014
(ALL FIGURES ARE IN SRI LANKAN RUPEES)

2014 2013
NOTE 09 OTHER RECEIVABLES
Receivables 40,417 40,417
Prepayments 445,729 225,356
Deposits 33,000 33,000
519,146 298,772
NOTE 10 CASH AND CASH EQUIVELANTS
Cash at Bank 37,378,369 13,684,812
37,378,369 13,684,812
NOTE 11 RETIREMENT BENEFITS
Balance as at 1st January 439,000 -
Charge for the Year - 439,000
Balance as at 31st December 439,000 439,000
NOTE 12 DIFFERED LIABILITY FOR GRANT ASSETS
Amount Recognized as at 01st January (13,403,077) (30,292)
Income Deferred during the Year 57,248,947 -
Prior Year Adjustments - 30,292
Transferred to Income Statement (47,185,742) (13,403,077)
Balance as at 31st December (3,339,872) (13,403,077)

The gratuity liability is neither externally funded nor actuarially valued.

Audited Financial Statements 2014
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Gunasekara Rathnayake & Co.,

LANKA GOVERNMENT INFORMATION INFRASTRUCTURE (PVT) LTD.
NOTES TO THE STATEMENT OF FINANCIAL POSITION

FOR THE YEAR ENDED 31ST DECEMBER 2014
(ALL FIGURES ARE IN SRI LANKAN RUPEES)

2014 2013
NOTE 13 OTHER PAYABLES
Accruals 16,489,715 15,340,115
16,489,715 15,340,115

NOTE 14 RELATED PARTY DISCLOSURES

14.1 Transactions with key management personnel of the company.

According to LKAS 24 'Related Party Disclosures', Key Management personnel are those having authority and
responsibility for planning, directing and controlling the activities of the entity. Accordingly, the Company has
identified Directors as key management personnel and an amount of Rs. 3Mn has been paid to key management
personnel of the company.

2014 2013
Key Management Personnel Compensation 20,250.00 3,000,000
20,250.00 3,000,000

Audited Financial Statements 2014
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GUNASEKARA RATHNAYAKE & CO.

CHARTERED ACCOUNTANTS

65/3,
Sir Chittampalam A Gardiner Mw.
Colombo 02.

INDEPENDENT AUDITOR’S REPORT

TO THE SHAREHOLDERS OF SRI LANKA CERT (PVT) LTD.

Report on the Financial Statements

We have audited the accompanying financial statements of Sri Lanka CERT (Pvt) Ltd., which comprise the statement of
financial position as at December 31, 2014, and the statement of profit or loss and other comprehensive income,
statement of changes in equity and cash flow statement for the year then ended, and a summary of significant accounting

policies and other explanatory notes.

Board’s Responsibility for the Financial Statement

The Board of Directors is responsible for the preparation of these financial statements that give a true and fair view in
accordance with Sri Lanka Accounting Standards and for such internal control as the Board determines is necessary to

Tel  :011-2335194
Fax :011-2473833
E-mail: komseky@gmail.com

enable the preparation of financial statements that are free from material misstatement, whether due to fraud or error.

Auditor’s Responsibility

Our responsibility is to express an opinion on these financial statements based on our audit. We conducted our audit in
accordance with Sri Lanka Auditing Standards. Those standards require that we comply with ethical requirements and
plan and perform the audit to obtain reasanable assurance about whether the financial statements are free from material

misstatement.

An audit involves performing procedures to obtain audit evidence about the amounts and disclosures in the financial
statements. The procedures selected depend on the auditor’s judgment, including the assessment of the risk of material
misstatements of the financial statements, whether due to fraud or error. In making those risks assessments, the auditor
considers internal control relevant to the entity’s preparation of the financial statements that give a true and fair view in
order to design audit procedures that are appropriate in the circumstances, but not for the purpose of expressing an
opinion on the effectiveness of the entity’s internal control. An audit also includes evaluating the appropriateness of
accounting policies used and the reasonableness of accounting estimates made by Board, as well as evaluating the overall

presentation of the financial statements.

We believe that the audit evidence we have obtained is sufficient and appropriate to provide a basis for our audit opinion.

Opinion

In our opinion. so the financial statement give a true and fair view of the financial position of the Company as at
December 31, 2014, and of its financial performance and cash flows for the year then ended in accordance with Sri

Lanka Accounting Standards.

Report on Other Legal and Regulatory Requirements

As required by section 163 (2) of the Companies Act No. 07 of 2007, we state the following:

a) The basis of opinion and scope and limitations of the audit are as stated above.

b) In our opinion:

- We have obtained all the information and explanations that were required for the audit and, as far as
appears from our examination, proper accounting records have been kept by the Company,
I'he financial statements of the company comply with the requirements of section 151 of the Companies

Act No. 07 of 2007.

Iepliens %\O\ llb

Gunasekara Rathnayake & Co,
Chartered Accountants.
Colombo.

16 November 2015
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Gunasekara Rathnayake & Co.,

SRI LANKA CERT (PRIVATE) LIMITED
STATEMENT OF COMPREHENSIVE INCOME

FOR THE YEAR ENDED 31ST DECEMBER 2014
(ALL FIGURES ARE IN SRI LANKAN RUPEES)

NOTES 2014 2013
Revenue
Grant Income 4 26,892,719 29,302,458
Expenses
Project Implementation Expenses 5 (21,810,041) (22,357,305)
Project Infrastructure & Support Services (5,082,678) (6,945,153)
Net Surplus on Grant Activities 6 - -
Non-Grant Income/(Expenses) 7 6,913,760 6,177,096
Net Surplus/(Deficit) on Non-Grant Activities 6,913,760 6,177,096

The accounting policies and notes form an integral part of the Financial Statements.
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(Gunasekara Rathnayake & Co

SRI LANKA CERT (PRIVATE) LIMITED
STATEMENT OF FINANCIAL POSITION

AS AT 31ST DECEMBER 2014
(ALL FIGURES ARE IN SRI LANKAN RUPEES)
NOTE 2014 2013
Assets
Non-Current Assets
Property, Plant & Equipment 8 5,922,784 6,170,979
Intangible Assets 9 590,816 738,520
6,513,600 6,909,499
Current Assets
Other Receivables 10 6,781,348 6,188,146
Amounts Due from Related Party 11 5,669,630 5,669,630
Cash & Cash Equivalents 12 21,265,768 7,985.432
33,716,746 19,843,208
Total Assets 40,230,346 26,752,708
Equity & Liabilities
Stated Capital 13 20 20
Accumulated Surplus 22,110,376 15.196.616
Total Equity 22,110,396 15,196,636
Non-Current Liabilities
Retirement Benefit 14 5,317,500 3,762,500
Deferred Revenue for Grant Assets 15 12,545,132 6,909,499
17,862,632 10,671,999
Current Liabilities
Trade & Other Payables 16 257,319 884,072
257,319 884,072
Total Equity & Liabilities 40,230,346 26,752,708

The Accounting Policies and notes on pages 6 through 14 form an integral part of the Financial Statements.

”
14

These Financial Stater?;(ms'are in compliance with the requirements of the Companies Act No. 07 of 2007.

R

ol /

Chief Fm'.m,cia‘jOfficcr

The board of directors is responsible for the preparation of these Financial Statements.
: m}.un behalf of the board by;

Sig

Chief Executive Officer

Chairman

Audited Financial Statements 2014
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SRI LANKA CERT (PRIVATE) LIMITED

Gunasekara Rathnayake & Co.,

STATEMENT OF CHANGES IN EQUITY

FOR THE YEAR ENDED 31ST DECEMBER 2014
(ALL FIGURES ARE IN SRI LANKAN RUPEES)

As at 31st December 2012 20

Surplus for the Year -

As at 31st December 2013 20

Surplus for the Year -

Stated Capital Acgl:l::]lifsted Total
9,019,520 9,019,540
6,177,096 6,177,096
15,196,616 15,196,636
6,913,760 6,913,760
22,110,376 22,110,396

As at 31st December 2014 20

The accounting policies and notes form an integral part of the Financial Statements.

Figures in brackets indicate deductions.

Audited Financial Statements 2014
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Gunasekara Rathnayake & Co.,

SRI LANKA CERT (PRIVATE) LIMITED
CASH FLOW STATEMENT

FOR THE YEAR ENDED 31ST DECEMBER 2014
(ALL FIGURES ARE IN SRI LANKAN RUPEES)

2014 2013
Cash Flows from Operating Activities
Surplus/(Deficit) for the Year 6,913,760 6,177,096
Adjustments for;
Depreciation 1,394,095 1,169,536
Amortization 147,704 184,630
Gratuity 1,555,000 (185,000)
Deferred Revenue for Grant Assets Adjustment 5,635,632 664,214
15,646,191 8,010,476
Working Capital Changes
Decrease/(Increase) in Other Receivables (593,202) (2,931,570)
Decrease/(Increase) in Other Payables (626,753) 121,119
Net Cash Generated (Used in) from Operating Activities 14,426,235 5,200,025
Cash Flows from Investing Activities
Additions to Property, Plant & Equipment (1,145,900) (2,018,380)
Net Cash Generated (Used in) from Investing Activities (1,145,900) (2,018,380)
Net Cash Generated (Used in) during the Year 13,280,335 3,181,645
Cash & Cash Equivalents as at the beginning of the Year 7,985,432 4,803,787
Cash & Cash Equivalents as at the End of the Year (Refer Note No: 12) 21,265,768 7,985,432

4 Audited Financial Statements 2014
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SRI LANKA CERT (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2014
1. CORPORATE INFORMATION
1.1. General

Sri Lanka CERT (Pvt) Ltd. (LG II) was established in July 2016 as an affiliate of ICTA to
protect Sri Lanka’s information infrastructure and to coordinate protective measures against and
responses to security attacks in Sri Lanka, to liaise with all Government organizations, private
sector, academia and non-governmental organizations to disseminate information relating to
cyber security. Prior to July 2006, the initial activities were carried on as a programmed activity
of ICT Agency.

By virtue of Information and Communication Technology Act No. 27 of 2003 as amended in

2007, the company was empowered to implement its objectives.
1.2.  Principle Activities and Nature of Operations

The company provides all information and assistance for the formulation of the National Policy
on Information Communication Technology and assists the Cabinet of Ministers & Inter

Ministerial Committee on Information Communication Technology.
2. BASIS OF PREPARATION

The financial statements which have been presented in Sri Lankan Rupees have been prepared on a

historical cost basis.
2.1. Statement of compliance

The consolidated financial statements of Information & Communication Agency of Sri Lanka (Pvt)
Ltd and its subsidiaries have been prepared and presented in compliance with the Sri Lanka

Accounting Standards and Companies Act. No 07 of 2007.
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SRI LANKA CERT (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2014

2.2. Use of Estimates & Judgments

The preparation of financial statements in conformity with Sri Lanka Accounting Standards
requires management to make judgments, estimates and assumptions that affect the application of

accounting policies and the reported amounts of assets, liabilities, income and expenses.

The estimates and underlying assumptions are based on historical experience and various other
factors that are believed to be reasonable under the circumstances, the results of which form the
basis of making the judgments about the carrying amount of assets and liabilities that are not

readily apparent from other sources.

The estimates and underlying assumptions are reviewed on an ongoing basis. Revisions to
accounting estimates are recognized in the period in which the estimate is revised, if the revision
affects only that period or in the period of the revision and future periods if the revision affects

both current and future periods.
3. SUMMARY OF SIGNIFICANT ACCOUNTING POLICIES
3.1. Foreign Currency Translation

The financial statements are presented in Sri Lankan Rupees, which is the company’s
functional and presentation currency. Transactions in foreign currencies are initially recorded
at the functional currency rate ruling at the date of the transaction. Monitory assets and
liabilities denominated in foreign currencies are retranslated at the functional currency rate of
exchange ruling at the balance sheet date. All differences are taken to income statement. Non
monetary items that are measured in terms of historical cost in a foreign currency are translated
using the exchange rates as at dates of the initial translations. Non monetary items measured at
fair value in a foreign currency are translated using the exchange rates at the date when the fair

value was determined.
3.2 Other Receivables

Other Receivables and dues from related Parties are recognized at Cost.
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SRI LANKA CERT (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2014

3.3 Cash & Cash Equivalents

Cash & Cash Equivalents are cash in hand, demand deposits and short-term highly liquid
investments, readily convertible to known amounts of cash and subject to insignificant risk of

changes in value.

For the purpose of cash flow statement, cash and cash equivalents consist of cash in hand and
deposits in banks net of outstanding bank overdrafts. Investment with short maturities i.e. three

months or less from the date of acquisition is also treated as cash equivalents.

3.4 Property, Plant and Equipment

Property, plant and equipment are stated at cost excluding the costs of day today servicing, less
accumulated depreciation and accumulated impairment in value. Such cost includes the cost of
replacing parts of the plants and equipment when that cost is incurred, if the recognition

criteria are met.

Depreciation is calculated on a Reducing Balance Method at the following rates.

Asset Depreciation rate
Furniture Fittings & Equipment 20%
Office Equipment 20%

Computers 20%
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SRI LANKA CERT (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2014
3.5 Intangible Assets

Intangible Assets are recognized, if it is probable that economic benefits are attributable to the

assets will flow to the entity and cost of the assets can be measured reliably.
3.5.1 Software and Publication

All computer software costs incurred, which are not internally related to associate hardware,
which can be clearly identified, reliably measured and its probable that they will lead to
future economic benefits, are included in the Balance Sheet under the category of intangible
assets and carried at cost less accumulated amortization and any accumulated impairment

losses.
3.5.2  Subsequent Expenditure

Expenditure incurred on software is capitalized, only when it increases the future economic
benefits embodied in the specific asset to which it relates. All other expenditure is recognized in

profit or loss as incurred.

3.5.3 Amortization
Amortization is calculated on reducing Balance Method at the following rate.

Asset Amortization rate

Software and publication 20%

3.6 Investments 8 E-hf;'ff.,‘;”;,. "
Current investments are carried at market value. R O

Rlagiade

Unrealized gains and losses on current investments carried at market value are recognized as

income or expense.
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SRI LANKA CERT (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2014

3.7 Retirement Benefit Obligations
a) Defined Benefit plan- Gratuity

Gratuity is a defined benefit plan. The company is liable to pay gratuity in terms of the
relevant statute. in order to meet this liability, a provision is carried forward in the balance
sheet, equivalent to an amount calculated based on a half month’s salary of the last month of
the financial year of all employees for each completed year of service, commencing from
the first year of service. The resulting difference between brought forward provision at the
beginning of a year net of any payments made, and the carried forward provision at the end

of a year is dealt with in the income statement.

Defined Contribution Plans-Employees’ Provident Fund & Employees’ Trust Fund

Employees are eligible for Employees’ Provident Fund contribution and Employees’ Trust
Fund Contribution in line with the respective statutes and regulations. The Company
Contributes 12% and 3% of gross emoluments of employees to Employees’ Provident Fund

and Employees’ Trust Fund respectively.

3.8 Grants & Subsidies

Grants are recognized where there is reasonable assurance that the grant will be received and
all attaching conditions are complied with. When the grant relates to an expense item, it is
recognized as income over the period necessary to match the grant on a systematic basis to the
costs that it is intended to compensate. Where the grant relates to an asset, it is set up as

deferred income. Where the company receives non-monetary grant, the asset and that grant ar

<G
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SRI LANKA CERT (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2014

3.9 Revenue Recognition

In consultation with the Sri Lanka Accounting and Auditing Standards Monitoring Board and
in accordance with the requirements of LKAS -20-Accounting for Government Grants and
Disclosure of Government Assistance, the company recognized during the year as income and
the outlays on project implementation and project infrastructure & support services as

expenditure.

3.10 Interest

Revenue is recognized on a time proportion basis that takes in to accounts the effective interest

rate on asset.

3.11 Other

Other income is recognized on accrual basis.
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Gunasekara Rathnayake & Co.,

SRI LANKA CERT (PRIVATE) LIMITED
NOTES TO THE STATEMENT OF COMPREHENSIVE INCOME

FOR THE YEAR ENDED 31ST DECEMBER 2014
(ALL FIGURES ARE IN SRI LANKAN RUPEES)

2014 2013
NOTE 04 REVENUE
Grant Income - World Bank - 27,715,371
Grant Income - Treasury 25,200,919 232,921
Deferred Grant Income 1,691,800 1,354,166
26,892,719 29,302,458
NOTE 05 PROJECT IMPLEMENTATION EXPENSES
Consultants-Local (Firms & Individuals) 12,592,238 12,893,585
Non-Contract Consultancy 395,333 493,833
Provision for Gratuity 1,555,000 (185,000)
Travelling Allowances 2,100,000 1,900,000
Connectivity Expenses 1,376,456 1,219,271
Events & Seminar 291,075 4,328,479
Training Expenses 587,181 33,300
Motor Vehicle Rent & Hire 226,312 158,786
Travelling Expenses 1,101,896 155,385
Printing 22,500 5,500
Depreciation & Amortization 1,541,800 1,354,166
Meeting Expenses 20,250 -
21,810,041 22,357,305
NOTE 06 Net Surplus from Grant Activities
Stated after Charging/(Crediting) the Following
Secretarial charges 71,860 -
Survey & Research Expenses - 100,000
Subscription - 281,735
Sponsorships /Subscriptions to Organizations - 10,500
Audit Fee 150,000 -
NOTE7 NON-GRANT INCOME/(EXPENSE)
Other Revenue 7,323,320 2,402,680
Workshop and Seminar Fees - 3,774,416
Medical Expense 15,000 -
Sundry Expense (424,061) -
Bank Charges (500) -
6,913,760 6,177,096

11 Audited Financial Statements 2014
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SRI LANKA CERT (PRIVATE) LIMITED

Gunasekara Rathnayake & Co.,

NOTES TO THE STATEMENT OF FINANCIAL POSITION
AS AT 31ST DECEMBER 2014

(ALL FIGURES ARE IN SRI LANKAN RUPEES)

NOTE 8 PROPERTY, PLANT & EQUIPMENT

8.1

8.2

8.3

Gross Carrying Amounts

Furniture and Fittings
Office Equipment
Computers
Attendance System

Accumulated Depreciation

Furniture and Fittings
Office Equipment
Computers
Attendance System

Net Book Value
Furniture and Fittings
Office Equipment
Computers
Attendance System

NOTE 9 INTANGIBLE ASSETS

9.1 Cost

Software and Publications

9.2 Accumulated Depreciation

Software and Publications

9.3 Carrying Value

Software and Publications

Balance as at Additio Disposals/ Balance as at
01.01.2014 s Transfers 31.12.2014

2,999,607 = - 2,999,607

321,825 79,900 - 401,725

8,831,303 1,066,000 - 9,897,303

126,464 - - 126,464

12,279,199 1,145,900 - 13,425,099

Balance as at Charge for the Disposals/ Balance as at
01.01.2014 Year Transfers 31.12.2014

1,448,983 310,125 - 1,759,108

201,312 24,103 - 225,415

4,396,352 1,046,890 - 5,443,241

61,573 12,978 - 74,551

6,108,220 1,394,096 - 7,502,315

2014 2013

1,240,499 1,550,624

176,310 120,513

4,454,062 4,434 951

51,913 64,891

5,922,784 6,170,979

Balance as at - Disposals/ Balance as at
01.01.2014 RO Transfers 31.12.2014

2,826,317 - - 2,826,317

2,826,317 - - 2,826,317

Balance as at Charge for the Disposals/ Balance as at
01.01.2014 Year Transfers 31.12.2014

2,087,799 147,704 - 2,235,503

2,087,799 147,704 - 2,235,503

2014 2013
590,816 738,520
590,816 738,520
Rath,
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Gunasekara Rathnayake & Co.,

SRI LANKA CERT (PRIVATE) LIMITED
NOTES TO THE STATEMENT OF FINANCIAL POSITION

AS AT 31ST DECEMBER 2014
(ALL FIGURES ARE IN SRI LANKAN RUPEES)
2014 2013
NOTE 10 OTHER RECEIVABLES
Receivables 5,157,279 5,157,279
Prepayments 1,606,070 970,778
Deposits 18,000 60,090
6,781,348 6,188,146
NOTE 11 AMOUNTS DUE FROM RELATED PARTY
ICT Agency of Sri Lanka (Pvt) Ltd. 5,669,630 5,669,630
5,669,630 5,669,630
NOTE 12 CASH AND CASH EQUIVALENTS
Cash at Bank 21,265,768 7,985,432
21,265,768 7,985,432
NOTE 13 STATED CAPITAL
Fully Paid Ordinary Shares 20 20
20 20
NOTE 14 RETIREMENT BENEFITS
Balance as at O1st January 3,762,500 3,947,500
Charge for the Year 1,555,000 (185,000)
Payments - -
Balance as at 31st December 5,317,500 3,762,500
NOTE 15 DEFERRED LIABILITY FOR GRANT ASSETS
Amount Recognized as at 01st January 6,909,500 6,245,285
Income Deferred during the Year 7,327,432 2,018,380
Transferred to Income Statement (1,691,800) (1,354,166)
Balance as at 31st December 12,545,132 6,909,500

The gratuity liability is neither externally funded nor actuarially valued.
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Gunasekara Rathnayake & Co.,

SRI LANKA CERT (PRIVATE) LIMITED
NOTES TO THE STATEMENT OF FINANCIAL POSITION

AS AT 31ST DECEMBER 2014
(ALL FIGURES ARE IN SRI LANKAN RUPEES)

2014 2013
NOTE 16 OTHER PAYABLES
Accruals 257,319 884,072
257,319 884,072

NOTE 17 RELATED PARTY DISCLOSURES

17.1 Details of significant related party disclosures are as follows:

Related Party
ICT Agency of Sri Lanka (Pvt) Ltd

Relationship
Parent company

Nature of Transaction

Balance as at Olst January 5,669,630 5,669,630
Expenses borne by the company - -
Amount received from the related party - -
Balance as at 31st December 5,669,630 5,669,630

17.2 Transactions with key management personnel of the company.

According to LKAS 24 'Related Party Disclosures', Key Management personnel are those
having authority and responsibility for planning, directing and controlling the activities of
the entity. Accordingly, the Company has identified Directors as key management
personnel and an amount of Rs.5.4 Mn has been paid to key management personnel of the

2014 2013

Key Management Personnel Compensation

Short-Term Employee Benefits 20,250 5,400,000
20,250.00 5,400,000
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Gunasekara Rathnayake & Co.,

SRI LANKA CERT (PRIVATE) LIMITED
NOTES TO THE STATEMENT OF FINANCIAL POSITION

AS AT 31ST DECEMBER 2014
(ALL FIGURES ARE IN SRI LANKAN RUPEES)

NOTE 18 EVENTS OCCURING AFFTER THE BALANCE SHEET DATE

There have been no material events occurred after the balance sheet date that require
adjustments to or disclosure of the financial statements.

NOTE 19 COMMITMENTS AND CONTINGENCIES

19.1 Commitments
There were no capital expenditure or financial commitments outstanding at the
balance sheet date.

19.2 Contingencies
There were no significant contingent liabilities as at balance sheet date.
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