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QFHTLFILID QUTHIDGH6T (PETENeUHGD DIMEHMBHET LoMMID LeTefaluymiseie
SigliuenLuied  uevomen  GMMelwed BHSHHIMM FTIY DG (LPDMBHEN6NT
WpaEBbULCH @bd HHGHIHTHISET (WhHW GBHTHBLOMGLD.

1.1.4 madlw BrHEeT eOsTuaIHHET BevshdHTaiusd OHTLIUTLED LFEL enshHesr
SIBISBHTILD:

BTh LB QUUBSEIG6T OHMILD FFauCshs GevsHTaiuwed cueilsd O HTLFUTeT
maHW BTHB6T MSTUMSHHET HeudhHTaiwsd CsTLIUTL UysLersSnG
BevEInBUWINID DEISHTID SenLsleTengl. Bg ICTA Bpeusisder mHMIGLOT
(PIDBTUTGD. B cpeold Gmarduralsd @bs sl aisms Neummibd
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(PH60 BTLTH SeVmIenNd enWICOUDMG. Coaid HArislymeEdH AbSHSHTH
Bbs rasLaibHNEG DTF UBISTENT 61010 SBISHTTHMBULD S6VEIND
QummieTengl. 20060 Spewwi(h 190 Revdsd RevHHTNWLD CBT(HHHED 6UTHISHEN
FlLepeOld QeVmINBHE MmSIEW BT(HseNe LJELaiGHms LISILDDIOISHNST 60T
FLL Ueeenienw goUBHHWH 61 QFTEINIT0 DGl LOenBUTELm6V.

1.2 s&eued urgismiy (Information Security):

AevmInasUlesT HBeueL 2 L sl Lenlamull UTHSTHGWw uThLB Sevmimss
HB6U60 OBHTLIUTL60 GOBTIN6OmILL (pH6uf BlemeowsHlemed (ICTA) STlSaUUL L
Hlenewot BImieusnGL @evEiena SHeullerll DEUFTHT6V SHUITTIHIEN60HEH (LD @ (H MBI eneuoriiL]
enwioT @ {Sri Lanka Computer Emergency Readiness Team Coordination Centre
(Sri Lanka CERT CC)}.

@61l euHLLD (2015) @evmEienad Hewllerl SlUFT HT6L STWTTHlNEVES (& (LD6T6T60
(nfeomiar Gayl) GumOsmeTeniulL UsmidEmheT Laeumnd UeuisEnd @@L LD
U HH60T.

1.2.1 swueud emaswmensy (Information Handling):

2015 o opeigsd  njeomisT  CFIL(hSH@G MelbSUUL L FLOLIOUEIS6N 6T
sTemIemIBEemS 2,967  oud SNHBfEHBHH. SLBSH 2014 Be0 2,368 FLDLIGUEIGHET
SPalssiu’Ler. 2014 b SpeuiBLST  @U(Bmauled  Spleldasiiu L
Fouamseied 25 FaHais FHEFIY sTewlIUlL . LNFSTOIOTHS NSWTETLILL L
Fbuel euMEBH6MeD LileeEhFed cpsuld  grommP  elugd  DipiFHe0  (Phishing)
FLOUGIBIGAT,  SleuevL FemilonhGHev  (Defacements), egwrmm  Ceuenevser
(Gorgser) (Scams), Gumelwimen Sewid@GHden (Fake Accounts) wOMID Fewps
o & eleusTymset (Social Media Issues), Qeumilil (HO FFMIGHID BiEHFO
(Hate/ Threat Mail), oidsrywefdasiuLrg GQupeu eshdHaidaliul L GQumpeu
(Unauthorised Access), Gaemeu wmiiy wHmiD GCFeneu LOMILLGS HTHEGHHE0VHENT
(Denial of Service) (pgeVlwen SiLBIG S TM6T.

1.2.2 &®6ued UTGHIHTUY MO 6vuTT6:

asL(p&HCasTIY  susmgwenpuies  (PTOWTI o SHHmImE HH6U6D LITHIBTLIL
HMBENLOBEMEMULILD AILOIIL|680TT eM6UULLD BL 19 QUIADLILID L 6UIQHMB 261 T&H LfEVBIGT
Gryl Pmieusid OsTLIBHSHID UsOBeoum Hulenme@ uuwind MHewsFdsemenulwn
SileyL L 60 BlsLd&FS@emenuid Com©ameni(h euhamal. QLTSI L0861, BImI6e s 6vilest
Aysio s@eusd Qumiiugarfaet, Qurmlulweorenyser,OHm@&Hd BieuTdlse, aumid
oMb Cred@smTd 2emAWTHeT MWD LOTEIUTHEHHGHW RbSH  DiNleyL L 60
SIDTYSH6IT BHLTHSLILIL L 60T,

Cogudb @bz siempulsd oLjauwsTen Gmaeismsd Ursdus uuins

HLEIG6T oL Td SHewiedll UTHSTUIY QHTLFume urL Qiplsenet feomIsT
Gyl mdlmieueid QFHTLIHEID BmOsTERI(H UHEMS.
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nfeomism  Qumrederd LUIME HeOMHUTED (WPHEL (PHOWITE FLL  DI(PEVTEHEH6D
Qumellend 2 HHBWTHHHTHEHHE (PHV SLL BLeUYHMS OFHTLFuUTeT LD
QFweugemneu NjeomisT Gyl mlmeueid GCmOBETEILG. FLL DI(LPEVTHSH6D
Qumellery o HHCUTHHHTHEHDHSBT  LOMHMOWTEH CFUIEOT6], 2 EUTENLOUIT 6T
SLWalwed  Fraimisensn  mSWTEHH0  OHTLFN  BLSSIULLG.BHS
QFweuogeays@ MBrmiw Guremeu wMHMID SN (GDOEISEHDHEG 61HTTH
FTuCss BLOIGEHMS JMWLILD — D@FTHT  aupERIER. @bs uuind
QFwWeLTe BT Remewiul (GHmMEIE6T QFHTLILIND SHEHSHHIENMH LOOMID SLLT6T
HyCxamimaiest  siemwobienen  wjeomsr  GQumeded uwuind  seOuTflseed
BLSHSUUL (B eum uuind Qppaensd@ GuevdswraBa GumbaTeTeniiul L
GO SHEHBG.

WHAW  SEIGpmPWTSH, WjeomiastT GFJL  Pmeusid 2 eaTensd  FHWTH
swrflesiul L sewih Ursarmiser wwomib  SseuGrTlgsenst  CFuwevlDfeyserT,
SHEBISTL S LoHMILD Ml HHHBHIMIGH6TN0 LWSUbBHH aHEDHI.

nfeomisr  GFyl  mlmeued 2008 1D SpewIgeIHHSH, Sewewwiul  UTHIUTLIL
QUMTILD 61D HeW6VLINe0 6UBLIHSL urgSTIY  alflliyewije BawdFdsemen
BupOsreawi(h eumBAMH. BHFH FTauBhF HHSHSIEIEG UL 2 _61@EHT LOMHMID
dprpHw QeuefiBrL (b SHevvierl MHILETTTHMEMUILD HEUTHSHIGTENG.

1.2.3 o Beomgenen BFemeusme:

SITF HeMeNTbBENMBISET LPHMID HNWTT Bimieusmiserlesr Geusst(hBs 6o Hlewmimis,
nfeomisr  Gsyl MBlmieueid OFHTLIBHID Beomgemen GCFemeumssmen  eupmIs
aumHEMG. Fobseomen openm eapBmayd UfCFTHmeNSHeT, M L6D HLwealuled
AFTTEMEIBET, HB6UD UTHIBTUIY QBTeTmd 6UGHHH0, UTHISTUY AU (B
afsmaseilear  Urywresmiser oo urgsTiay  GsTLjurer  alGFL
QFweFH L BIHm6T MBWTEnH0 Curarn el wmssT opCmamen CFamousenTs
aupEISLILL(H  6u(HBTM6T.
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2% WBHOHTIN0 DN (HHH HIBIPFSF HI L ID
2.1 36u600HTPEOHIL LD wmmib elwmury GFwumayw smmenw allhoHd CFuIeug M T

FMMTLENED 2 (ThHEUTEH(GHFH6V:

BHB6U0EOHTIOHI L elwmury QEFwmEFL Hmmuled STeoUHDHD S FaULP6TET
LUTLFTeN60 LOTEWIEUTHET LOMMILD LIGOHN60HBLDE LOTEmIUTHEhDHESH H(HHSTOLOHS
et Gamflev(pwmdsemen BmOETaTEHHD CHTLIED @ eI IL|6wIyeme
gOUBSHHL (PeHEW  CHTHBLMG.GMOTLED BLL FHUTO UFDD  FHLO6L
CaTEHWIET Helwry wHmid QUITHILSEET URISTENTHEHDHSmLCw o migdluwime
EFTLFmU gnuBhSHHe0 QBTPEOHI LD FTJ SOUTE6T &DMTLED HLLY FhHuwime
CHTGHmW 2_HeuTss BCHemeuwimen (T jeysemen GmOETeaTersD.

- vWipd OB auflaTLL60 L Lb:

BEHHHIMM, souant  wwopmw  Garewy  dyCssmiseied  wfeomisT
HBUOOSTIOHILL  mBHOHTIN60  FOCeNISGHTED  QUEEIGOFLIWILLL 4
QFweunyeasEnd@E ICTA HHwysel aupmdwg. @bsd GFwengealmseaied 3008 @LW
Gumul L opfluijsend 800085 @ DIF6NMIDTET LOTEIEUTHEBHLD H60HHIO\SHTCUGTL 60T .

- H36U0 OFTINOHILL HHHHL L BISMET 2608 G aldH5H60:

201510  opewi(p @&6LmUy  wTHSH  @LwOupm  CxFw  Hwbs
HBUEOHTIPOHI L  OHTLIUTLED  al(hdl 6UPEIHED HBHDHEG DIGIF] 6T
aupEISWGE. Gwad FMICUTHEHHBTH ANBHAT HIHTLS Pl L 60  Hlevr
Blaweney UNICEF Mmeusibil &1 Qenewibdl HLSHHWSI.
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2.2 eflwmumy 2@y

GmraamisenTale :  NJeUmIBT  HHeueLOSHTIHOHBILL  elwrury GQFwmdlyo
WpaTmWwHHIN  HmnaTy GOUILEH OCeuelllumlenL. 2 (HouTHGHHe0 2 6T EnT
wopmid QeuefliET (h sewisT. Feeilled HHaUOOSTINOBIL L  HIEMOFTT 2 _6TEDHT
oMb elwrury  QFWMETL  (PBTEMWSHHIEN BOUKIBEDHDHE FbhH]TLILIMRISE6NT
gOUBSHHeL. elwmumy QFweoun(hEemen aHGHaldd, HHeULOHTIHEOHIL LI
FWOFTT 2 6TEHJ wHmID elwrury QFWMETD (PETMWSHHIO HLOLNHEHS S
gemel 2 _6menJ wnmmib CeueliBTl(h SIULUBEHLIT auemeowsmlienuU gnUbHSHS
FhSTUURBISMET 2 _(HeuTshd Qam(HoHaH60.

- Bpdw FHwTer aujsHss Faibmsd gOUBHHHD WOHMID MTHHH 2endhGHallL

oY HBrellwmabsTen UfHHE omb@Gally L 2015 peng 20150
SLi(h @HBLTUF rH 2610 Hadh (WPHed 300 Hadh euemy GQLLOUDMS.
Bhs H L alnusHed 13 HOUSTE6T BH6vkEI6\HT6IIL 6.

Bmieueid oA usld HHeusd OHTLIUTLED OFHTNOHILU Fal Lewil 2015
all(h&! 6UPEIHED HBWH6] LHMID DG FTIHS HBHLHOBMET BLTHSH LEIGaTIL
QFUIBSI.

nfoomisr - Gxpdw GeuemevdhH L UBSTENT SHGSHIEIEG 201510 S ei(h
OFUT IHWD 2210 Hadh SLDOUODH. YR LD HFEHTHTY SH(HSHDHI RIS 6T
Gxfw umisTenyms ICTA GQFweommaiuig.

- HB6aULOHTIPOHI L FHwmenr HAw wpmid wHHW &7 CFHTHeoWpwnHS SpHT6

LD

Infotel 2015 @sewisr fulled HPw  BHHHT umEMHWFCFIHS 16
HB6UOOHTIIORHIL L  HbUsiEsT umGUDer.  &omj 50-100 Gujy @euGeun(m
HWIBTLF  FnlLSHMBUWD Hepd uTFeneuull Lery. &omj 20 OsTLésb 150
suenguieomen oLIOL BLL CUFHOUTTHMBH6T SLLOOLUDMI, DH6L 2 OHTLHHLD 10
auemguieoment elhUene BLoUYHMBET @ LOUMMI, DS cpevld epuT 300,000 /-
SiFs Qumiod Gsmewi elwmury O&T(héEe0 UTEIGGH6T (LPHMILIGUDHMET.

- QamPlevmIl U oprbu uBIseily SHLw: (YBsmen OHTIHOEI L SpTOU FepsLd)

AYFN SHlLgHe0 10 gppivu sl L HawdFs HLmser O fleGauiuiiiul L er.

2.3 ma5H0s5TH0 FHwmar Hmaemo alhiHdH S L

QFweOAH L A1 Brrohsmisenmeust : UHw OHTIH60BIL L DIQ0IEH(LPDMES N6
vweTubBSSID alwrury pwndseEndhE deudlwuworer HyHw COsTuledmIL LIS 6
2 HuUTHGH0 yYHw  Geusmeveuruiiyssenen  goUBHH0  GOLoeTQUIT([H6IT
swrfliyssefllal srsme 2 WIsHHMNSDEG H5HUOCSHTIORILL SAPul  ommid
BBHBT CsTPed  wwwupdseEnsd 2 61 CFUIH0  SHHEUTHIETEN  HH6EU6ED
OamPleom U 2wy Siewiuller sinflemeu allHSHOFUIL 2 FH6FH60.

- WBHEBHTIP0 Sinfley elfleurdssd &L LD:
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BLIOTHL nsWLds uflCFrsanal SHaialluss Coueneusdl LD OQHTLTume
uuimd Ggweowfey 201510 opewi(h QFUOLWLUF IS 14 HadH WHeo 17D
Had eauemwy QLLOUDMG. BHBH OGFweowFaled 2 Wy emawLss LFlwrs
ufliGgngemen Hatallwss CousmevsbH LD OHTLII 21 HH6usd OHTIN6OBIL LI
By sEndb@ uulmd eupmisiul L gl
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8 @eveuF Wi-Fi Gaweddl LD o I L
gjg@ngasm LIsOLILI(HSHSH6D  LOBMILD
SNHmBHEH HHpFF Nemewrli] HI L LD

3.1 @eveus Wi-Fi (pesienisijey:

ICTA 20151 oy,601(h LOTTEF THHHL Geveus Wi-Fi QFwedHL L SHma Si(peoLiBHH WIS
AVEINS T DEBEHHEG ReVeUF MWL  UFHBMET  AUPEIGHMESH
Azt (whHw GhThsb. FFTEHS O&TaTmed aEGUY BLaIgHMBUID BHTL (H
dyenmsenen FHUbBSHOWD aHTuTFESUUGHMG. ICTA Bhs CFweH LHMmS
Bevmnsd QHTMVHOSTLIY QUEIGUBHHED Y6 G (DAIST 2 SHalu|L 6T
BupOsreawi(h eumEmE. njeomst Gredesmw, GLTIGLe W.ee0 &, Lwbeors
spFwm’Lm, evmiaT Q&M WM eomIsT GQued Gurety OCFTMVSHOBHTLITY

Gemeu AUPEIGHIHEHLD BHd HLHIHNEG 2 Hal aumHIaTne.

pILemmelw  FHuled Geveus Wi-Fi  eugd®el a&omf 200 GLmiH6rle0
sTewiliLBEemen. Qbd suFdenwl 1300 &H@GHLD dH@Lmen GLEIsEnHE alflejubsHs
Spuieysen GumOsmeTeniul (b aupdaimer. @ksH eugdenw LFHTer Led Sy
ALmFB6T, QUTH FhHewd SLLL HEMOWBIST, DITF HDIUSTRISNT, Lenasulys
BleNeLWRIH6T, OQUTH HIVBBIHET, MEUSHHULFTENEOHENT, LIGOHE60EHDLDHMEIH6N
wPmIw gemeiw Qurgl SLmiIsafed QUDDIGHCSTETETEOMLD.

@z alLwd Qsrijurer elfllyewye] Bawsd HLgsemg ICTA mHmeuei,
87 @LmB6rle0 350 evFdlemenn STLF ULMIGM6T HBmIOIU6TeNG.
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3.2 OpeiFer - ofleus QFWEOSHIL L LD:

Sfleus QUISGHMTHEHHBTH HMBM alhHd HLIgGWIIplLed HI L BIHeT:

QFwed LG LT QHTLIYULL Hmenw womid Geusmeolieh GHTLFUTET
uulIpFuiCeoBuw  Gevmimauler OFHTemsvd OCHTLIY enowl  CFwedH L SHlewt
BleneoBum HITEMD  FHEISUWETNH.QBS HLLWD Sprwllssiul LS BmbE,
ICTA meneowid QBeTFeL (LPSHTEDOWTEMTHET LOMMILD RUISHGHOTTHEHHEG L6V
uipd OpMisemer BLMHOSHTERIL ).

2015@60, ICTA mlemeowid 300 @m@& GCuoulL GBI WHAHW Hensowl
BUIHGMTHEDHHE WeNdH euenmEISmeN SHLgGwipliued uulpnHsenem eupmISLIS.
@z Uysmer Chréasd OBIFD  [HENOWBIGHEMET (LHSHTMNDSHHIOID  LOMMILD
MHlen6LWIEIH 660 eU(HLOTETLSL (HLD el WIEIS6T QGHTLTUTES QHesTF60 BUig &6 & 6Thab &)
SNyl heusT@Gd. Buwad HHeued OHTPHOHIL L  BFmeusenen FepsHIHME
eTeleUTM] QUPEIGHIG GHNHS LUWIDSFBEHLD aupmISLUL L. RbH BEFF HLwb
S STEID HemevliLsen O@meniL el wmismen o 6TensHUIHBHHH.

- OBSIFD (PHTHSHHIOUD FHmSUUBHH0 WHMID UFHHH Sal[HHSH

- slLemwssUULL BF Bifours eaudpenm

- 58 wenpliug GpBFa Heneowmsalar oLssHIEmenar DHHBIF 560

- QFweour (B Gumumryensuujd WHITH eudl(LPen M ETHLD

- sewiedll aueTOUTHeT Sifley wMHMID Hmemwenw GodLIBEHSH60

- suemeowiemLolil] QFTLFuTen GBFearen Buis@GHajaseiear Hnenwenwl GwbLbBsHeHe0

Opengey / SPleus QFWOH LD QHTLIUTET DpUlI6:

prLenmalw  FHulsd iemwphaienen OperFen pleus CFWESHL LTS LOHMID
Omaigey  ewwwmisefer  QFweour(hEeT  GNSE pule]  CmOsmeaTemiul L gl
prLemmelw  FHuled Siewwwiumm gmssTe 1005 Sipfeus HBemeowmiseT GNeE
ICTA <puieneu GomOsTesTLg.

3.3 ga@e eument QFwWeOHLLLD (Google Loon Project):

28 ggeemev 2015 ojeuiml, evmienasuled gndlel sume GFwMHL L (Wer@ermlLLb
QFuIugsMETE  @QVEINS  HB6UL  QHTLIUTLED  OHTHOmHIL  (paE6uf
BlemeowibHn@G (ICTA) gFadlem el BnousHnGw SoLBw o HHCwTs
Uieuons  @UUbBEHH0 mEBFFTSHLF. @J 6OIDVHEVVTH  SIMIOHSHIH.
FndleT TeT LVTeIE6T cpeold 2 Wi Gous Genewiw Caemeusnws Ueismigw
Armomiseiled oiF BGousds Remewiw @emewilienu QuDM CBTHHGW BrTHdled
SINpasiubBHBUULLGI.

SyFlest CBTaEITeT BTLIged 19l L 60 2 sl Lenwlienu SilalheHd QFuighed
OO PUCTH GHYLLHMILD SMELIMS GMMEUTT alensouled LWILBSHD
FalpUWl  FHHTULUGHMS  IPEIGMSTGW. SeVEInd HHeUeL  QHTLTUTL 60
QaTeomIly  wWaeuf memeowd (ICTA) Gapdw \ym Guemi. 2 _6Tsl Leniolil
ougdaemen GwUT IPNE@& BLOIYHMBHMET 61(HHSHI UHEMS.
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Fndlem  BNISTISFHILST  (PSHEBLL  BUBBIOTWUTLNSEG — DMIDUTH
Slowfles Feldsmar Gaued mbal FSUSHW QHTHE HILUSH6ET LIULIGSTHEm6NT
QmImEBHG OsTewi(h  umHUSHSTET  (PwmFseT  (petCear(heHaLILL L 6ol
o 6EpTy OFHTMVGHOHTLIY QuisGueuiseien CFeneusenem BTH (LPLOEUSID
alfleurdasa, HCous Remeniul CFeneumsamen AUPEIGHMBDG FndlelT cVT6wT6HT
2 6TaL LWL aUFHB6T LWeRTUSSILBLD.

Bevmienad HHaU0 QHTLIUTLED QHTOmI L (paeuf Blemeowipd (ICTA),
Qovminsd OHTMVHOSTLIL QUWEIGUBSHID Spemend@Guean  (TRCSL),
UTHIBTUY SiemodFd wpmid Faled alomer GFeneuseT SIHBTTFMULILD EenesuihS
@61 Hawened  Qeupplsrors  CFUMUBHHIUSDE 6160601  (PWIMEIHMETULD
BumOsTawi(h UHEGBME. Gl 6UTET (LP6VLD (PSHET(LPEMMUITS  G6n6suiiL
auFdHenw Qumid BT(H BevEms eatugl GO SHHHHI.

Bevmemauled eumen HLsHer BFrmemen (phsd LUMEG URIGHSTITHEHSES
@evEIns (WPHVL (B Femu (BOID) cpeold @ HMI6UaID DHDSHBED  6uewils
BLOIYEMBHMeT  BopmOsmeTenejd  (peTGLTOhHHI6TenSI. et HL Gdlest
UBIGHSTTTHEHHE REVEIND ATFTRIBHHOTE0 5 L0 (HHEHHEG 25% &H60TH3H60-
SIVEVTH  LBIGHBMEN  UPEIGaSDESG  (WpenGwmOuiiu’ Lgl. Gueid s
AL snMsmasmen LAIIH CFUISST (P6LLD DIMOFFTMEU DIGILDSHUIEn6vT
QUOIUSHOTHTERT [HLOUQHMBHMEN OBHTLIHSE (Pt Gent(habsLILHLD.
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4 Felpd  HHHHHTE HHID OFHTLJLITL 6D
QSHTHEOHI_LID

41 dpbs B-2 66N sH5HmS SMLWTND sTanld GhroHdlevmer GHFul (peres]ey
(National Initiative on recognizing best eContent)

@aeurlomed 2015/2016 elmHmasrer Cumlily elewiemrliLmiassmen G (hHeubmaTeot
alembuy pLougSmE GumGamateniul (B eumdAms. BCx Geusmen @aeuriiome
OaTLIUTET QenemTuSHSHeNd LomIFTenLodEELILL (HeT6Ng).

20160 opemi(p  WAFEF  BGHUUGHUID @bs  Curigsstar @miF  Cxiey
AL OUDeYeTengl. 6oL Fipd CaTmSFe wHmID &-Feuriiorel urflu Bleeaser
201610 opewwi(h GJUIT6L LOTHLD (PHe0 uUTTHHe0 SLLDOUMe6TeNG).

4.2 GxHflw e Gzfleymei (WSA National Pre Selection)

WSA Caflw (wei1 O fleyset HlenmeusnLbHaleTener. HHeuT GLTd WSA Caflw (Lpest
OafloyseEnsatear alauemliumisamer UflFvener QFg,fAmbs 6B Swmfliyser
(@M uMBHE @AW 611N HIHH) 2 605 al(HFH AIPEIHD 2 F& LOMBTLIQED,
Aevmiemasemnw  UrHpdHsaeuiubss  wartbwmidlayset GCumGsTeTeniulLer. @
SWmiliy, Flipbeats, &eflwmiL wwmmId eumpens wIY SFUUGSHH00 WSA
almengd QUDMIGEOCSTETILm @EIG GOUINLSHHEEHI.

4.3 wphsHer womid 6-Ne0elwear almaisen (Manthan and mBillionth Awards)

ICTA openig Gevmienasuiet alasieniliugTflaemen Heubuf LTS @L bGUMe6TENT,
whHar G 2015 wmmid end-evedlwest ApmhHw alHHIBEHHS (LPTOTOHHGHI.
WwhHHST alhH 6UPEISBIL Bmid S&OMmIL Ul lpueled ReomiensmwdF CFIbhs BTG
swmfliyset GFfley Cauiwiul Ler.seunmled @yesi(h elgIsen e GILmHm|d6\HTeIL G
epestml SWTfiyseT enb-Ne0edwast UGB QUMHMEDT.
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O o 6ien] Oomhselled $HH6IeL GIGHTLJLITL 6D
OSHTIPIGOMBIL LI LIWTUTL DL JBLIBHH60

5.1 fmsen wopmid HWOD GLTPCUWFUY HLSHMB DI(LPEOTHHE
(Deploying Sinhala Tamil Translation System)
@by HlLsHnster  UpGwrs  OCoatQuTmeT oF  HHWL  GQomg
FL(hSSTuambHed uHwiul (hetengl. g elLwd OHTLIIND gnl (hHHTUe
omfluifsEnd@ LIS eupmISLILLLG).

5.2 - aWHBIH almsHHwumeniser wHmiwd ysfiiurenjsenst Lulpmels@En alGsL
QawevLo6):

53 - awsalm elmsHwureniser wmmid dysfliurenysensn uuipmels@n el

OFwevlofey @eim 23°mev 2015 @60 BLSHSLILL LG B 61(0SHSIH SlQLILIEHL DU
QamewiL 2 _6en] Qml opeuemt Urasflienu eab@GaliuGs @sean GhTohsLd.
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A en domd dy -w-._«:--l-w

o 2 _6NEHJ DTF CFemeumell (EeneuidaILIL L

6.1

SDIJFTHISLD/ DIJF) 2 L LI gjq@nggasm LOBMILD
ATHHH CFemeumdemen allfle]LhdHHe0

BN 6 6TTUIGHSH6TTLD:

SITF  BNICURTEIGEHEEHTH  QmeniwsbHen alheHd : Bevminsd TalmHoHd
Byeuras Mlemeowid (SLIDA), ICTA womid wfeomisr GQumeded pdlulieeummlest
BenemiGEHem HIfoment Uemider Lisd Gauiuwiiul (heremer.

@emewiwl (& euTuled GOV.LK: www.gov.lk etanid @ememrwt suruilevids@ Caemeu
QULDTRIGH 6N cLpsVLD LTSI oMb genail S5 Caemeuse aupmisLlILIhEleTme.

SNFOWLD DTF Qenewil  HJe| Hensowl BFemeu 6uPEIGRTT cpevd 505
AmemTwsHenmsaT HFCeupmd CQFwiwiul G Swmid euhHadleTment.

6.2 @-2 alen] oyFTmIsED elLocal Government (eLG):

BIQBTIQOL LOTHEY FewU , FHTeubd HdHJ Fenu wOHmILdD Gammonswd HyCsHs
goou SpFw 3 wasFw (peBearmy 2 aTEpITL S WammIBeTsd eLG (B-2_F)
dyengmasei euruled wmmid eLG UyGwns GaTOUTHLS6T SHFLLWID RUIshsHHH 60
o erenenl. @& CGumeim  OGamapwy  wIBESF  FewussTer  eLG  OerGummer
SI(PEVTHHED LewideT 201610 ouemi(h 93761 OTHD HemmeuenL We|eenst. RHMGE
Guwevdlaons  cpGeomurw  oielmsHH ewwsFfar  elwmury  Gom@ETeTeTeD
AW  Guelsr &SP elG (B-2-5)@ alwrury &LOLeT uEGSH0 Spdw
Qzweourhaemenujd GbuBHdh 2 _eiTeneor.

2015 ANNUAL REPORT | ICTA

65



00

6.3 @-Cremoumen lalmHeHdh OFweOHL LD

Qumellerd FHewL BHEE FTaMsp eupmissy (Police Clearance Certificate Issuance
Service)

Qurelled  FHenembBNHHIT  DmETBHH  GuTeled  BlemeLWBIGENETUD 5
alBsL  fleymsenmen  (GHOMMUYeveTTUIR|, UWEBISTUTSH elgmyenent fley, e
2 eMeysHeimm, SalbU] Loy Smemebsend OHNID  GSRaTe|  GQUSeo6)
HemeMIBHELD) SpFWITeuMemDUd  @emewidgdl  alheHd Ceuwin’ L GyCwrs
QaTOUTHEMTG. @hFH HLLD FSHFOWD BUEHSHH0 2 6Teng. Geneiul
ol speusmt FoJUUlY eusd FHLGmaes TwlsGw Heaid GMsbas GuTedsnd
LOT SIFHUFTeuT.

GxpromieuTtul FTesY aIBBWTHLD - cusniled Henewidbsenid

UTHHD HmewbsensHNeTe @Qbd B-Cxmeu almsHd OCaFuiwtiul (HeTeng.
BFH6 (peVLd FOHMIDHWITETTHET GeMemTuid cpeolons GHTomieuTul FTaTSHDSH S
AlewteIlGHEH ASDHBTO SLLWIHMS HLWTHW CsThHluete] (wenpm 2 L UL
ueoBeum  (pemmEeT  cpeold  CmGETeTemeOTD. RHH  elewiewiln  LIFBwims
QaTEuUTHeT Qeupnisyons uRWOIUL(H, BUEHHHE0 2_6T6eng.

®-UHLOTET  SIBIOHILGSHTLD

@-aumoTer SMILHILSHT Hiey HpdE,oL Ged,FlrsIpey MHMID OHAHW
LOTHTIBIBEDHGHD  Geupplarons  alfleyubBssUUl(heTengl. 201610  y6uTig 6wt
WHe0  dTemewi(h UGHUTL UL wHHW wrsTemisHed uwery uulmduywn
Qeupplsrons CpOsTeTemiul L g).

GurlLry eursen Gurd@GaursHdl Lfleyssrenr GFsvelL yGwims GoeTUIT[H6T
allpHSH S LLb.

@ns GFeelL FGwrs Guetdurmer alpsHd CFUIWNILLLSOITED S auHLD
SH(HLOMBIHET (LPEMMUWITH  DI(LP6VLIHSHSBLILIL L 63T

i.) eum@mend QBTLIUTET HH6U6D
ii.) @miFwrs eupmislu’ L euTHe H6v
iii.) eugpoTen SIE@ILHILSHT BlenevenLo

@z alLunwd OarLjurer WyBwrns GuetOuTmeT Geupmlayons  udwiiul (h
SOHFOWD BUISHHHH60 2_6TeNg).

alPiyemryey)  HHSHSIEGHH6T BLSHGSUIULLA. B-CFmeussT LOMHMID  EUTHE

QUHLOTERT SIInd usHT BFameusenl GHMNHSH HHLD6HEHLD
(PHMWITES SIBIGTTFLUmILD GFuiwiir L 6.

2015 ANNUAL REPORT | ICTA



el Lev oab@Galliller &Hp SilelmsHd)
SHIL_LBIGHN6T  QIIQIENLDFHFH60

2015 o0 pewigent LS smeomenigsd, ICTA opBeongsjser 2016
SPD  SLEIQEL  BOL(PMULBSSIUBL  ReVSHEHIOWIDTESBED  (LPSST(LPUIDSIUllest
BHBHHTUIR], eUgeusmLIy MM S LLOL60 SpFweumpled LFeueOTsE F(HLL L 6OT].

BeVmINE (PIPUGBILD 19 L 60 LOWIDTEHD ML6UBH BBbTesLonHsH0sH 6w (H
P L 60  (pempuied SiFHBTIweNEEILLL  (GHYEEHET  psold  DiPleyFmy
SlglILEnLUI60TeN FPBHMSH 2 (HeUTHG6UB6 (LPeUD ReVEINHMUW (LpesTGerr
OF6060 (PYHHH. YHW SipgTrIEsSHer 9L 60 OaTeneoBhTadlar GUTmeTTSTy
wpniw SImHSHH CsTeTmauler PlILMLUID DMOHFHI6TNS. @G
GRa@mID U auflEafled uweT QuUDIBUFET peod, KPR LED  FUPHHMSB
LOTHMIWEMLOSHEHFnIQU LDBSHSTE FTHHWLD HUUSTS STFTEIGSLD MBI HHHH!.
R L 60 rmmsHer QeueiiliLenL GHeTenio, Heveoml &, GUITHETTSTIL LHMILD
FUPSHTWILD (LPDEUGID 2 6TEHEmITe], MHleneowTen euenjFs MWD eueNTFH @
o miFHweflsdngl. Goaid 2015 b Sp6euTged MEEW BT(HE6T M WPSULGSHHW
Blemeowimen o lelpeH BevdGHHemen (SDGs) allenyours SmLausNEG 192 L 60
R (WHHW HHAIWTGLD.

192 L 60LOWILDTEEH60  allenene dbemen @RevdHdsrad Oamemi(h, ICTA  LeteumLd
smUGuUTmefler &S 61 OCFumdiL ufbsHimIsemen o (HouTsHwgl. @&
AlLmiser BxAw HLIOLD HenemsbsasdHnEG Caremeuwimer @ULHIHHTS
gojulésiu’Ler.  ICTA uRBIGSTITHeNeET  BNEUSIRIGEHLST  Snenlbhd
QrwpALmIEmen  eugeuemnoliuded, FHUL(BeTengl. Rd  QFuDHL L SHHle
(WwyaHeT omId GFweduT (b QUTDILLET6D METSHSHID UFErOLT QUUBSHH 6T

2015 ANNUAL REPORT | ICTA

or



68

epeold 2 mid GauiwiulLgl. CGxHw S lalmeHdH RevdGHBEHEHBTET HI L BISH6NT
EFTLII0 Bzl HLOed Hewewidsend (DNP) &wndenr opuley MHMID
aLBeorgeneanenwl GLmOSTERILGI. L], Simwsdlar emwFFyemeuuled Gl
HLLIOL6D Hemewissensdenmed (DNP) sieiodlssiul L 54 HULEISEHHE
ICTA ploeusnsHnG @UUBHD eUDBISIWIS).

R L 60 (OB S ML WTEMD STeRILULL  SHUGUT[HeTH6NT
19 L60 @ememiliy.

19 L 60 Felpapld.

P L 60 6UTHBHBLD.

9 L60 SITFTBIGLD.

9 L60 UTHISTLIL.

I L60 Beuemev®aT LOMMILD 6UTUILILEEIT.

92l L 60 &FLLID.

X NS R

I L6D 2 6ITeNL SHaBLD.

Bhs uihs sHUOUTHeT uGHsaiar ug CFWOLBHSILGBLD S LEIHm6rT
2016 o0 opemi(h Cafw undH cpevd @&HIGBSEH GFUWlUGL. 2016 (pHed 18
euemgulevmen STeolILGHHB6eMe0 GuUBLUTEITET FHLmISeT GFweduBHBULHLD.

CUBICLMI DigLienL_ullevmedT &HerdbT6mNLILILD LOHIILT(HLD
(Results based Monitoring and Evaluation)

AVEIMNBSH HB6UL OBHTLIUTLED OFHTPOHILL  Heneowioneigl, CoHemeuliuBLd
UL &5F60 L6l QUIQEUEMLOLILIE () uOIGHTeVILD QFwmPI L BIHeT LoMMILD
BawFfsHH L misafllargid yHw  epBeomumwmisensm  BHenL (PenmLIL(HSHSHeVl6IHID
UWIMIHSHETEND LoPMILD  eTdHfalenenenel SienelBHeusDETRT (PHdl  SEHAITHOLD
QFWHATIOTHEDSEIHTEINILY  wOHMID  WwHIILemeoll  UWSTUGSHIB RS RHS
AUHLSHD Di(peoL(hHBLILL66TeN GFWeOSH LEIEH6T GOHTLILTET SH(HLOBISET DL RIS
AL euemgysenr ICTA GQFweddl L (paemowmenjserile LRSI ieufaHerler
QxTeomI U 2 _Hal0sTeni(h SMWEEIUL(H  ASDHEemE CFWOH L DM sHer
FLOFULNSSLILLL 63T

2015 ANNUAL REPORT | ICTA



ﬂ’ SRI LANKA
(u CERT|CC

= B6VBIEND  HeN6H  DIUF]

—~_ S—— BL AIIQFHNHEH6I  (GHLPTLD
. . 6 (HRIG]6M60TLIL

L0855 ULIB6MEVULILD
QUHLTHSH DINlHend




70 2015 ANNUAL REPORT | ICTA



9| MI(LpSHLD

Bevsiens Hewflest] SeuFT BL6UIgdhenHaH6T GWTID | 6 (HHISIEHERTLIL] WS W Bleneviwb
(Qovmienas Cail. | £F) ererug CoHFsIleT SHHaUVHET 2 L &L L WIOLIL] 6uFHld6T
&L L ewlLilenarll UTgISTHSHe0 HMID enFUT LUTSHISBTLIL] HFa(HHHeVdEhdbELD LHMILD
DLSSHIGEHEHSGHD  THTTH UTHSTLL BLeUgHeBHafledl 6 (hBISleneanTiiL LMHMILD
BL6UIGSHenBHHM6T CLH6HTeTarsy CGTL LT CHFH BT ewFLIT LITGISTLIL CTL LTt

LGS BleDEOUILD & LD.
eV LI G 56V

Qevnisws CaFw  sHewflesfl] eUFr BLOIGHMEHET (GLPTLD  6T6TMD QUM ilsL
Qevmiens Gail | £F Caasdler swaui LTHSTIL CSTLTUTET WHHW Blenwswioms
CQFrwpuBFHeTngl. Henfleflds S Lewwliydbsssr wHmID seavflefl asmswenLoliLdaeaflsy
urTlligg  OFSHID BOTOT Y FF(HHHVHET WWHMID Y LIGGISHSHET ClGTLTLITET
9, CeurFamerasenearts ClUNMIGESTsTaTSI 1gw @Crowm® BLlbensds @G lw cpsuTHdDS
STRTLILIHUCHTH WFUT  HTHGHVHEHSHHTRT L 6UIGHmBHeeT  GLoH6ls TeiTarsy
LHMID TR QULPEHLDWITET BHleweDddHdb6laTeanT(h auHeusnF CHFHSIN @G susurEn
2 _miiyflen BlnieueaThisEhs Gl 2 el LfleusNErs 2 6Tem BlLenTdbgIeu CLPsVLDTHYLD
9B STRTLILI(HSISTTDS.

QevBIens HHausd WHMID OGSTLTUTL O CSTYIBIL L  paseuT  BlNi6uesTsHlesrTsD
@ evsienasuilsit CxFw sHewflest] Sjeusrr BLougsemaser @wrid 2006 wemsv 01 9 ib Flad)
STUGSILL L g). @)eVBIenSE $aHeus) HMILD GIGTLTUTL 0 CSTIBIL LI (pseui BlmieueTLd
sTeoTLgl  QevBienasuilsy  Haseausy CsTYIBIL L 2 &L ewwliy euFdlsemer all(hHs
QFIHEL LMHMILD ClBTeTews 2 (Heurdhs GlGTL fuTer CuTmitiy liLieL_daLliul (heTer
BlmjeueTor@GLd.  (RevBiensuilest Hewilesl] HeUFT L CUIGHENSHEHET (GHLPTLD, SHevilwmi
slewpuller wl GUuUBSSOIUL L Sibuefl garmrs ugle GFUNULILIL R6TarTgIL 6T 9|5
B3)eVBINS HEH6U6V LPHMILD CIGTLTUTL 6V GSTIHBIL LI ((pseuT FmieusTdHsn@ ppewLowrs
2 fAgsresr @)ewenihs BIMIUSTID QTDHTGLLD. YHTeULH & @VBiens YTdng,
WPe»WTE 2 fEHTET HLDLICYT spedTmT@LD.

Qevmiens Gaxil | £F, plmisuestid sHEUTF OBTEMVOSTL ML ST WHMID H6u6D
CarilevpIl LI HewwFHleT H1p ClFwMHLDBEUSHIL 6T HTaFThids aureblFeayd HL L Galer
oarL T3 BlF) pF15HE (HHET euLpmIsLILI(H I edTmevT.

9|V (&FLPTLD

Qevsiens Cxil | £F sewsvewi BlewmCaupmisgienm 2 $5CwTsssT, GFwpur’ ()
wpasrewwwreri, Ursrer sseusy urgisriy  Gurpluilwerert, FHACregL  HoHeusv
urgisriyl Qurpuilweoreri, o rmiidd] wHmiDd GClsTerenasser yLlallmsdl Bluewri,
SHH6UD LUTEHSTULL GurpluilwevTarit, saseusy LITSGIGTULL LIGLIUTILGUTOTTST CLpeu,

Wevfls euemmbiGsT WHMID Blieurs 2 GHCwrsssT o L uL 14 Cuisenerd6lsmenTL

2015 ANNUAL REPORT | ICTA

&



(2

O|VIUSVT GHLPTLD p&TewM s ClBTeRT(R6Targ . GLoMLILly S sPIUVT GLTSSHETS Ll L STl
Ll jeIsueviTaeT BhTeir@ Cuisaflsst 2 gallujb SlewL_dbaleTmg|.

D|VIUSVIT & LPTHB6T F&H6V 2 M LILIGOTT & O1HLD 66V LITGHIHTLILS ClBTLTLTs LIsVE@aum)
Slewmsefley CsTdd eaTmiL 6T Heiuaud GlUDDaITHT Yeugil 61 euismer GomLilg
Slewpulley THMISHCIBTTOTLILIL L SHeusv LUTHSTUY CsTLTUTS 2 miSliu®ddsLiLBIh
SANS GCIH, sww&Grr Qe MCSE, EC-Council Certified Ethical Hacker (CEH) and
Certified Hacking Forensics Investigator (CHFI), Cisco CCNA wpnmo CCSP wmhmiid
CISP Gurrestm #resrplgpsenerts Glummid6ls resst(hererssrir.

LI LI 63T T 6YF) & 61T

Bovsimauiley spi” HOWLTSHS wFUT WEHHEHLD (STlwTi LHMID TF BlMI6UeTHIE6T
LHMID CUITGILESH6T) (B)6VBIHS %ewilesl] HEUFT BL 6UIGHENHHET GLPTHS6V LIwesT6LIm LD
LwesTreflsepsr o srarL_GaliL(eui. @evbiens sanflafl  9UFT  BHL6UIGHMBEH6T
G TLOTESTSHI, ST F LoD MILD H6vTwi T Blmi616sTHI SO0 L_63T AW H 6% TL_T 6l LITedTWlewevri’s GLisvv]
QU(HeUGIL 6T Bleveyld euermisafler eralnh@ MU LTSS EHhdhEH CFemeuullewevru)id
uYPBIGHGTDG. Qevmiens Gl | FF  sLepwOGUTDIOLL T  pdhdlwiniEgLd
auemsuilsd rF pineuaTmsald @)HHgH HeOLSSLCLMID CHTHEHeNdHdEHHHTS
wpsireyflew eupmisliLi(hb. Bleveyld wesfld euenBISsT WHMID CHeweuwTesr FHmeirsener
SIS wTEHE6STT(H supBIsLILBLD CFemeuds@ hu Seflwri giemmuilsd @) mbsI
HlewLsaslelumID  Carflabewssst OGTLIUTHOD Seuswewr (pewmuils ClFeYsHgID

g LiuenL_ulleb BeVevg S L ewThiGsT () edTm] CFemeusdssit aupmisLiLI(hLb.

@&mfr_burr%asaﬁ LOMMILD [bL_6)1q & 69 61T
GClFwmumT(h&Hefledt FTyTFFLD

ewFUT LUTGHISTLL Flewmulled wpHlidd whmih @evsiensuilst Csfw sweui urliling,
O FF(HSHBHV TDHUL Gdnlqll DFUT LUTHSTLIL Blspaysewers sHLUILSDG, LUGLIUTie|
QFIusN @, WL IWTOTLD STTLUSDE LOHMID BLaUgdHensbemer GmblasTsresmnd,
IsuFlwioret ClETerarere)sephLsT @evbiensd CFil /FF Blmieusrid s sriumm HMILD
FreuGBsF Y ewLLIL|&aEHL 6T GlFwmHUTHHeer CoH6lsTewT(H oI (HESTDGI.

wFUT UTEHISTLL Blspeyser GTLiurs 2 srter CaFw wsHSluwr Bleweowid eredrm
suemauiled LIVGeum CaAw wHMID FieuGsHe o gallwreriseaflearTsy @)evhiensullsr Csdlw
ewFui urtiting@ FaH S0 alldssiul_Berer wHMID allBdsdhInlgWl BlELpe|s6T
LHMID YLISHIEBSHET LDPIW HBswTeT Blspayser @evniens Gl /FF BlnieuaTsSnE
MEemasuil_Liu’ Beireng). 2015 o1 oy evor19 60 (Fevreu 01 b Fla & QS TL & LD 1g.FbLIT
31 suewr) GWldensull Ll L Bl&peydser LNeiTouHLomm).

STl WEHS S LewwlilsheheT 201 185 GFasMEsLUU@BILD  SHeUVHET  CLPEILD
T(HSHISSTLL LB @ ewenriwigger LErTCLrGasrev (IP)pseufser-

- saflefld CFweTdhsnbiser, GFuHUTL (Hd B L wLILdbE6r WHMID BlewsV W Tesr

LGS sefler LsvaTermiser GureTn LVGaum) Bl&Lpe 6T

2015 ANNUAL REPORT | ICTA



- Saaue) FHLB OSTLTUTET BlHLpers6iT
- gefltiul L el wmkisst iUl Berer HdFamisHsHse Lo bls ey s 6T
- uGamul L. &L ewwliydhseT  PMID  OFWOTEHESBIGET ISHTEOT  ewFLIT

BT &SV 6T

@evBienasuilsit HHaus LHMID CBGTLILUTL D GSTHIL LIS S L ewliLdhdsEnhdsd,
THUL &dnlqlll YFFHSHVH6T OGTLTLUTST erTiieL T 6T Ty w LsVGaim)
BlapayHefler Setew LOHMID Fuid YDPDeVHeT GClGTLTUTST CwTsHEs  LIOTH
arPlemer QuHmsesTeTaugn@ 2015 b et Fevbiens Cail/ £ uflesrmsd
GaafEsliL@d wHMID WPoHTewWHHIUD GFUIWILBL enFuT UTSHISTLL BlEHLpeydser

QBTLTUTET SHUVSH6T @Q)HS I Dlbendsuiledt 2ari_Tah LIGLILUTIIO] GlFIwILILI(bH S eTm6vT.

Coafssiiul L sreyseflsy @) mba $Cp @O LUl Bstar  ailwBigssT

9|uBTesflEH s LU (DeTeTeu.

m 2 BT (h) epmiwBlurerisst | GMEGLBWTETTHNET ()60 T35 6% TevT(H)
CumesTsreriiLi(BHd BlF Coreiy &6 @)evbiens @evniends Cail/ £F Blniouarssn e
Psewsuiltiu’ L ySlw Blapey eusnsWT@EHD. 2 6THTLH  JHMILOSWITETT 6T
wHMID @)m&EGLFwrerisst LG’ L QuT®HLsener GlsueflnbThseaf el hHy
VUG BTOSHEHS G THYING Vg GG ClFiiuid APlur whmib pHSST
Qariflv YwnhAseaflsy @Hs Blevewd LIrsTaTLOTS 6usHTevl%sLILIBS STDSI.
@bs euisHBHTHMNSTTL LWwTUBHSGSLILMHLD  LO6dT6T e F6L (CEREEIGR
2arHBHo|UBNG VG STy 2 BBall IYbs euTSHTTS Gy auidss
LBIGSTTTSHEHSE Caum aubIs] &auTdhsleVhisEhdb @ LITLD eneulild GlFuiujrm
CurFgwirs eTaTEhFeV GCFISlGmT HWILIL|UGDF OGlandsiaeflerTsy Feps
Curplulluiev CsTevmIL LD Wewm LweTLBHSSLILIL (HTarg).

9L HefledT H6V6VG) aUT GG &LDLICHT H 6T 6T g ewTT6YLOlGSE ST 6yewear Hl(HHeusNHTH
vweTu®SSLILBID CHLrer GeaT6lLmHLl semar LTliLsugled ai(hsd) Blewsv (3)bhs
UHL GBIV eusTeflbsliLl L gi.

. suaflseaflsr (Q)enanTwdssarbisendsd landssiseaflarTs) pedpwmn allsdslsv
sar(HHeyeusH&G PwHFEEG CUTg HeuisHsT eThLe»Lw Slbussilsener Gmlliurs
BevsEHETES BT (HoHHaVEMY  6TOTLIGI  HUSTRNGSLILLL G  HSDG
wrHmwrTs uVGaumiul L Sibusilseafler  (3)eNeNTWSHDHOTHISEHDS @ |eW)IFT6W6NT
oL BISlW|6TerT @reTey LieveTeroTer GFieuiser @)eVdhsTed s mereriiLil (HsTersr.
SueurnTaTEST(H CFieums @ 6r 2arBmailw Lereri GFieuleurmed sy remewnt
uPpBISLILIBID L @emenTwdserhisemer STLUbSGHUSDEH CansSsTEEHsE
DMV 2 ar(h). GHmoUT®H STRTLILBUS (PHTEOWSGSI LibbdHEH6) 6T6iTLIZ)
Aev FHBTLILBIGENY UG THGSLILIL (H6TOTHI. Y BTeUSH| (D)WW LIS S 6T S WD
BTeTgIUTLILBSSHIUGDHTET  GluTmliLy aupmIsLiLL (Hsiter 9y erfleurmed

2015 ANNUAL REPORT | ICTA

/3



4

WPEHTEDSHHIN LISHSSINE 2 _6THIMPaISD G WS6 D FreTioTer @ rasFl GlFThaer
LwsTUBHSSLILL (H6TaTS| BeuSb TesflSHSHLLIL L g).

Sreysemer  &H(HEHILD GpréHslevmrest  LOleITedTEhF6V QFglHeT, uGFL 0TS
allwrurflsefler leTarehFsd poHouflsemer [@evEsTHS: GlBTaT(H jeiliLi(HIb
Weteareprsd OFiglseafllsy all(hdhd  YeusTeflssliul L gl eauisss  FHlumrer

GurFiysewer GHOIST6TEUSHBTHT Y TIDL SL L DTS ()& H(eHLOUISVTLD.

QBTLImT WewmuileTear 6uBIS]  UTISDBWTETTHMT (B)VbHETHS 6l meunt(h
QILILCILBILD HT6yBHewer F (B CbTdh eV e LolesTarr EhFeL ClF IS H6IT () 6TTmI D T
Ursflenesmuirss 2 6T6mgms sumiSlsaflermsy LoHMID TG dHenasWTeTTSHefearTs) ()5

QaTLTUTS WpewDLILITHHET (LpedTeweudsss L (heTarest.

Gumuiy serigLiliglidsends@ ewww HCY GMILUlLtiul HsTar &inTeTBigssT

6T(h &S LILIL_L_60T.

B WFUT UTGHISTLIL FHV([H G HeuFwiwm@h. 95CHTH LUTHSTULTET GSTL DT

GOIVTETMISHSETT LIBIGETILIL QULPKIGaIG FHOTSHILD %L 6DLOUITGLD.

BHTHGHUMTHET H0gl Blevs@GHoHewer ChTdhdl BVGHuTS HTHGHDHD BLTHS
(Pl U|LD. 2 _STTERTLOTS P)MENTUISSHTHMSLI LiweTL(hSgICouriley o Fl%wrGermi
SHeueL  UTHGTLL umy UITL L aralled GHwmbe I DleysTereuisartasSeu
srTewTliL(hFarmeri. stearGeu  CsTLrmT  Wewpullsd  euiser — HBBWOTS
BT EHH6VSHEhd @ 2L LIL & Lyl Y LIGG| HTenTILIRSSTDSI.

B)ewenTiLGHaTdE60 ) rEHF W SHeusLH6T CFLOSSLILIL all6VewsV 6T6dT BLDLI 6w U|L_65T
@) BLiLgeT STTewILTS: Fev  @ewewTiwidhsHem 2 flewwwirerissr (3 ewewruidser
urgsrTiling uswrd GFvallReugl Y THSLHMD il Wb 6TOT &%(HGHISTMETI.
uilemd @)ewMTWGHTOISTNIHGEHT — (pewDWHD 2r(R(Heusd FHleHwpd GCumrg)
Ibs QewenTwsgerd Coum CsLmerr GloeT6lLIT(HL G6T 2 srarL_mislur % ewflssf]
susmevwemliGlurssrlsir (botnet) spp LEGFHwras wrMib Flewev THLGBID 6THTLIEMNS

S| OUTSHET Y MWWITF6TOTETIT.

WEHET MFUT STHGHWHEG  QOIUTGUSDEG USVTS  (3)emeuiidhs e ddler
BETEWIHMOT HYWILaIILSHGHD YFemer 2 MiHeFuiusDH@GD LLVGaIMILIL L
WFUT UMBEHafl6T YFFMIGHD LUDM! CUTHIDESHET, ST wHMILD HTFTHIS
BimieusTBIGeweT HWlayl (heug e jeudlwiorgLb.

2015 ANNUAL REPORT | ICTA



FHLD6YH6IT ©1&TL_TLIT6IT [HL 6219 F563)F 6 61T
gmg&l’asrrdrm%b LMl l_"r_r)eiTaﬂ@MhuUaﬂqu

2015 gyib gyewriged @evmisns CFil | £F @)L ib HPlsewsuil_LiLl L Blapeayseflsr
sTevsTeutldhenas 2,967 suswr el (hG S 9ewL_bHglsrarg). 2014 oy b oy ewrig 60 MWl ewsuil i’ 1
Blaspeysefler srenrentlsens 2,368 oy @b, B)g 2014 b gerHLeir Ui Curgy)
25% all(msF) <@ Lb.

NUMBER OF INCIDENTS REPORTED
TO SRI LANKA CERTICC
2967
2368

1469 /
/ \1150_—-1275

49 — 69 — 151
2008 2009 2010 2011 2012 2013 2014 2015

Y Plsemasuil_tiul L Blspeyseflsr ailhss]
suswry 1: gmlsewasuilriul L Qwrss BlapayseaflsT sTeuTemtldsnds
SLbBS QUBHLEHID Feps  euemeLWEHLOLILSHEBET CSTLTUTS  YMlbenaull rin’ L

1 L6y & 611657 6TevvT 63511 s 69 35 il 6L (H M1 LG 555 Dy erey axil (S B] 6p6dT M) & TewsTLILI (DS STM G .
INCREASE IN THE NUMBER OF SOCIAL MEDIA
RELATED INCIDENTS

2850
2250

1425

/ 1100 —— 1200

80
2010 2011 2012 2013 2014 2015

FOLPS EUEMEVIIHLOLIL|HSHET ClSTLTLITET [Bl& L6 6T

UEMTL 2. FeLpds eUeMEVIIEHLOLIL|GEHET GG TL TLTeT GIoTdhd B%Lpeysafledr 6T65oTev0ldemas

2015 i gyemrigev @evmiens Gail /| £F @b gMlsemasuilu’ L usvGeaumy
allgLoreT Blapeysefler Liraush HGLY 9L L suswewtuilsy @GmILUILLiLl (hsiTerg). @)evniend
Ggil | £F G ib ynsemasull i’ L F&He0 Blspaysend SHUSlsTwreT peomulilsd

FrdbasliLl_(heTerg).

2015 ANNUAL REPORT | ICTA

75



/6

Blapeysaflsr euengs 6T 63063011560 3

ST 6YHEN6Td W& UITL_6V 14

s1e4UllrGuirsmissr | Lewswirest [ el L
SeTewLouiled UTH I SHSHemer 67D LI(hHH6V 21
(LO) 63T 60T 6 R F6V D6TL_T3H)

GurFig 6T 18
BIg) CLomaFig seir 12
pewMCHL_Tedr GlLosdTelLIT(HL_gH6iT 10
BTG HaTBIBNT HT1LLI(HS 560 20
LledTesTEhF6L (LpdHeuldh @ bl Mlw 16
2 I 1NrCeuFmigser

LeVe»FOIFTSGI L6 DeLS6IT 3
Caemauullenet WIS G STHGH0H6T DOS/ 3
DDo5

Cumedld &ewid @6l | Feps 2oL & BIS6T 2850
@TEHHLD 2967

9L suswent 1 — 2015 gy1b oy evrig 60 HDlGewBUilL il L Blspeydseir

INCIDENTS REPORTED TO SRI LANKA CERT|CC

70
60
50
40
30

20 | ‘
o b mh bl wd Ml

2008 2009 2010 2011 2012 2013 2014 2015
Phishing Abuse/ Privacy violation ™ Scams
Malware B Website compromise Email related
B DoS/DDoS attacks B Financial fraud

suswryy 3: 2008 — 2015 euswr @evmisws Cail | £F @)L ib yPlbewsul i’ 1

1515 LD6Y| & 611 63T 6116W % 5 61T

suswLy 03 ()67 eLpsvid @) 6w 6w UIS S 61TBIFH DT ()60 T Gl Tevwt(R) GLom Glas reiemtsLi(Hb
BTEHGHBVHET Y FlaMdgHieumalsTper steirg Gspaflsurslerpgl. HeueurCm, 2015 gyib
2601 (h) CFremauullewsst Wi @D Hrd G svssT (D0S/DDOS) whHmih Blg) Corsy auengsser
N EEAE AR

2015 ANNUAL REPORT | ICTA



9, BVTFemeITdF CFeMFH6IT

allGagL LoTdh T F FlewewtdaermiEeT el (hhgh HlewL_dsL16ILMID CsHmilEens-%Ehdhs T
BLaUIGSHenBHHMET GLnH6HTaTERHD auemasuilsy 9 CTFamars CFamausemer 6uLpBIES560
Qevsiens Cail [ FF @erred GBrLihgib CuhosTsrariiul (h eumaleTmgi.

2015 g1 gy emrigev eupmisliLl L Glumrgleuret 9 CeTFeneird CFemeudssit & Lpau(HLOTM)
9| W LDSH BT M 6VT.

S0  Blpeuer  FHeusvsafledt  UTHSTLUHL 2 miFiLBSSHID  QurmL®
QareremasCuwrsitenn Swrflliugn@ raTnis wOHMID Seflwri giewmuilst Fev
BIDIQISTEISEEHS S RSSISDPLIL| QILPEISS6V.

" OIF WHMID SOTWTT HleDMEHTEVI6TOT 6TTTOTLOTET BMIe6sTHIS% E1hd @, GIFWVTHBLI
urgiaTiy wopmibd GFieui wurgasrlily ereTusT GeTLTuTer o CsTFeners

CFemauBemar aULpHIFHDH6L.

. Q)F9rF OFWVTESESBIFZEHGHETS OFWVTEEBISHET WWHMID  eUeH»EOWEDLOLILL
UTGISTLL CBTLUTeT WSIITH eTNeHIT 61LpBIFHDH6V.

s Qevsienslt CQuTellfsy GHDHDL LevesrTiley allFTrenentdhsT &ementddserdsdnaesmrs
QarflmI L F L e semer CHElsTsiTarsy.

. Qar@lustey 2 urwepsnm CTFiysHer FL L GaleT H1p HL 6T YL ewL GLomFig &eir
QarLiurs  peL PePUU@SSLILBL  UPEHSGHEHdSE  BlLThgI0dE &L
2 miifleti spmeui sTadTD suswasuiley @evmiens CFil, 9H alCGagl suidsLomesf]
Wails560 spesTmlerr 20t T CFewmeuullenest suLpmiGElSTDGI.

n geesflwgss Crevi QUTMlssT HMID HL 6T YL ewL_&6T sTedTLIsuM D] 6dT GLoTFIq&6iT

QBTLTUTET LjsVesTTII6) L aUlgdhenHHemer GLmHelsTsiTearsy.

B LTSS  SHTUIHWTESY — OGTLIUTST  LeVTTUIe L 6UIG D HHemer

GmelsTeTaTs.

s geflwrt  gewpuileeter  BmieusThisehds@ OCsTlmIL U FUL  uilesemer
GmelsTeTaTsy.

B BHEHUV UTHISTLLSG GlETerenssaflsdt 2 (hourdss 6lFWeOLTabenear BL TdHgIH60,
suemeVIWIHLOLIL LIRS BV S LewoliLiledT LBaTTiiey, LITEISTLIL| 6UemeVWIEHLOLIL|S: 6T
WwHMID S L_ewoLiL 2 (HeUTHSLD MHMID HL L eDLOLIL|EEHENET LITSHIHTHH6V 6T6ITLISTT
QarLiurer 9 CTFenerd CFeweUsemeT 6ULPKIGISHD Y dlweuDmledr 2oTL 15
SIrFE LHMID Selwri Fewm BlnauaThiseafls) GFWTHMINHEF GLHed LHMILD

QFWIVTEHBBIHENETLI LITHIBTHSI5 0B T6TeUSNHTET §355I6MLPLILIeDST QLI 56V.

2015 ANNUAL REPORT | ICTA



/8

LI Fser [ Hevall BlsIpFfleHHl L Biger

CFwH LB el 1 ewT 6TeLeM VU6 & F 616V S aIfl6dT LITGHIBTLIL OB TL_TLITHS 9 MlailewesruyLd
wHmIbCHiFflsemaruibsTDLIBHS S IUSDHTH 2 siTer GlLTmILILNeneT BlewmEeupmiasnaHTs,
Ulrgrer LshsTdHs 9|sieusvi s, 6l mlulwisvmeriaeir,s L L e»LoLiL] [B]([heurd %6, 6umi &l sir
wHmID CFTemevs CeTLiLTL 60 Lilfleyseafledr spieusVi @& LTLDSEET,DTeTeUTH6T LOHMILD
CQuUITILESHET 2 I UL @eVdb&HS &WHHEHdHsTE LWIHSA BlEpddsd S L BissT whHmb
H6VaF CFUIVLDT6HEWET BL_THFISM G LPMILD QUFSIHEMET QULPKI SIS D LD (F)VBINSH
Gl [FF QaTLrdFwrss BLaugdbenssemar GoHelasTerslsTngi.

2015 gy 1b oy 6971960 B)sVmIen S CFi L /£ F @)evrmeL & CLp GMILILIL_LiuBsirer omlayl(HILD,
uullmd eupmigid sevall BlEpdFAs Sl L missT GleunMlarioms BLThSLiLIL (HeT6TeT.

n Qevsiens CuTedlew 2 GFCWTHSSTHEHSE GlLmedsev Luilnhd s lulley wHm)ib
Cumredlev LuimFAs Hevsprfluiley LuiHF CFwevia BT BL THFHIH6V.

n paluglsemer 9 Bleyl HID BlspFHEemer HLTH%ISH6.

" BlSPeHET DMILD BlHLSHT1qll DLIGSHIHHET CIGTL TUTSE 201l 5 Y DlailshsHs0semer
26T 5 BI% E1H S Bl (LPLD 6ULPBIEHSH6V.

s UTLFTweY YFATNWTHEHESHTS YDyl B BlSHHFASI L BISDHET BL_TSHHISH6V.

m UTLFTemeY euemeLwenioliilesr oar ra  eweui smigwessr (Cyber Guardian)
@)-QFuiglt usgflensuilsner wTsThsL alFCuTHlsssw. Wasayb allfleursrt
suemsUils esHMIGCIGTaTaTlILIL (H 2 siTar WwHMID uTHSHLULMRL @)bhsdF GClFLIS
uggliflens OGsrTLidfwrs udibsefssiiLbeug GuhHesrereriiLiHh 2 6sT(H
[OETRILGETHE

n Sevall HmWFFHT RSFHIWWPLILL ST BT(H LITHLD 2 6T6r LML FTensvdkheflsy
S5V TIRIL L YAfNwisepssTs BLISSOUGD vwlpmieilliveisemer
vullpmiealls@d suswsvwenliiler 20t Ter UTGISTLLY GSTLTUTS Ynlayl (HIb
Bl&LPFASSI L LD.

. GUF  WOHMID  Sewrt  UTLFTemeEetled  BLTSSLULGBLLD  LsTenearsener

QUEMEVIISHLOLILIGIT 2omL_TedT LITHISTLIL] QST TLTS YWyl (HID (LpsiTenauliL|sHaHer.

n Qevsiens Gail @ Playl Kb BlspFfs Sl L bisaflsst LGS aTDTS,
uTOlerTed BlapFHls S L BsEHsEETS lCagLors @evmiens  edlurliyd
I (DSSTUSTSSlTTeY edlugiuiuBih &Urrd blepFASSI LGP0  Blsupld
H6Vb5I 0% TeiTarsv.

2015 ANNUAL REPORT | ICTA



n Qevsiens GUTOF GDDLUILVRTTII®N] VIQITHEHS G WFUT @&DMDBIEEHS S
WPSH60l6L BL a1y SHendBHemer GLom6&TsiTLIaTaefleT sudslLTad G\ urss Glumrsdlev

vullep i sevgrulled ojgEsiy LuiHdA BlapFHASSI L Bisenar BL THg5IH60.
s Gafw Amjeui urgasriiy srrFenu

s sVl YwwIFHESETS CBTLImT uTgsTly upBlu uuibhd Clomiguysd spesTewm
SwrflE@ Guealls 2 miileTrTs &e0bgI6ls TsiTarsy.

. GIFTHIG 2 Wi YBlsTllsenar 9 playl L v BlspFFs6r L TH5IH60.

®@)an @ Cevglairss, Gevniens CFiL () eTTs cLPSTMHTLD BHlewsv Hsvall BlMiaueTBISa L
BLIGSULUBL uTL OpDlsaflsy sentesfllt LTSHISTLLY GCFHTLTUTERT HeWVLIL|EHSEEHS S,
2 flw eflflejenrasewearu)b HMID oHHMPLILNEDTUID eLpBIGHSHVID ComH6lsTeTeriLi(h)ib.

FLL S0 BE®L_(LpswMLILI(HS G LD 2 535G WTEHSHS T s6TT6vT PSHVTAUSTSH
ugleveflliiLieuiasepdbasrer LullhFenw Guredley LulpHFs HevspTlulled suLpmI@eusmHasTesr
RUBIGHMTF  OlFIGL LOHMID PHHISeweTLILF CFiugsn@ @evnbiens CFil | £F
BimieueTid FHUTHOSTERTL_GI. @evBbiens ClLTllL FL L Sewd BwL (LpewMLILI(HSSHILD
2 5FCWTEHSHBTHEHHBTOT ChIy SHreylt ugliumie upvlu @ereGwrm Lulhs
urLQpY BLISSUUL L &I @b BlHHFASH L misEhsEsTs Crmiitilw spestniluig et
FUT GHDHDBISHEHS G THrTer FirauCGss L augdbenagsser S L salsr (GLACY) £1p Bla)
28155 (h) euULPBIGLILIL L g|.

& (5B T Bl (& 61T, 5 66T B T L_F 5 61T LoHMILD 6TEMEITILI BlspFAs L misefled
udlibsefllitiinsTs augaiemwasslul L. 9Mlalsse0H6T WHMID HTHL LrsHrBigssT
storusuhPlemer Geouaflull(hsev @evdbiewns Gai | FF plmieusrsgler nlayl HIib
Bl&PFASGSI L GH6tT LNTSHTesr 2 LTwipenm spesTm T @Lb.

Qeusfluf Hassir

B@)ewewTuid HETLD

Qevsiens Cxil | £F @lewewtwd HaThSler 201l 1& GILITEHIWESEHSSTS LITSHIBTLIL
Qariurer Pl HID Hseusd CGTEGLIL MdbensH 6T, 0lFISlS6T HMILD 67T TETLOT6ST
Pyl b Blspaysefler o0 s Qeueflull i@, GFrm GCasremeuser,alll_wid
HNM&HHET LHMILD Bl D CHL&LiLBID LrdFfenaser steiTLisst GopLilg Gleueflull_riLiRIb

el wnigseflsy o eTemL_mi@Lb.
LOl6dT6vT EhF6V OlF U]
Qevsiens  Gail /£F @ewewring sersgled umisefllitlenerts  GlumHmids6lsTer-

DereTeuisEhds@ — LllaTarehFedledt 2amL TH  UTGHIGTLL  OSTLILTST  HFH6U6VSH6ET

udlipgeaflssiiu@n. 2010 9y eyt Sewr @misll uGHulled ewFuT &g wesr

2015 ANNUAL REPORT | ICTA

/9



80

@)-CFuigl ugFflenads 9, TibLES LI L GIL 6T 9|5 Hevall jenLoFFlesT 2arL_Td () 7esdTL_mLb
Blewevlt uUTLFrewevsker OarLiurs GumlsmsrerliLil (hsTar — suemeVUIeHLOLILITS W
oWam 0GB (SchoolNet) oar rs  wurflw  sTewTEllbenSHWITERT  LOTEWTETHEH G

udglibseflsEs LGS eSTnS.

CFwFILG Sl Tlensser | 2arL_&mkig%6iT

oS WL BFI UHLD WFUT UTHISTLL HFF([HHHVBET LOOHMID L% T%I5E6T
QarLiurseyd wHMID GCuhuly STEHGHHVH6IL @) HHH UTHSTUYL CUMIUSDH S,
T(HdHBH Fnlpl BOL (POMEHST OGTLiUTHOD @evbiens GCail | £F @ermred
Qevsglresfley wHmib HFsm o0 sHmiseflssr 201 15 CQBTLFFAwrs CUTHILLSSHD6T

Wl L v CunelasTsTariiLBFSTDG).

QFwHUTL () RSHIMPLILS H(HEHDHIL_L_BISH6T

wiurssflw eusFr pLeaugsensser Gwrsslsr (JPCERT|CC) epevn 2 vsfliifener
an@o TSUBAME @)enswrwigser aumiyd (svCaseir) sreyssmer safsilsgids 6l msienLd
sl Lewwliyds HHSFHLLssler yevsr CQurpdlurs @evmiens Gail [£F Gosiid
CFwHLBFH ST

oL | (9 emenThd —
ﬁ’ﬁ)uw@q@&@ﬁ]muuﬁf_{ BlBLFFS B L_BIg6IT

& (hB DT BIEHH6T LLHMILD ClFWIeVLDT 66T
ewaFur urgamiiL euryid 2015:

2008 y1b oy ewr(h) OBTL GEID @)eVBIends CFiL_ 2a11_T&h eDFUIT LITGISTLIL] UTTLD 6TETM
CuwMed eupLThS LKISTLL HDlayl HID BlEHHpFFASSHI L 1D edTml HLTHSLILDBSISTDS).
Gumuiy FiauGssF BlHPFAGHL L ID 2 eTHTL 19aTHID HeueuTCM QUeVUIS SHFH6UVSH6T
urgiasrily Gamiflosri gewpullerflengid  seuerd CaTriu@b BlISPFASSI L 1D
SPEITMT G LD.

2015 ewgui urgisriiy BISPFASSI LD BeulbUT WTSSSlV BLTHSLILIL L gL 65T
srrmeromet alGagl Bl&pFds Sl L BiskEHLD BLTHSHLILIL L 6.

2015 supLrrhg CaFw ewFLi LTSHISTLILSE &(HEHSHTBIE

. QeTflOFTI FiewmullewT (HdEBTET (Lp(LHEHLOWITEIT §3(h BTN GIFWIVLDT 615 6iT

— B&aue) CBTIIBIL LI CLoTFIg Hemard ST Blse0 HMID $H'SSH60 O\GTL_TLITeT
QarhlmIL LF GFweviniey

— suswevwen LI Ll LTgIGTLL QST ureT GGTiflhil LF GFwevibiey

— GasLrer  QueTeur®Lsepdasrear Cuckoo Sandbox wumsuswesrs  upp)
CariflevmI L GlFweviniey

— “Run your own Honeypots” Qg riflevmil L GFwevwiey

2015 ANNUAL REPORT | ICTA



Cams#ln F6lewepd (Hacking Challenge): Qamsdlm #6lsevehd  sterliLi(houg
QU LP®ISLILI(HILD &HMEVLILIG S Uil6D 26T 6W LD UL T6VT 6166V UL LOLIL| 63T M63T LD G| & T > (& 36V
serhlener aileweralldssad WHMID BT cpeVld UTSHIGTLLL CUMIeISDETewT
S50 OSTYIHIL LI CSTIHOFTI BUTHERSHTS BLTHSULBL GuUrliquiT@ib.
QuIGuTLiguiley uBIGUDMIUSDHE Seowliy alBEsiu®@eug 6SThlmIL Ll
UTgISTLIL OSTIH D FiewmullewTi 6T, suemeLWIeHLOLIL] Bl (HouTH H6T,51LL_swioliLilenesril
uflureddiueuigsst  WHMID  SoHeusd  UTHSTUL  QFTLfuTer Ll L Lifler

HDena UNenesrd GClHTL (LD LDTEWToUTH6IT a5 GuiT (HdHBT S LD.

SHHAUVHET LTHSTLL OsTLiurer elerrdsseaflar eilwiFer Blapsd sl L ib:
@bst Gurliy @eVBINSL  LIVHMVEHEHLPS  LOTEOTOTHET LOMHMILD  6TEHEUTIL
epsTmTLD Blewsvds sHevall BlimieueTnigsaflsdr TewToUTHsT Y alCWIT(HdbE LOTHSBTLD
Fmbs Curiiqur@h.Cunuiy Curiiquilsst ChTdhsLTaTg (B)TENOWITRT SHH6160
urgasriiy Csrflnh giwpullerenrs savTLBlbg WHILNBHS wHMID Blailsnsr
WSHILTH CFIISH6D 6T6ITLICT6UT S LD.

BosmHW FHV BlBEPFASIL L BISEHSHGD o wi umGsny Srewriiul L Gsm®

FiauGsF ewass0lsTIlL BlyswTisaflermTsy euflbL THSLULLL GI. @)bS BH(HSST BIEHDB6T
wpmi QFwevwieydsa@ APNIC, ICANN whmio Team Cymru @)ev sseusv LTgISTLIL

Qarfmaienpuilesriler ukiseaflliLyl srewriiul L gi.

QurwmHuBSHL uTgISTOY uDPlw Pl Hb  Hwiey - FieuGHF HHeUVSH6T

s Lepwlifler urgsriflener 2 misliuBSsID g iyewenriitiermed (1SC)2)

CQrwpLBSHeL LUTESTLL UDBw DBl HIb ClFweTaleHeT HL THFHIH6V.

Wp3edlev  ugleveflliLieuisepsarear  Luwlpd -  FLLEH®S Y peOLIBHSHSID
2 $FCursgsTHeT 15 CLhd @ oCrmiiilw seysstdledlst Lullpmiailiiurerigsefssmev
BLTSSULUL L gbg| BT6T BlELPFFASSI L LD.

@evsienas  Llalhss Blhours BneuaTssley  @evmbiens Blheurs CFemeu
OIVIUVTHEHDH G SH6UV LITHISTLIL OTLTurs LullhFF ClFwevinieyssT LHMILD

(PSITENQULILSHHENET [BL_TSHHIH6V.

Gleumm&e6ir

CapFw swaur LTgHIHTLiL ep@eVmLITwILD
Qevmiens Gxil | F£F plmsustsBlermsy 2015 b yewriged  (Fevmisnsuller

Cafw ewgui urTgsTiy  pBeTUTw IQLlILHL. UMDTMaISG HWTTIGHEGD  LIev]

QIUGSIUL L gI. HSH60T Lswllsemear Blewme GlFiieusn @ psreri g OlsTLiurs

gy w srudlisepLer eiflurs seobgewrwur@eusnsrs 2016 b e

HVHGIMTWITL VH6T Y TibLGaH UL L .

2015 ANNUAL REPORT | ICTA

81



82

QLT TIF LHMID S TETENSE 611G LILITHELD

B)evmiens Gaigeir omiusdl Ufley rbUlésiiul L el 6T sTlisredslsv
6Tl CFemeusEhHHTeT CILTMIS HFHMdbE@GHD. YTibL L UIGHNBWTS (B)eVBINSL
Uremgmseps@ wsslulley swFui urgasriy uppdlu gPleilsr sriHems  wIOTH
QFeugsm @ WeTGeurmiy ytey QrmiidFAls Lflallesrrsv @ ribLildssliu’ Hsirerg).

2 MIFIILUBHSHVEHET LHMILD 2 mLiLflenLodsiT
Qevsiens Cail | £F et G @MU Liul (Herter GQgriflvaTi LTgisTLIL
Sewwliyssefed 2 mitiyflenw eusklssleaTng).

s owECrTRFTiL LTgIsTULY @dbgImYLiy Blapsfss L b (Microsoft SCP)

n FiauGsF CFTemeVSH CIHTL TUTL VH6T FBISHSHSIL 60T @)enewThd sp(h BlMIcussTLOM Sl
WFUIT B FF(HHH6VS EHS & 6TH TTesr FieuCGsha LTI spdbgiewpliL st (IMPACT)
GumelasreTariiLi’_ (B 2 6iTer psHgIewLpLiL] UiILIhSD. Gy PUILIHSHSS T 201 TS
O FF(HHBHVSHET CIGTLILITET eueVwdHS DG  LevesTTileyd SH6usVH6T (J)VBIeNS
Gl @@ SlewLsat QumisugiL st IMPACT yerg), 2 svserrailw Blopeydssr
Cariurer Urdsrrs Guellst m UGS sTarn Blewsvulleneru|d emL_bgi
QU (HASISTM ).

s FiauGsF 5a56010&%6T &1L ewiliLiler uTgisTiiUlenar 2 niSiLBSSID Fn L 1geDenTa)y

(ISC)2

s 3@ rGxeur (Shadowserver) @)L 0l(Bbg e (HoHH0H6ET GG TLTLITEST
LeVeTTiI6Yd HBHeUsVBemaTLI GlLIMMId 6l TeiTersy .

L& w GFemeudseir

SHIOMFTT  Sewlledfll  UTHSTLL BB EH: D T6sT
bL_6)1G SHen&H&H6T & pHHewerd (CSIRTS) srilgsev

B evmiena G/ ££ uilesrmev 2010 oy 1b 2y 685T19-6V 6962 Glewumeu Gleum (i, Ll ey & @1 d & Lb 7ML
Hewtlesfll LITGISTLIL BlaL6YSEhGHTET hL aulgbendhd GWwhasemerd (CSIRTS) grilsgssv
Qribtssiiuc L gl Qurgeurer Ulfleyserreust cunbid),615Tewevds GGILTLITL V&6,
UTGISTLL wHMID Seval Qdlw LilfleyserTE@ib.

Gumuiy eeubeurm Uifleysens@d Thu SHenflefll LUTSHISTLL Bl&HLD6) S EH:ST6eT
BL6UIGHNBD & (LDHHWETSH STUILILIGD EHD HTTERTLOMI Hemhd ailL_WIbTeug (J)svmiends
Gl |£F , Blapayser CBTLTUTS BewL (PewMLUILBSSLILBLD WHMID §p(HHISIeHaRTLIL)
BLaIIGSHmEHHMeT CHolsTeTend FAn Crrohsbisamears6lasranr Csfw  BlmisueTid
speTmTa Cspib CuenTliLi(heugsewer 2 mislliLi(hdHieugih urflu eralleorsT BlsLpeaysssr
QarLiurs allewerglmer Wdbas wewpullsy GFwuphuBeusn@ Csfw FHwrs o srer
QubssIeoer 2 NIFIILGSSISTS!0.

2015 ANNUAL REPORT | ICTA



Qevsiens Gl | £F Blpioussglarred sumbidl wHMID BFS HWDESETS B0
PSHVTAUS| SHIWDFTT Hewflesflt LUTSHISTLIL] BlHLDOHEHGHHTOT BHL6UIGHENBBET (&) (LD
‘Bank CSIRT ereorm Quuwiflsv 2014, wewev wrgd 01 opHled] opriilssul L g).
$HCUTg Gevnhienasuilsd BewL pewmLiLBhSsLUBID Fohev sumislaserd Gumsv ‘Bank CSIRT
@ev 2 miileriserTs  CsTLILOETETR6TONGIL 6T @VBIens hHDw  eumidluiles
auflaT_ B psaiemplitiler S 9 Her CFemeusst Cspitb CuenTiiLl (h  suhSlSTDHS].
‘Bank CSIRT @h@d Csemeuwrssr Bl& spgH1dbEHs6r 2 miliyflenw eumiglsefssrmed
QupMISSTLILBeugL 6T @evmiens Sleflwi (Lanka Clear) plpisussdlenmsv o sails
CaemeusEpld @)eVmBIens oHEW eumbidluller sensvemouilevmssr GlFweLTHMIdh G LY spedTM6dT
VLD (PEBTemLGGIeud GFinuliLBin. @evkiens GFil [ £F Blmsusrid QsrHlHuT’ (B
@uallest 2 mitidlergrseyd  GQFwunul B GCoheweuwTesr GSTHVBIL LI dhgHiempLieHLI
QULPMEIZ] eu(HB BT

2015 gy1b gy emrigev Bank CSIRT@QeumPlariors QFrumuBssul Ll L &), S kisdgieu
wipieusTBisaflearTey Y Plsewsuil il L UTSHISTUL  BlEHDeS6T SIS TeneuDenM
QeupPlarors Hrliugsna@ uILTHWS. uileb SHeUVLEMEOT LIS(HLD  H6NHISH6T
20T _T&H HFFMISHVHET CBTL LTS LVSTTIIS HHeUVBemaT HTTELSHW (Lpewmuilsy
udligsw, wopmip 1SO 2700 sriv GuyluewLulleoresr uTgETlys ST  WHMID
QwsFaurssd gewLgev Gurerm Bank CSIRT @er Llrgrer Curasnissr ojsusaur@n
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IYWLILSHT sTeTLIMDDIST pSHIewPLILL 6T 2 Fled | yFfw ufls arevwsglsv
UTSHISTEEIUL L. SHaUVH6NST FDHMIFGHP eThlenerds &L 1q0wwliyeausnsTs
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VISION
A DIGITALLY INCLUSIVE SRI LANKA

MISSION
TRANSFORM SRI LANKA TOWARDS A
CREATIVE KNOWLEDGE-BASED SOCIETY
THROUGH DIGITALLY EMPOWERED CITIZENS
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ABOUT ICTA

Th Information and Communication Technology Agency
e ICTA) of Sri Lanka is the apex ICT institution of

the Government. In terms of the Information and Communication
Technology Act No. 27 of 2003, (ICT Act) ICTA has been mandated to
take all necessary measures to implement the Government’s Policy and
Action Plan in relation to ICT. In terms of Section 6 of the ICT Act, ICTA
is required to assist the Cabinet of Ministers in the formulation of the
National Policy on ICT and provide all information necessary for its
formulation.

ICTA had been given the key role of providing leadership in the
application of ICT to achieve major economic and developmental
improvements in Sri Lanka.

ICT has been identified as a means of achieving growth and equity
through technological and institutional transformation of key sectors
of the economy. The implementation of the e-Sri Lanka program
contributed towards establishing a platform for enabling growth of the
ICT industry and e-Government services in Sri Lanka.

This year, several milestones were reached specifically in the areas
of e-Laws and Information Security. In September, the Budapest
Cybercrime Convention entered into force in Sri Lanka and Sri Lanka
became the first country in South Asia - and 2nd country in Asia,
after Japan -to become a State party to the Cybercrime Convention.
According to the records of the Council of Europe, this was the fastest
accession to the Cybercrime Convention recorded by any country.
Accession was achieved because Sri Lanka’s primary legislation, i.e. the
Computer Crimes Act No. 24 of 2007 and several policies which have
been adopted were aligned with this Cybercrime Convention.

With the closure of the e-Sri Lanka Development Project, which
successfully achieved its objectives, ICTA is moving forward this
year - as stated in the World Bank’s Implementation Completion and
Results Report (ICRR) - towards the next level of ICT development of
the country; ICTA intends to carry forward ICT reforms and to provide
effective citizen centered, business friendly government services,
empower the poor and disadvantaged groups through increased and
affordable ICT tools and develop ICT leadership.
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Corporate Structure of ICTA

The ICTA Board consisted of the following in 2015:

Chitranganie Mubarak
Chairperson

Muhunthan Canagey
Managing Director/Chief Executive Officer

Ajith Madurapperuma
Board Director

Upul Kumarapperuma
Board Director

Chanuka Wattegama
Board Director

Ananda Wijerathna
Board Director
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CHAIRPERSON'S MESSAGE

It is an honour and a privilege to present this message to the Annual
Report 2015 of the Information & Communication Technology Agency of
Sri Lanka (ICTA). I wish to place on record my appreciation of the trust and
confidence placed on me by the Board of Directors of ICTA in appointing
me to be at the helm of this dynamic unique organization.

The Year has been a watershed for the ICTA -building on the
accomplishments of the e-Sri Lanka Development Projects the Agency
shifted gears for its transition into driving a more ambitious and far-
reaching program, designed to take the country forward in an era of
digitization. Having started the year under the Ministry of Foreign Affairs
and Telecommunications, in September ICTA was placed under a new
ministry, the Ministry of Telecommunications and Digital Infrastructure,
reflecting the importance the Government attaches to the Digitization
of the Country. In keeping with the vision of the Government ICTA
conceptualized and architected close to 100 projects that cut across
multiple sectors. This formed the foundation of the digitization drive the
beneficiaries of which span both the Government and the Private Sector
and most importantly the citizens of our Country.

In the backdrop of these developments Google recognizing Sri
Lanka’s potential confirmed its interest in piloting its project 'Loon’ in
Sri Lanka with the objective of providing internet access to rural and
remote areas. In partnership with the local telecommunication Service
Providers ICTA also kick started its own programme for giving WiFi access
across the Country; conceptualized a range of Smart and Sustainable
Online Government Services; laid the foundation for a coordinated and
connected Government; and implemented programmes to facilitate a
globally competitive ICT/business process management sector and a
smart and inclusive information society.

2015 ANNUAL REPORT | ICTA

93



94

On 1st of September 2015 Sri Lanka becomes the first country in South
Asia and only the 2nd Country in Asia, to become a state party to the
Budapest Cybercrime Convention - the only international treaty which
effectively addresses Internet and computer crime. This historic ICT
policy achievement, was made possible by the lead role played by the
ICTA and the support extended by the Ministry of Foreign Affairs and the
Ministry of Justice.

The ICTA Team is mindful of the fact that digital poverty is worse than
the economic poverty — no one should be left behind, in the development
process. Our expectation is to leverage the digital opportunities cope
with challenges to drive the inclusive economic growth and development
in the country.

The ICTA has been privileged to have a dynamic Chief Executive
Officer and a highly motivated and talented team of professionals. Whilst
thanking them for their contribution, I place on record my appreciation
of the Board of Directors of ICTA for their valuable advice and support
throughout the year.

CHITRANGANIE MUBARAK
CHAIRPERSON
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AUDIT COMMITTEE REPORT

In this Report we describe the role of the Audit Committee and issues of significance
considered in 2015. The main priorities were to receive assurance on the soundness of the
financial reporting, effective risk identification and management, and compliance with
relevant legislation.

MEMBERSHIP OF THE COMMITTEE

The Audit Committee is comprised only of independent Non-Executive Directors with
a minimum requirement of three such members. The Committee for 2015 was appointed in
February, 2015 and the Treasury representative on the ICTA Board was appointed as Chairman
of the Audit Committee. The Board members have satisfied themselves that the current
members of the Audit Committee are competent in financial matters and have recent and
relevant experience. Other key attendees at Committee meetings (or part of thereof) were
the Company Secretary, Chief Financial Officer (CFO), Head of Monitoring and Evaluation,
Head of HR / Administration, Director - Legal and Director - Procurement. During the year,
the Committee members have met without others being present, to discuss issues directly.

The Audit Committee is responsible for assisting the Board of Directors to fulfill its
responsibility of ensuring that ICTA’s financial reporting and internal controls, including
audits, are adequate and undertaken efficiently.

IN PARTICULAR, THE COMMITTEE;

* Advises on the appointment of ICTA’s independent External Auditor

* Reviews the annual audit plan of the Internal Auditor

* MeetsregularlywiththeInternal Auditortodiscussauditfindingsandrecommendations,
process lapses, internal controls, accounting and auditing standards, and coordination
of internal audit plan / activities

* Reports to the Board of Directors on its activities and recommendations

* Oversight of the integrity of the ICTA's annual financial statements

* Review and approval of the annual financial statements

* Oversight of risk management and internal control arrangements

* Oversight of compliance with legal and regulatory requirements

* The performance of the Internal Audit function
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1 eLAWS AND INFORMATION SECURITY

The mandate of the ICTA is being achieved through the programs and strategies detailed
below.
1.1 eLaws
To formulate and incorporate into the country’s legal system a suitable policy and
regulatory measures relating to ICT,and create a facilitating legal environment to
promote the ICT sector.

1.1.1 Sri Lanka’s Accession to the Budapest Cybercrime Convention:

Sri Lanka, through ICTA initiated the process for Sri Lanka’s accession to
the Budapest Convention on Cybercrime' to further strengthen Cybercrime
enforcement measures in the country.

In February 2015, the Council of Europe invited Sri Lanka to join this Convention
on Cybercrime and in May 2015 Sri Lanka deposited the Instrument of Accession
with the Council of Europe. On 1t September 2015, the Budapest Cybercrime
Convention entered into force in Sri Lanka.Sri Lanka is the first country in South
Asia (and 2nd country in Asia, after Japan) to become a State party to the Cybercrime
Convention. According to the records of the Council of Europe, this was the fastest
accession to the Cybercrime Convention recorded by any country. Accession was
achieved because Sri Lanka’s primary legislation, i.e. the Computer Crimes Act No.

1 The Budapest Convention on Cybercrime, also known as the Council of EuropeConvention on Cybercrime (ETS 185 of 2001), is
the only available international treaty effectively addressing Internet and computer crime by harmonizing national laws, improving
investigative techniques, and increasing criminal justice cooperation among nation States to effectively combat the threat against
cybercrime.
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24 of 2007 and several policies which have been adopted were aligned with this
Cybercrime Convention.

Accession to the Convention will help in the investigation of Cybercrime
offences and in law enforcement and judicial cooperation at international level. It
will also help Sri Lanka to become a South Asian hub for cybercrime enforcement
which can lead to the establishment of a Center of Excellence for training law
enforcement professionals on cybercrime issues. As a first step in this direction, the
US Department of Justice hosted its first ever Cybercrime and Electronic Evidence
Workshop in August

1.1.2 Cyber Crime and Electronic Evidence Workshop:

ICTA coordinated the first ever “Cybercrime & Electronic Evidence Workshop
for South Asian Judges” conducted by the US Department of Justice in August 2015.
The main outcome is that a “Cybercrime Training Module” is being developed at
the Judges Training Institute, which ICTA is coordinating as part of the EU funded
“Global Action against Cybercrime (GLACY) Project” 1.13 Assessing the Threat of
Cyber Crime:

1.1.3 Assessing the Threat of Cyber Crime:

ICTA hosted the European Union and Council of Europe funded International
Conference “Assessing the Threat of Cybercrime” with over 90 experts and
Government officers from 17 countries, in March 2015.This was aimed at identifying
solutions and specific steps to be taken towards stronger criminal justice strategies
and improved mechanisms for public reporting and statistics on cybercrime and
electronic evidence.

1.1.4 Ratification of the UN Electronic Communications Convention:

With Sri Lanka’s ratification of the UN Electronic Communications Convention
on international eCommerce and the use of cross border contracts - an initiative
led by ICTA - Sri Lanka becomes the first country in South Asia and the second
country after Singapore to become a State Party to the Convention. Sri Lanka’s
ratification of this UN Convention was possible because Sri Lanka already has the
required legislation, i.e. the Electronic Transactions Act No. 19 of 2006.

1.2 Information Security
Sri Lanka Computer Emergency Readiness Team | Coordination Center (Sri Lanka
CERT|CC) is asubsidiary of ICTA established to secure the nation’s information
infrastructure and to coordinate protective measures against, and respond to cyber
security threats and vulnerabilities.
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1.2.1 Incident Handling:

Incidents reported to Sri Lanka CERT have increased to 2,967 in 2015. In 2014,
the number of incidents reported was 2,368. This represents a 25% increase in
reported incidents compared to the previous year.It is observed that the number
of reported cases related to social media, have also increased considerably in the
past yea

1.2.2 Information security awareness:

In order to fulfil its mandate to create awareness and build information security
skills within the constituency; Sri Lanka CERT|CC continues to conduct and
facilitate training programs and education sessions targeting various audiences.
This includes CIOs, engineers, System Administrators, banking and telecom Sector
Staff, Students, and the general public.

Sri Lanka CERT|CC staff has continued to assist in the delivery of courses in
Computer Security topics at tertiary education institutions to encourage young
people to come in to the field.

Sri Lanka CERT|CC was involved in the coordination and organizing of First
Responder Training for law enforcement officers at the Sri Lanka Police training
college. Another training workshop on Live Data Forensics was also conducted for
the law enforcement officers of Sri Lanka Police. These were funded by the Council
of Europe project Global Action against Cybercrime (GLACY). This is in addition
to the regular training sessions being conducted at the Police Training Colleges in
Kalutara and Katana for officers of the Sri Lanka Police investigating cyber crime.

As a key strategy, Sri Lanka CERT uses publications developed in-house such as
leaflets and posters during public awareness sessions such as seminars, exhibitions
and other forums.

Since 2008, Sri Lanka CERT | CC has been conducting an annual security
awareness programme titled Cyber Security Week (CSW). This international
event has attracted the attention of local as well as regional information security
professionals.

1.2.3 Consultancy services:

Sri Lanka CERT|CC continues to provide consultancy services in response
to requests made, particularly by government departments and private sector
organizations. Typical consultancy services provided in 2015 include vulnerability
and penetration tests, digital forensics investigations, development of information
security polices, application security assessments, handling security aspects of
special projects.
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2 INDUSTRY DEVELOPMENT PROGRAM

2.1 Creating an Enabling Environment for
developing the IT/BPO Industry:

The objectives are to create awareness among school students and undergraduates
on innovation leading to entrepreneurship and careers in the IT BPM sector; to
facilitate engagement between private and public stakeholders in the ecosystem; and
to support other initiatives which create a conducive ecosystem for technology based
companies

-Career Guidance Support Program:
ICTA financially supported four seminars which were facilitated by the Federation
of IT Industry Sri Lanka (FITIS), held in Kalutara, Gampaha and Colombo.Over 8000
students and 300 teachers participated.

- Encouraging IT Innovation:
Supported National Best Quality ICT Awards (NBQSA) Awards 2015, held in October,
and also partnered with UNICEF to conduct the Children’s Hackathon Demo Day.

2.2 Business promotion
The objectives are to: Create visibility for the Sri Lankan IT BPM Industry brand,
provide opportunities for local IT and BPM companies to exhibit at local and
international exhibitions; provide opportunities for local IT and BPM companies to
network with local and foreign parties with the intention of doing business.
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-Country Branding and Business promotion:
The Business Mission 2015 to Australia was held from 26th to 30th October 2015.
Thirteen companies took part in the mission.
Asia Pacific ICT Alliance (APICTA) Awards 2015 and parallel events were supported
by ICTA.
National Partner for Work in Sri Lanka Conference held on 22nd December 2015.
ICTA was a National Partner for the Digital Health Conference.

-IT SME Support Program:
Sixteen IT SME companies exhibited at INFOTEL 2015.Around 50-100 persons
visited each booth. Each company acquired between 10 - 150 leads and closed between
2-10 sales leads with some closing Rs. 300,000 worth of sales.

-Tech Start-up Support Program:
10 startups were selected to exhibit at 4YFN (4 Years from Now - a global tech
startup community).

2.3 Industry related capacity building program
The Objectives of the Project are to:create new technology based businesses which
create or adopt new technologies; create new job opportunities; support IT SMEs to
increase the quality of their software products; enhance the knowledge levels of the
existing IT workforc

-Industry knowledge enhancement:
A training workshop on Mobile Testing Automation was held from 14th to 17th
September 2015. Twenty one (21) IT professionals were trained on advanced Mobile

Application Testing Automation.
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3.1 Free Wi-Fi Initiative:

ICTA implemented the free Wi-Fi project in March 2015.The main objective is to
provide free Internet access to Sri Lankan citizens.It was also expected that this would
engage citizens in government policy making. ICTA spearheaded this project with the
assistance of the Telecommunication Regulatory Commission of Sri Lanka (TRCSL)
and the telecom service providers including Sri Lanka Telecom, Mobitel PLC, Dialog
Axiata, LankaCom, and Lanka Bell.

Free Wi-Fi facility is now available at over 200 locations island-wide. Feasibility
studies are in progress for over 1300 Wi-Fi locations.The facility can be accessed from
central bus stands, common shopping centers, government organizations, railway
stations, public libraries, hospitals, universities and other public places.

ICTA has also launched an awareness program and over 350 sign-boards have been
installed in 87 locations.

3.2 Nenasala Project :

Capacity Building for Nenasala Operators:

Sustainability of Sri Lanka’s tele-center project is dependent on the training and
skills of the workforce involved in the project. Since its implementation ICTA has
organized many training programs for Nenasala managers and operators.

In 2015, a capacity building training program was conducted for over 300 Nenasala
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center operators.The main objective was to educate the Nenasala operators on
managing and operating a Nenasala center and on generating income while delivering
IT services to the community they serve. This program covered following topics and

areas:

» Marketing and Commercial Development for Nenasala Management;

* A structured finance administration methodology;

* Increasing productivity of Nenasala centers through the five S (5S) concept;
* Process monitoring and assessment methodologies

* Raising computer hardware knowledge and skills

* Increasing of Nenasala operators’ skills with regard to the Network

Survey on Nenasala Project:

To assess the performance of Nenasala projects and the Nenasala centers
established throughout the island, ICTA conducted a survey that covered all 1,500
Nenasala centers island wide.

3.3 Google Loon Project:

On 28th July 2015, ICTA reached a significant milestone when it signed a
Memorandum of Understanding with Google Loon and its affiliates to pilot the Google
Loon Project in Sri Lanka. Project Loon is an innovation spearheaded by Google and
is a ‘network of balloons traveling on the edge of space, designed to extend Internet
connectivity to people in rural and remote areas worldwide’.

Inkeeping with the vision of the Government for developing the digital infrastructure
in the country and ensuring that every citizen has affordable access to the Internet,
ICTA has taken steps to facilitate the development of national broadband infrastructure.
With a view to bring the benefits of the latest technology from Silicon Valley to Sri
Lanka, ICTA initiated discussions with Google. The Google Loon infrastructure will
enable local telecommunication operators to expand their coverage and ensure that
the entire country is covered with high speed Internet services.

ICTA will be working closely with the Telecommunications Regulatory Commission
of Sri Lanka (TRCSL), the Ministry of Defense and the Civil Aviation Authority in order
to ensure the success of the Google Loon in Sri Lanka so that it will be the first in the
world to have a national broadband infrastructure covering the entire Country.

It is proposed after the completion of the test in Sri Lanka, Stakeholders of Project
Loon have proposed to setup commercial operations by setting up a company through
the Board of Investment (BOI) of Sri Lanka.The stakeholders of Project Loon have
proposed a shareholding of 25% non-dilution shares for a period of 5 years to be
allocated to the GoSL.
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4 ICT FOR SOCIETY DEVELOPMENT

4.1 National Initiative on recognizing best eContent:
The media campaign on eSwabhimani 2015/16 and the application process for the
contest are in progress. The eSwabhimani website has been revamped.
The Grand Jury is scheduled to be held in mid March 2016. The Smart Society
Congress and eSwabhimani Gala event will be held in the first week of April 2016.

4.2 WSA National Pre Selection:

The WSA National pre-selection has been completed. The Jury evaluated the
applications for the WSA National pre-selection and the best eight products (one per
each category) were nominated to the World Summit Award to represent Sri Lanka.
One product, Flipbeats, won the WSA award under the category Entertainment and
Lifestyle.

4.3 Manthan and mBillionth Awards
ICTA referred Sri Lankan applicants to Manthan Awards May 2015 and to the
mBillionth Regional Awards to be held in November. Four Sri Lankan products were
among the Manthan Award finalists and two out of the four finalists won the award.
Three products won the mBillionth Award.
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5 ENABLING THE USE OF
ICT IN LOCAL LANGUAGES

5.1 Deploying Sinhala Tamil Translation System:
The application was deployed at the Official Languages Department and the staff

have been trained.
5.2 Workshop to train font developers and publishers:

A workshop was held to train publishers and printers on using Sinhala and Tamil
publishing fonts, in July 2015 to enable local language publishing to be Unicode compli
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6.1 Web:

Web Development for Government Organizations: Development of the websites
for the Sri Lanka Institute of Development Administration (SLIDA), ICTA and Sri Lanka
Police has been completed.

Web portal GOV.LK:Support and maintenance has been provided by the service
provider for the web portal www.gov.lk.

Currently 505 websites are hosted in Government Internet Data Center (GIDC)

SErver.

6.2 eLocal Government (eLG):

The eLG Citizen Portal and eL.G application are operational at the three pilot sites
“Negombo Municipal Council”, “Seethawakapura Urban Council” and the “Homagama
Pradeshiya Saba”. Replication of eLG at the Colombo Municipal Council is scheduled to
be completed in June 2016. In addition eLG will improve the “Ease of Doing Business
Index” which is under the purview of the Central Committee on Doing Business Index,
of the Ministry of Development Strategies.

6.3 eServices Development Project
- Police Clearance Certificate Issuance Service:
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An application developed for Sri Lanka Police - Clearance Department, connecting
all the police stations and five other external organizations (CID, TID, SIS, Registrar of
Persons Dept, and the Department of Immigration).The application is in operation. The
Launch date of the online application submission facility is to be decided by the IGP.

- Issuance of Certificate of Origin - Department of Commerce.
This is an eService developed for Department of Commerce allowing exporters to
apply for the Certificate of Origin online by paying the required fee through multiple
payment methods including Mobile Payment.The application was launched and is

successfully in operation.

- eRevenue License
eRevenue License solution was rolled out to the Eastern, North Western,
Sabaramuwa and Central Provinces. User training has been carried out in the North
Central Province and planning is underway for rollout in first the quarter of 2016.

- Mobile Application Development for Department of Motor Traffic:
A Mobile application is developed to view;

i) Vehicle Information
ii.) Last issued vehicle number
iii.) Revenue License Status

Application was launched and is successfully in operation.
- An Awareness campaign was conducted and events held for launching eServices/

revenue license.
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DESIGNING OF DEVELOPMENT PROJECTS
UNDER DIGITIZATION INITIATIVE

During the last quarter of 2015, ICTA consultants engaged extensively in
conceptualizing, designing and planning the digitization initiative to be implemented
in 2016. The aim of the initiative is to achieving A Digitally Inclusive Sri Lanka;
Transforming Sri Lanka towards a Creative Knowledge Based Society through digitally
empowered citizens.This digital vision is based on the economic and development policy
of the new Government. The Government recognized that digitization has enormous
potential to transform society so that every citizen will benefit throughmultiple means.
Digital transformation also assures transparency, good governance, inclusiveness and
sustainable growth and development across the economy and society. Moreover rapid
Digitization is an essential instrument for achieving the Sustainable Development
Goals (SDGs), introduced by the United Nations in 2015.

Targeting the outcomes of digitization, ICTA developed 61 project proposals
under the following thematic areas. These proposals were submitted to Department
of National Planning for necessary approvals. In conceptualizing and designing the
projects, ICTA engaged with stakeholder organizations ensuring that there was
mutual agreement on the project results and implementation responsibilities. The
Department of National Planning (DNP) also carried out an independent review and
consultative process on the relevance of the projects to the national development
goals. Subsequently ICTA sought approval for the 54 projects approved by DNP from
the Cabinet of Ministers.
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The thematic areas identified under digitization initiative namely;

1. Digital Connectivity.

2. Digital Society.

3. Digital Commerce.

4. Digital Government.

5. Digital Security.

6. Digital Jobs & Opportunities.
7. Digital Legislation.

8. Digital Content.

The projects planned for implementation under these broad thematic areas are
to be implemented with funds allocated through the National Budget 2016. However

majority of projects are multi- year projects with the implementation timeline being
from 2016 to18.

RESULTS BASED MONITORING AND
EVALUATION

ICTA uses M&E as a critical tool and process to measure the effectiveness and impact
of projects and programs, leading to redesign where necessary and implementation of new
strategies. Supported ICTA Project Managers on developing and submission of project
proposals and provided technical support to ICTA project managers in designing and
implementation M&E activities with regard to projects to be implemented.
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ABOUT SRI LANKA CERTICC

INTRODUCTION

The Sri Lanka Computer Emergency Readiness Team | Coordination Centre (Sri Lanka
CERT|CC) is the centre for cyber security in Sri Lanka, mandated to protect the nation’s
information infrastructure and to coordinate protective measures against, and respond to
cyber security threats and vulnerabilities.

ESTABLISHMENT

As the national CERT of Sri Lanka, Sri Lanka CERT|CC acts as the focal point for cyber
security for the nation. It is the single trusted source of advice for the latest threats and
vulnerabilities affecting computer systems and networks, and a source of expertise to assist
the nation and member organizations, in responding to and recovering from Cyber-attacks.

Sri Lanka CERT was established on 1st July 2006 as Sri Lanka’s National CERT, by the ICT
Agency of Sri Lanka (ICTA). ICTA is the Government Agency responsible for the development
of IT Infrastructure and Policy in Sri Lanka. Sri Lanka CERT is registered as a Private Limited
Liability Company, and is a fully owned subsidiary of ICTA, which in turn is fully owned by
the Government of Sri Lanka.

Sri Lanka CERT|CC is presently under the purview of Ministry of Telecommunications &
Digital Infrastructure and is fully financed by the state budget.

WORKFORCE

The Sri Lanka CERT|CC has a total staff strength of fourteen team members consisting
of Chief Executive Officer, Manager Operations, Principal Information Security Engineer,
Senior Information Security Engineer, Research and Policy Development Specialist, Junior
Information Security Engineer, four Associate Information Security Analysts and an officer
in charge of HR and Administrative work. This team is supported by three undergraduate
interns.

All the staff are highly skilled and experienced in different areas of information security
and have achieved corresponding Information security certifications which are widely
recognized in the industry, such as SANS GCIH, Microsoft MCSE, EC-Council Certified
Ethical Hacker (CEH) and Certified Hacking Forensics Investigator (CHFI), Cisco CCNA and
CCSP and CISSP by International Information Systems Security Certification Consortium;
(ISC)2.
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CONSTITUENCY

Sri Lanka CERT‘s Constituency encompasses the whole of the cyber community of
Sri Lanka (private & public sector organizations, and the general public). Sri Lanka CERT
maintains a good rapport with government and private sector establishments, and extends
assistance to the general public as permitted by available resources. In accordance with its
mandate, Sri Lanka CERT | CC gives priority to requests for assistance from government.
Based on availability of human resources and necessary skills, requests from private sector
are handled free of charge or on a paid basis, depending on the type of service provided.

ACTIVITIES & OPERATIONS

INCIDENT HANDLING SUMMARY

Given the expertise in the field of cyber security and the capacity to prevent, analyze,
identify and respond to cyber security incidents that threaten Sri Lanka’s national cyber-
space, Sri Lanka CERT|CC continues to work with government,non-government and

international organizations.

As the national contact point for matters relating to cyber security incidents, Sri Lanka
CERT|CC receives numerous reports from domestic and/or international partners about
various cyber security incidents /vulnerabilities that affected /may affect our national cyber-
space. Following are some of the different types of incidents reported during 2015 (Ist of
January - 31st of December);

- Compromised unique IP’s extracted from the
information collected by automated systems
- Vulnerabilities on applications, operating systems and firmware etc.
- Phishing incidents and various other scams associated with this
- Content related matters such as privacy violations
- Cyber-attacks on various systems and applications

This annual report analyzes the cyber security incident information collected / managed
by Sri Lanka CERT|CC in 2015, in order to obtain an overall view of the nature and dynamics
of these types of events relevant to the evaluation of the risks targeting the ICT systems in

Sri Lanka.
Based on the collected data, the following have been observed;
- Financial frauds targeting local importers/exporters are a relatively new type of

incident that Sri Lanka CERT |CC encountered. This happens mainly in the Small and
Medium Enterprises (SME) sector where local exporters/importers are exporting
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or importing various items to or from foreign countries. Hackers have used social
engineering techniques to gain access to the email accounts of these businessmen
and then sending emails pretending to be their business partner convincing them to
deposit money to fraudulent bank account.

- There has been an increase in the spread of ransomware during the year, where
sensitive data belonging to both individuals as well as corporate businesses have been
stolen.

- It was observed that hackers were not targeting particular organizations when they
attempt to compromise company websites. Instead they were targeting vulnerable
web servers which may have hosted several web sites of various organizations. Once
they compromise the server, hackers could deface multiple sites hosted in that server.
In some cases it was observed that the vulnerability was with the content management
panel, where the user who has being entrusted to update the site used a simple
password to access the content management panel.

- There is an increase in the phishing emails specially targeting email accounts of
businessmen. This might be the first step towards targeting those businessmen for
financial frauds.

- Phishing mails targeting on-line banking customers continue to pose a problem, and
regular complaints are received from banks as well as bank customers.

The above findings lead to the following conclusions:

- Cyber security is a part of every individual and each and every one is responsible for

contributing to a secure online environment.

- Attackers might be shifting their focus on targets which can easily be compromised.
For example, the average internet user many have comparatively less knowledge on
information security and hence be more vulnerable to online attacks.

- Some Website owners believe that confidential information is not stored in the web
site hence investing money on the security of the web site is not worth it. But they fail
to realize that their compromised Website can be used to host malware sites that have
the possibility of becoming a part of a botnet.

- Making the general public, private and public sector organizations aware about various

types of cyber threats is a vital part of ensuring that people will gain the benefits of
Internet rather than be a victim in the cyber world.
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INCIDENT HANDLING STATISTICS

Incidents reported to Sri Lanka CERT have increased to 2, 967 in the year 2015. In
2014 2,368 incidents were reported. This represents a 25% increase in reported incidents
compared to the year 2014.

NUMBER OF INCIDENTS REPORTED
TO SRI LANKA CERTICC
2967
2368
1469

/ \1150_—-1275

49 — 69 — 151
2008 2009 2010 2011 2012 2013 2014 2015

Graph 1: Total number of reported incidents
It was observed that the number of reported cases related to social media have also
increased considerably in the past year.

INCREASE IN THE NUMBER OF SOCIAL MEDIA
RELATED INCIDENTS
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Graph 2: Total number of social media related incidents

The following table depicts the distribution of various types of incidents reported to Sri
Lanka CERT during 2015. All the incidents reported to Sri Lanka CERT have been resolved
satisfactorily.
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Type of Incident Year 2015
Phishing 14
Abuse/Hate/Privacy violation (via mail) 21
Scams 18
Financial Frauds 12
Malicious Software issues 10
Web site Compromise 20
Compromised Email 16
Intellectual property violation 3
DoS/DDoS 3
Social Media related incidents 2850
Total 2967

Table 1: Number of reported incidents in year 2015

INCIDENTS REPORTED TO SRI LANKA CERT|CC
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Graph3: Types of incidents reported to Sri Lanka CERT|CC from 2008- 2015
From Graph 3 it is evident that attacks targeting Websites are on the increase. Also, new

types of incidents such as DoS/DDoS attacks and financial frauds have been reported in
2015.
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CONSULTANCY SERVICES

Sri Lanka CERT|CC continues to provide consultancy services in response to requests
made, particularly by government departments.

Typical consultancy services provided during the year 2015 include;

* Assisting several government organizations and private sector organizations to
develop an Information Security Policy for their organizations.
* Application security and server hardening for a number of government and private
sector organizations.
» Application and network security vulnerability assessments for e-Government
applications.
* Carrying out technical forensic investigations for the Criminal Investigations Division
(CID) of Sri Lanka Police;
- Credit Card fraud investigations prosecuted under the Payment Devices Frauds
Act, 2006, where Sri Lanka CERT serves on the panel of experts through a
special gazette notification.
- Investigating ATM and Credit Card skimming cases.
- Investigation of Money Laundering cases.

» Carrying out technical forensic investigations for Private sector organizations.

* Assisting government and private sector institutions to secure their operational
environment and secure their applications by performing information security policy
formulation workshops, network architecture reviews, consulting on secure network

and system design and system hardening.

TRAINING / EDUCATION SERVICES

In order to fulfil its mandate to create awareness and build information security skills
within the constituency; Sri Lanka CERT|CC continues to conduct and facilitate training
programs and education sessions targeting various audiences. This includes CIOs, Engineers,
System Administrators, Banking and Telecom Sector Staff, Students, and the General Public.

During the year 2015 Sri Lanka CERT|CC conducted the following awareness, training and
education programs successfully:

- Training sessions for police officers at the Police Training Academy and Police Training
College.

- Awareness session for judges.

- Regular press releases to the media about incidents and impending vulnerabilities.

- Awareness programs for School Teachers.

- Cyber Guardian e-newsletter distributed monthly through School Net. This is the
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fourth consecutive year of this circulation which is widely accepted and read.

- Train-the-trainer on-line safety awareness programs island wide in collaboration with
the Ministry of Education for IT Teachers of schools.

- Child on-line safety awareness presentations at private and government schools.

- Participating in regular radio programs, and in particular the “Subarathi” programme
conducted by the Sri Lanka Broadcasting Cooperation as part of Sri Lanka CERT’s
awareness creation campaign.

- Conducting regular training programmes for SOCO (Scene of Crime) officers at the
Police training college focussing on Cyber Crime first responder’s role.

- National Child Protection Authority - Member of the panel to develop a training
module for Ministry of Education for online safely.

- Awareness programs for high level government officers.

In addition, Sri Lanka CERT|CC staff has continued to assist in the delivery of courses in
computer security topics at tertiary education institutions.

Sri Lanka CERT|CC was involved in the coordination and organizing of First Responder
Training for law enforcement officers at Sri Lanka Police training college. Another training
workshop on Live Data Forensics was also conducted for the law enforcement officers of
Sri Lanka Police. These were funded by the Council of Europe project titled Global Action
Against Cybercrime (GLACY).

As a key strategy, Sri Lanka CERT uses publications developed in-house such as leaflets
and posters during public awareness sessions such as seminars, exhibitions and other forums.

PUBLICATIONS

Website

The Sri Lanka CERT|CC website publishes security related awareness bulletins for the
public via News Alerts and a Knowledge Base. Glossaries, Case Studies, Statistics and FAQs
are among some of the other published items.

E-mails

Sri Lanka CERT disseminates security related information via e-mail alerts to its
subscribers. Similarly, the Cyber Guardian e-newsletter that was initiated in mid-2010 is
distributed to alarge number of students by the Ministry of Education, through the SchoolNet
- the network connecting secondary schools in Sri Lanka.

Newspapers/media

Sri Lanka CERT|CC continues to educate the general public through the electronic and
print media about emerging cyber security threats and vulnerabilities with recommendations
on how to safeguard themselves against these attacks.
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OPERATIONAL SUPPORT PROJECTS
Sri Lanka CERT continues to maintain a sensor for the JPCERT/CC hosted TSUBAME

Internet Scan Data Acquisition System project.

EVENTS ORGANIZED / CO-ORGANIZED
SEMINARS & WORKSHOPS

e Cyber Security Week 2015;

Since 2008, Sri Lanka CERT | CC has been conducting an annual security awareness
programme titled Cyber Security Week (CSW). This international event attracted the
attention of the local as well as regional information security professionals.

Cyber Security Week 2015 was held in the month of November 2015, and featured a series
of events including the following;

- Annual National Conference on Cyber Security 2015.

- Four full-day Workshops for professionals, namely:

Technical workshop on“Internet Abuse Handling”
Technical workshop on“Network Security in depth”
Technical workshop on “Using Cuckoo Sandbox for Malware Analysis”

N X X

Technical workshop on “Run your own Honeypots”

- Hacking Challenge: Hacking Challenge is a contest for IT Professionals to attack or
defend an actual network within a given timeframe. The invited participants are
Technical Security Professionals, Network Administrators, System Administrators and

students following information security post-graduate courses.

- Information Security Quiz: This competition is open only to students of Sri Lankan
Universities and other tertiary education institutions. The objective of the quiz is
to assess the knowledge and to identify and reward the aspiring young information
security professionals.

All these events were well attended and were conducted by international industry experts.
The conference and the workshops also saw the participation of information security
professionals from APNIC, ICANN and Team Cymru.

- Application Security Awareness Session: A session on application security and CSSLP

conducted by (ISC)2.

- First Responder Training: A five day first responder training was conducted by Council
of Europe trainers for 15 local law enforcement officers.
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e Carrying out training sessions and presentations on Information security for SLAS (Sri
Lanka Administrative Services) officers at SLIDA

ACHIEVEMENTS

NATIONAL CYBER SECURITY STRATEGY

Sri Lanka CERT|CC commenced work on the first draft of the national cyber security
strategy for Sri Lanka during the year 2015. Stakeholder consultations have been initiated
in order to discuss this in detail with the relevant stakeholders during the year 2016 before

finalising it.

RESEARCH AND POLICY DEVELOPMENT

The initiation of the research arm of Sri Lanka CERT will add more value to our services in
the future. As a first step, the research team has conducted a pilot survey to assess the level
of cyber security awareness among citizens of Sri Lanka.

CERTIFICATION & MEMBERSHIP

Sri Lanka CERT continues to enjoy the benefits of membership to the following professional

security organizations;

a) Microsoft SCP (Security Cooperation Program).

b) Collaborative agreement with ITU Subsidiary “IMPACT”, where Sri Lanka CERT benefits
from receiving threat intelligence from the region and is also part of the global incident
response teams.

¢) International Information Systems Security Certification Consortium, Inc., (ISC)2.

d) Threat Intelligence from ShadowServer.

NEW SERVICES

SETTING UP SECTOR BASED CSIRTS

Sri Lanka CERT|CC initiated the setting up of sector-based Computer Security Incident
Response Teams (CSIRTs) in 2010. Typical sectors are Banking, Telecom, Defence and
Education.

The rationale for sector based CSIRT’s is to ensure that Sri Lanka CERT|CC remains a
small, focused national body that functions only as an incident escalation and coordination
point and ensures national readiness to tackle large scale incidents effectively.

Sri Lanka CERT|CC launched its first sector based CSIRT for the banking and finance
sector called “BankCSIRT” on 1st of July 2014. All of the banks operating in Sri Lanka have
joined as members of BankCSIRT and continuing its services with the regulatory blessings of
the Central Bank of Sri Lanka. Bank CSIRT is funded by member banks, hosted by the national
clearing house Lanka Clear and managed by a Steering Committee chaired by the Central
Bank of Sri Lanka. Sri Lanka CERT|CC serves as a member of the Steering Committee, and
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provides the necessary technical assistance.

Bank CSIRT continued to be in operation during the year 2015 and has successfully resolved
a number of security incidents reported by its members during the year. Bank CSIRTS core
objectives however remained the same i.e. sharing threat intelligence anonymously using
an information sharing platform, and adhering to a baseline information security standard
based on ISO 2700. Accordingly, Bank CSIRT continues to protect its constituency from
various security threats by taking proactive measures. In addition to its initial services, Bank
CSIRT introduced a basic Security Operations Centre (SOC) as an additional paid service to
the member banks during the year 2015.

NATIONAL CERTIFICATION AUTHORITY

The Electronic Transactions Act no. 19 of 2006 creates a foundation for the existence of
a national certificate authority. With the launch of e-Citizen services and the increased use
of online banking and other e-commerce facilities, the use of a digital ID is becoming more
important. While the Lanka Government Network (LGN) Certification Authority (CA) for
Government establishments and Lanka Sign CA (for Banks) exist, there is a lack of universal
acceptance of their certificates.

As a fully own subsidiary of ICTA, Sri Lanka CERT|CC was designated to function as the
implementation body for the National Certificate Authority (NCA) of Sri Lanka. The process
of setting up the NCA using the provisions granted under the above Act is on-going.

Sri Lanka CERT|CC has completed most of the hardware and software procurements and
configurations.

Since there were implementation delays due to lack of funding, NCA is expected to start
the operations during the year 2016.

INTERNATIONAL COLLABORATION

EVENT PARTICIPATION
e February 8th - 12th
ICANN 52|International public ICANN meeting, Singapore.
e May 26th -28th
CNCERT|CC Annual Conference.
Wuhan, China
e June 14th-19th
FIRST AGM and Annual Conference.
Berlin, Germany
e  June 15th-19th
OCTOPUS Conference.
Strasbourg, France
e September 6th — 10th
APCERT AGM and Conference.
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Kuala Lampur, Malaysia

e  QOctoberi2th - 14th
2nd PMAP Annual Conference.
Manila, Philippines

INTERNATIONAL INCIDENT COORDINATION

Sri Lanka CERT|CC actively participated in the APCERT Drill 2015 as the lead team in the
organizing committee, a player and an EXCON member.

In addition to the engagements with CERTSs in the Asia Pacific region, Sri Lanka CERT
has regular operational engagements with CERTs/Information security organizations in
other regions of the world and commercial establishments and solution providers (such as
Facebook, Google, Yahoo) to resolve phishing and identity theft incidents.

FUTURE PLANS

FUTURE PROJECTS

The following projects are either in the conceptual stage or just being initiated, and are
intended to serve the constituency directly;

e Development of National Cyber Security strategy (ongoing).

e Development and Implementation of a Security Operations Centre (SOC).

e Establishment of the National Certification Authority (ongoing).

e Establishment of sector based CSIRT's.

e  Cyber Security Week 2016.

FRAMEWORK

FUTURE OPERATIONS

This section details the changes anticipated in Sri Lanka CERT with regard to staff,

equipment and capabilities:

e Continue to recruit undergraduate placement students on internships on an annual
basis to enhance the information security capabilities of the younger generation.

e Continue to operate as a small focused group of professionals, but building sufficient
skills nationally to combat and prevent cyber-crime.

e Keep the staff up-to date on cyber security threats and technical knowhow by providing
adequate training.

e Conducting inter-organisational research in the area of cyber crime victimization
and user behavior (e.g. cross- cultural research) which will be useful in guiding policy
makers and the law enforcement.

e Expand the aforementioned 'cyber security awareness survey' into a national level
survey to gather data that could be useful in identifying training needs when educating
the public.
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CONCLUSION

Since its establishment in 2006, Sri Lanka CERT|CC has successfully increased the public’s
awareness of its presence and the nature of the activities it is involved in. It has been possible
to achieve this target through the use of seminars, conferences and the use of mass media.
This has led to an increase in the number of incidents reported and handled by Sri Lanka
CERT|CC in the past consecutive years.

During 2015, majority of the incidents reported to Sri Lanka CERT were related to social
networking sites and various malicious activities such as account hijacking and fake account
creation. These were typically motivated by revenge, extortion or malicious software
distribution.

All the events organized by Sri Lanka CERT during the year 2015 were very successful,
well attended and were high in demand. We will continue to conduct the Annual Cyber
Security Week and the Annual National Conference on Cyber Security. In the future, Sri
Lanka CERT|CC will find new ways to reach an even wider audience and maintain a calendar
of regularly running technical and management training workshops.

Sri Lanka CERT|CC shall continue to participate in regional events such as the Annual
APCERT cyber security drill and also welcomes opportunities to collaborate with its sister
CERTs in incident coordination and resolution.

Lack of explicit legal regulations regarding the responsibilities for notification, responding,
prevention and mitigation of cyber security incidents by the state institutions or companies
in the private sector is one of the main difficulties encountered in handling incident response
activities and real-time response to such incidents. In this context, we considered it necessary
to supplement the national legislation framework with the stipulations contained in certain
documents that are found at European level.

In this respect, one of the key achievements this year was Sri Lanka’s ratification of the UN
Electronic Communications Convention. This was another first for South Asia and ensures
greater legal certainty for e-Commerce and e-Business providers who will want to use Sri
Lankan law as the applicable law and ensure International validity for such e-Contracts.
Ratification of this Convention will also ensure legal validity for Electronic Bills of Lading and
other International legal instruments, enhancing the ability for Sri Lanka in its move towards
paperless trade facilitation, whilst further strengthening the use of Technology Neutral
authentication frameworks under National Certification Authority (NCA) Project.

The other key achievement in this respect was when the Government of Sri Lanka was
invited to accede to the Budapest Convention on Cyber Crime in February 2015. This is the
only international treaty seeking to address Internet and computer crime by harmonizing
national laws, improving investigative techniques, and increasing cooperation among nations.
In addition to harmonizing the domestic criminal law for offences connected to provisions in
the area of cyber-crime, the main benefit to Sri Lanka from this initiative was the setting up
of a fast and effective regime of international cooperation

In addition to securing Sri Lanka’s cyberspace, Sri Lanka CERT is committed to building
a secure information environment in the Asia Pacific region/world with the help of all the
CERTs and information security organizations through APCERT /FIRST.
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To the Shareholders of the
Lanka Government Information Infrastructure (Pvt) Ltd

Report of the Auditor General on the Financial Statements of the Lanka Government Information
Infrastructure (Pvt) Ltd for the year ended 31 December 2015

The audit of the financial statements of the Lanka Government Information Infrastructure (Pvt) Ltd for the
year ended 31 December 2015 comprising the statement of financial position as at 31 December 2015 and
the statement of comprehensive income, statement of changes in equity and cash flow statement for the year
then ended, and a summary of significant accounting policies and other explanatory information, was carried
out under my direction in pursuance of provisions in Article 154(1) of the Constitution of the Democratic
Socialist Republic of Sri Lanka. In carrying out this audit I was assisted by a firm of Chartered Accountants
in public practice.

Board’s Responsibility for the Financial Statements

The Board of Directors (“Board”) is responsible for the preparation and fair presentation of these financial
statements in accordance with Sri Lanka Accounting Standard and for such internal control as the Board
determines is necessary to enable the preparation of financial statements that are free from material
misstatements, whether due to fraud or error.

Auditor’s Responsibility

My responsibility is to express an opinion on these financial statements based on my audit. I conducted my
audit in accordance with Sri Lanka Auditing Standards. Those Standards require that I comply with ethical
requirements and plan and perform the audit to obtain reasonable assurance about whether the financial
statements are free from material misstatements.

An audit involves performing procedures to obtain audit evidence about the amounts and disclosures in the
financial statements. The procedures selected depend on the auditor’s judgment, including the assessment of
the risks of material misstatement of the financial statements, whether due to fraud or error. In making those
risk assessments, the auditor considers internal control relevant to the Company’s preparation and fair
presentation of the financial statements in order to design audit procedures that are appropriate in the
circumstances, but not for the purpose of expressing an opinion on the effectiveness of the Company’s
internal control. An audit also includes evaluating the appropriateness of accounting policies used and the
reasonableness of accounting estimates made by the Board as well as evaluating the overall presentation of
the financial statements.

I believe that the audit evidence 1 have obtained is sufficient and appropriate to provide a basis for my audit
opinion.
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Opinion
In my opinion, the financial statements give a true and fair view of the financial position of the
Lanka Government Information Infrastructure (Pvt) Ltd as at 31 December 2015 and its financial

performance and cash flows for the year then ended in accordance with Sri Lanka Accounting
Standards.

Report on Other Legal and Regulatory Requirements
As required by Section 163(2) of the Companies Act, No. 07 of 2007, I state the followings:
(a) The basis of opinion and scope and limitations of the audit are as stated above.
(b) In my opinion:
- I have obtained all the information and explanations that were required for the
audit and as far as appears from my examination, proper accounting records

have been kept by the Company.

- The financial statements of the Company comply with the requirements of
Section 151 of the Companies Act, No. 07 of 2007.

Report to Parliament

My report to Parliament in pursuance of provisions in Article 154(6) of the Constitution will be
tabled in due course.

H.M. Gamidi Wijesinghe
Auditor General
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To the Shareholders of the
Sri Lanka CERT (Pvt) Ltd

Report of the Auditor General on the Financial Statements of the Sri Lanka CERT (Pvt) Ltd for the
year ended 31 December 2015

The audit of financial statements of the Sri Lanka CERT (Pvt) Ltd for the year ended 31 December 2015
comprising the statement of financial position as at 31 December 2015 and the statement of comprehensive
income. statement of changes in equity and cash flow statement for the vear then ended. and a summary of
significant accounting policies and other explanatory information, was carried out under my direction in
pursuance of provisions in Article 154(1) of the Constitution of the Democratic Socialist Republic of Sri

Lanka. In carrying out this audit I was assisted by a firm of Chartered Accountants in public practice.

Board’s Responsibility for the Financial Statements

The Board of Directors (“Board”) is responsible for the preparation and fair presentation of these financial
statements in accordance with Sri Lanka Accounting Standard and for such internal control as the Board
determines is necessary to enable the preparation of financial statements that are free from material

misstatements, whether due to fraud or error.
Auditor’s Responsibility

My responsibility is to express an opinion on these financial statements based on my audit. I conducted my
audit in accordance with Sri Lanka Auditing Standards. Those standards require that 1 comply with ethical
requirements and plan and perform the audit to obtain reasonable assurance about whether the financial

statements are free from material misstatements.

An audit involves performing procedures to obtain audit evidence about the amounts and disclosures in the
financial statements. The procedures selected depend on the auditor’s judgment, including the assessment of
the risks of material misstatement of the financial statements, whether due to fraud or error. In making those
risk assessments, the auditor considers internal control relevant to the Company’s preparation and fair
presentation of the financial statements in order to design audit procedures that are appropriate in the

circumstances, but not for the purpose of expressing an opinion on the effectiveness of the Company’s
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internal control. An audit also includes evaluating the appropriateness of accounting policies used and the
reasonableness of accounting estimates made by the Board as well as evaluating the overall presentation of

the financial statements.

[ believe that the audit evidence I have obtained is sufficient and appropriate to provide a basis for my audit

opinion.

Opinion

In my opinion, the financial statements give a true and fair view of the financial position of the Sri
Lanka CERT (Pvt) Ltd as at 31 December 2015 and its financial performance and cash flows for

the year then ended in accordance with Sri Lanka Accounting Standards.
Report on Other Legal and Regulatory Requirements
As required by Section 163(2) of the Companies Act, No. 07 of 2007, I state the followings:
(a) The basis of opinion and scope and limitations of the audit are as stated above.
(b) In my opinion:
- I have obtained all the information and explanations that were required for the audit
and as far as appears from my examination, proper accounting records have been kept

by the Company.

- The financial statements of the Company comply with the requirements of Section 151
of the Companies Act, No. 07 of 2007.

Report to Parliament
My report to Parliament in pursuance of provisions in Article 154(6) of the Constitution will be tabled in due

course,

aLT
H.M. Gamini Wijesinghe

Auditor General

2015 ANNUAL REPORT | ICTA

127



S@&HMRSS 6cIEDHEDHDD

SEHSTUIMTONT SMevenl SFuS FHleneswidasenid
AUDITOR GENERAL’S DEPARTMENT

9o g CMU/A/ICTA/15/01 263 gumw 2o 4t December 2016
SN @v. £ 105 Bev. BaP
My No. } Your No. } Date }

To the Shareholders of the
Information Communication Technology Agency of Sri Lanka (Pvt) Ltd

Report of the Auditor General on the Consolidated Financial Statements of the Information
Communication Technology Agency of Sri Lanka (Pvt) Ltd. (the Company) and its Subsidiaries for
the year ended 31 December 2015

The audit of consolidated financial statements of the Information Communication Technology Agency of Sri
Lanka (Pvt) Ltd (the Company) and its Subsidiaries for the year ended 31 December 2015 comprising the
statements of financial position as at 31 December 2015 and the statements of comprehensive income,
statements of changes in equity and cash flow statements for the year then ended, and a summary of
significant accounting policies and other explanatory information, was carried out under my direction in
pursuance of provisions in Article 154(1) of the Constitution of the Democratic Socialist Republic of Sri

Lanka. In carrying out this audit I was assisted by a firm of Chartered Accountants in public practice.

Board’s Responsibility for the Financial Statements

The Board of Directors (“Board”) is responsible for the preparation and fair presentation of these
consolidated financial statements in accordance with Sri Lanka Accounting Standard and for such internal
control as the Board determines is necessary to enable the preparation of consolidated financial statements

that are free from material misstatements, whether due to fraud or error.
Auditor’s Responsibility

My responsibility is to express an opinion on these consolidated financial statements based on my audit. I
conducted my audit in accordance with Sri Lanka Auditing Standards. Those Standards require that I
comply with ethical requirements and plan and perform the audit to obtain reasonable assurance about

whether the consolidated financial statements are free from material misstatements.

An audit involves performing procedures to obtain audit evidence about the amounts and disclosures in the
consolidated financial statements. The procedures selected depend on the auditor’s judgment, including the
assessment of the risks of material misstatement of the consolidated financial statements, whether due to
fraud or error. In making those risk assessments, the auditor considers internal control relevant to the
group’s preparation and fair presentation of the consolidated financial statements in order to design audit

procedures that are appropriate in the circumstances, but not for the purpose of expressing an opinion on the

o 306/72, enGied o35, ddadade, @ G0, . - @w. 306/72, Quregnal aff, ugzropodme, @wmens.- No. 306/72, Polduwa Road, Battaramulla, Sri Lanka
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effectiveness of the group’s internal control. An audit also includes evaluating the appropriateness of
accounting policies used and the reasonableness of accounting estimates made by the Board as well as

evaluating the overall presentation of the consolidated financial statements.
Basis for Disclaimer of Opinion

Seventy nine per cent of non- current assets of the Company represent the computer hardware, software and
accessories purchased on behalf of other government agencies by utilizing public funds. Even though the
Company had played an intermediator roll in purchasing of those assets, they are not in the custody of the
Company and it had not beneficial ownership of them. The assets registers had not been maintained with
regard to those computers and accessories and no physical verification had been carried out for the year

under review by the Company. Hence, the existence of those assets cannot be ascertained in audit.
Opinion

Because of the significant matters described in the Basis for Disclaimer of Opinion paragraph, I am unable
10 obtain sufficient appropriate audit evidence to provide a basis for my audit opinion. Accordingly, 1 do not

express an opinion on these financial statements.

Report on Other Legal and Regulatory Requirements

As required by Section 163(2) of the Companies Act, No. 07 of 2007, I state the following:
(a) The basis of opinion and scope and limitations of the audit are as stated above.
(b) In my opinion:
- 1 have obtained all the information and explanations that were required for the audit
and as far as appears from my examination, proper accounting records have been kept

by the Company.

-~ The financial statements of the Company comply with the requirements of Section 151
and 153 of the Companies Act, No. 07 of 2007.

Report to Parliament

My report to Parliament in pursuance of provisions in Article 154(6) of the Constitution will be tabled in due

course.

H.M.Gamini Wijesinghe

Auditor General
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LANKA GOVERNMENT INFORMATION INFRASTRUCTURE (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2015

3.7.Retirement Benefit Obligations
a) Defined Benefit plan- Gratuity
Gratuity is a defined benefit plan. The company is liable to pay gratuity in terms of the
relevant statute. in order to meet this liability, a provision is carried forward in the balance
sheet, equivalent to an amount calculated based on a half month’s salary of the last month of
the financial year of all employees for each completed year of service, commencing from
the first year of service. The resulting difference between brought forward provision at the
beginning of a year net of any payments made, and the carried forward provision at the end
of a year is dealt with in the Statement of Comprehensive Income.

Defined Contribution Plans-Employees' Provident Fund & Employees’ Trust Fund
Employees are eligible for Employees’ Provident Fund contribution and Employees’ Trust
Fund Contribution in line with the respective statutes and regulations. The Company
Contributes 12% and 3% of gross emoluments of employees to Employees’ Provident Fund
and Employees’ Trust Fund respectively.

3.8.Grants & Subsidies
Grants are recognized where there is reasonable assurance that the grant will be received and
all attaching conditions are complied with. When the grant relates to an expense item, it is
recognized as income over the period necessary to match the grant on a systematic basis to the
costs that it is intended to compensate. Where the grant relates to an asset, it is set up as
deferred income. Where the company receives non-monetary grant, the asset and that grant are
recorded at nominal amounts and released to the Statement of Comprehensive Income over the

expected useful life of the relevant asset by equal installments.
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LANKA GOVERNMENT INFORMATION INFRASTRUCTURE (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2015

3.9.Revenue Recognition
In consultation with the Sri Lanka Accounting and Auditing Standards Monitoring Board and
in accordance with the requirements of LKAS -20- Accounting for Government Grants and
Disclosure of Government Assistance, the company recognized during the year as income and

the outlays on project implementation and Project Infrastructure & Support Services as

expenditure.
3.10. Interest

Revenue is recognized on a time proportion basis that takes in to accounts the effective interest

rate on asset.

3.11. Other
Other income is recognized on accrual basis.

10
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Gunasekara Rathnayake & Co.

LANKA GOVERNMENT INFORMATION INFRASTRUCTURE (PVT) LTD

NOTES TO THE STATEMENT OF COMPREHENSIVE INCOME

FOR THE YEAR ENDED 31ST DECEMBER 2015
{ALL FIGURES ARE IN SRI LANKAN RUPEES)

2015 2014
NOTE 04 REVENUE
Grant Income - LGII 114,387,835 142,751,053
Deferred Grant Income 82,819,479 47,185,742
197,207,314 189,936,795
NOTE 05 M 1 E
Local (Firms & Individuals) 32,856,307 29,557,538
Other Consultancy 235,343 -
Provision for Gratuity 354,750 -
Overtime 203,121 =
Travelling Allowances 3,307,975 3,349,763
Connectivity Expenses 143,512,549 128,473,826
Advertising - Print Media - 123,760
Advertising - Electronic Media 19,640 -
Motor Vehicle Rent & Hire 142,448 524,059
Travelling Expenses-Foreign - 284
Meeting Expenses - 20,250
Depreciation 10,143,246 12,670,243
Printing - 47,323
Training 5,225 40,000
o 190,780,604 174,807,045
NOTE 06 Net Surplus from Grant Activities
Stated after Charging/(Crediting) the Following
Secretarial Charges - 58,000
Subscription - 266,496
Audit Fee 150,000 150,000
NOTE 07 NON-GRANT INCOME
Tender Document fee-LGII 12,500 20,000
Sale of LGN Assets - 767,601
Mobile Receipts 24,188 18,568
Sundry Expense - (591,736)
36,688 214,433
===

n

2015 ANNUAL REPORT | ICTA




Gunasekara Rathnayake & Co

LANKA GOVERNMENT INFORMATION INFRASTRUCTURE (PVT) LTD
NOTES TO THE STATEMENT OF FINANCIAL POSITION

AS AT 31ST DECEMBER 2015
(ALL FIGUERS ARE IN SRI LANKAN RUPEES)

NOTE 08 PROPERTY, PLANT & EQUIPMENT

Balance as .
con 5 ions e Pt
8.1 01.01.2015 ransie .
Computers 20,432,210 520,562 - 20,952,772
LGN Equipment 56,260,090 - - 56,260,090
Office Equipment 127,540 - - 127,540
76,819,840 520,562 - 77,340,402
8.2 Balance as Balance as
Accumulated Depreciatior at Et:':r,f,:::r gipnfii 1: at
01.01.2015 31.12.2015
Computers 5,828,722 2,920,698 . 8,749,420
LGN Equipment 20,253,632 7,201,292 - 27,454,924
Office Equipment 21,257 21,257 - 42,513
26,103,611 10,143,246 - 36,246,857
2015 2014
8.3 Net Book Value
Computers 12,203,352 14,603,488
LGN Equipment 28,805,166 36,006,458
Office Equipment 85,027 106,283
41,093,545 50,716,229
12 Audited Financial Statements 2015
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Gunasekara Rathnayake & Co

LANKA GOVERNMENT INFORMATION INFRASTRUCTURE (PVT) LTD

NOTES TO THE STATEMENT OF FINANCIAL POSITION

AS AT 315T DECEMBER 2015
{ALL FIGURES ARE IN SRI LANKAN RUPEES)

NOTE 09 OTHER RECEIVABLES

Receivables

Prepayments
Deposits

NOTE 10 AMOUNT DUE FROM RELATED PARTY

ICT Agency of Sri Lanka (Pvt) Lid

NOTE 11 CASH AND CASH v
Cash at Bank

NOTE 12 RETIREMENT BENEFITS
Balance as at 1st January
Charge for the Year
Balance as at 31st December

The gratuity liability is neither externally funded nor actuarially valued.

NOTE 13 DIFFERED LIABILITY FOR GRANT ASSETS

Amount Recognized as at 01st January
Prior Year Adjustments

Income Deferred during the Year
Transferred to Income Statement
Balance as at 31st December

13

136 2015 ANNUAL REPORT | ICTA

2015 2014
40,417 40,417
700,729 445,729
33,000 33,000
774,146 519,146
247,480,481 8,399,191
247,480,481 8,399,191
7,386,561 37,378,370
7,386,561 37,378,370
439,000 439,000
354,750 -
793,750 — 439,000
(3,339,871) (13,403,077)
(123,342,987) -
(126,682,858) (13,403,077)
210,021,277 57,248,947
(82,819.479) (47,185,742)
518,940 (3,339,871)
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Gunasekara Rathnayake & Co.

LANKA GOVERNMENT INFORMATION INFRASTRUCTURE (PVT) LTD
NOTES TO THE STATEMENT OF FINANCIAL POSITION

AS AT 315ST DECEMBER 2015
{ALL FIGURES ARE IN SRI LANKAN RUPEES)
2015 2014
NOTE 14 OTHER PAYABLES
Creditors 210,021,277 .
Accruals 1,939,987 16,489,715

211,961,264 16,489,715

NOTE 15 RELATED P ISCLOSURES
Related Party
ICT Agency of Sri Lanka (Pvt) Ltd

Relationship
Parent Company

Nature of Transaction

Balance as at 1st January 8,399,191 8,399,191
Expenses borne by the Company 239,081,290

Amount received from the Related Party - .
Balance as at 315t December 247,480,481 8,399,191

15.1  Transactions with key management personnel of the company.

According to LKAS 24 'Related Party Disclosures', Key Management personnel are those
having authority and responsibility for planning, directing and controlling the activities of

the entity.
2015 2014
Key Management Personnel Compensation - 20,250
- 20,250

NOTE 16 EVENTS OCCURING AFFTER THE REPORTING PERIOD

There have been no material events occurred after the reporting date that require
adjustments to or disclosure of the financial statements.

NOTE 17 COMMITMENTS AND CONTINGENCIES

17.1 Commitments
There were no capital expenditure or financial commitments outstanding at the reporting date

17.2 Contingencies
There were no significant contingent liabilities as at reporting date,

14 Audited Financial Statements 2015
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Gunasekara Rathnayake & Co

LANKA GOVERNMENT INFORMATION INFRASTRUCTURE (PVT) LTD
STATEMENT OF COMPREHENSIVE INCOME

FOR THE YEAR ENDED 315T DECEMBER 2015
(ALL FIGURES ARE IN SRI LANKAN RUPEES)

NOTE 2015 2014
Revenue
Grant Income 4 197,207,314 189,936,795
Expenses
Project Implementation Expenses 5 (190,780,604) {174,807,045)
Project Infrastructure & Support Services (6,426,710) (15,129,750)
Met Surplus /(Deficit) on Grant Activities 6 -
Mon-Grant Income/{Expenses) 7 36,688 214,433
Net Surplus/({Deficit) on Non-Grant Activities 36,688 214,433

The accounting policies and notes form an integral part of the Financial Statements.

1 Audited Financial Statements 2015
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Gunasekara Rathnayake & Co

LANKA GOVERNMENT INFORMATION INFRASTRUCTURE (PVT) LTD

STATEMENT OF FINANCIAL POSITION

AS AT 31ST DECEMBER 2015

(ALL FIGURES ARE IN SRI LANKAN RUPEES)

Assets
Non-Current Assets
Property, Plant & Equipment

Current Assets

Other Receivables

Amounts due from Related Party
Cash & Cash Equivalents

Total Assets

Equity & Liabilities
Stated Capital
Accumulated Surplus

Non-Current Liabilities
Retirement Benefit
Deferred Revenue for Grant Assets

Current Liabilities
Assets Grant from ICTA
Other Payables

Total Equity & Liabilities

NOTE 2015 2014
8 41,093,545 50,716,229
41,093,545 50,716,229
9 774,146 519,146
10 247,480,481 8,399,191
11 7,386,561 37,378,370
255,641,188 46,296,706
296,734,733 97,012,935
10 10
27,200,679 27,163,991
27,200,689 27,164,001
12 793,750 439,000
13 518,940 (3,339,871)
1,312,690 (2,900,871)
56,260,090 56,260,090
14 211,961,264 16,489,715
268,221,354 72,749,804
269,534,044 69,848,933
296,734,733 97,012,935

The Accounting Policies and notes form an integral part of the Financial Statements,

The Board of Directors is responsible for the preparation of these Financial Statements.

Signed and on behalf of the board by;

Chiel Executive Officer

mﬁﬂﬂ i:’t E

_IPII'P:I ml‘ﬁl“
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Gunasakara Ralhnayake & Co

LANKA GOVERNMENT INFORMATION INFRASTRUCTURE (PVT) LTD

STATEMENT OF CHANGES IN EQUITY

FOR THE YEAR ENDED 31ST DECEMBER 2015
{ALL FIGURES ARE IN SRI LANKAN RUPEES)

Accumulated
Stated Capital Surplus Total
As at 31st December 2013 10 18,550,368 18,550,378
Surplus for the Year 214,433 214,433
Prior Year Adjustment - 8,399,191 8,399,191
As at 31st December 2014 N 10 _ 27,163,991 = 27,164,001
Surplus for the Year 36,688 36,688

As at 31st December 2015 10

27,200,679 _ 27,200,689

The accounting policies and notes form an integral part of the Financial Statements.
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Gunasekara Rathnayake & Co

LANKA GOVERNMENT INFORMATION INFRASTRUCTURE (PVT) LTD

CASH FLOW STATEMENT

FOR THE YEAR ENDED 31ST DECEMBER 2015
(ALL FIGUERS ARE IN SRI LANKAN RUPEES)

Cash Flows from Operating Activities
Surplus/(Deficit) for the Year

Adjustments for;

Prior Year Adjustment 13
Depreciation

Provision for Gratuity

Deferred Revenue for Grant Assets Adjustment 13

Working Capital Changes

Decrease/(Increase) in Other Receivables

Increase/ (Decrease) in Other Payables
Increase/(Decrease)Amount due to Related Parties

Net Cash Generated (Used in) from Operating Activities

Cash Flows from Investing Activities
Additions to Property, Plant & Equipment
Grant Received (Income Deferred during the Year 13

Net Cash Generated (Used in) from Investing Activities

Net Cash Generated (Used in) during the Year
Cash & Cash Equivalents as at the beginning of the Year

Cash & Cash Equivalents as at the End of the Yea 11

2015

36,688

(123,342,987)
10,143,246
354,750

(82,819,479)

014

214,433

8,399,191
12,670,243

(47,185,742)

(195,627,782)

(25,901,876)

(255,000) (220,383)
195,471,548 1,149,600
(239,081,290) (8,399,191)
(239,492,523) (33,371,850)

(520,562) (183,540)
210,021,277 57,248,947
209,500,715 57,065,407
(29,991,809) 23,693,558

37,378,370 13,684,812
7,386,561 37,378,370

Audited Financial Statements 2015
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LANKA GOVERNMENT INFORMATION INFRASTRUCTURE (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2015

1. CORPORATE INFORMATION

1.1. General
Lanka Government Information Infrastructure (Pvt) Ltd. (LGII) was established under
company's act of 2007 in July 2011 under ICT Agency, and operations by this subsidiary
started in 2012,

1.2. Principle Activities and Nature of Operations
The company provides all information and assistance for the formulation of the Mational Policy
on Information Communication Technology and assists the Cabinet of Ministers & Inter

Ministerial Committee on Information Communication Technology.

1.3. Date of Authorization for Issue
The financial statements of Lanka Government Information Infrastructure (Pvt) Ltd For the year
ended December 31, 2015 was authorized for issuance by the directors on 30™ September 2016.

2. BASIS OF PREPARATION

The financial statements which have been presented in Sri Lankan Rupees have been prepared on a

historical cost basis.

2.1.Statement of compliance

The consolidated financial statements of Information &Communication Agency of Sri Lanka (Pvt)
Ltd and its subsidiaries have been prepared and presented in compliance with the Sri Lanka
Accounting Standards and Companies Act. No 07 of 2007,
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LANKA GOVERNMENT INFORMATION INFRASTRUCTURE (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2015

2.2. Use of Estimates & Judgements

The preparation of financial statements in conformity with Sri Lanka Accounting Standards
requires management to make judgements, estimates and assumptions that affect the application of
accounting policies and the reported amounts of assets, liabilities, income and expenses.

The estimates and underlying assumptions are based on historical experience and various other
factors that are believed to be reasonable under the circumstances, the results of which form the
basis of making the judgements about the carrying amount of assets and liabilities that are not
readily apparent from other sources.

The estimates and underlying assumptions are reviewed on an ongoing basis. Revisions to
accounting estimates are recognized in the period in which the estimate is revised, if the revision
affects only that period or.in the period of the revision and future periods if the revision affects
both current and future periods.

3. SUMMARY OF SIGNIFICANT ACCOUNTING POLICIES

3.1.Foreign Currency Translation
The financial statements are presented in Sri Lankan Rupees, which is the company’'s
functional and presentation currency. Transactions in foreign currencies are initially recorded
at the functional currency rate ruling at the date of the transaction. Monitory assets and
liabilities denominated in foreign currencies are retranslated at the functional currency rate of
exchange ruling at the reporting date. All differences are taken to Statement of Comprehensive
Income. Non- monetary items that are measured in terms of historical cost in a foreign
currency are translated using the exchange rates as at dates of the initial translations. Non-
monetary items measured at fair value in a foreign currency are translated using the exchange
rates at the date when the fair value was determined.

3.2.0ther Receivables

Other Receivables and dues from related Parties are recognized at Cost.
6
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LANKAGOVERNMENT INFORMATION INFRASTRUCTURE (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2015

3.3.Cash & Cash Equivalents
Cash &Cash Equivalents are cash in hand, demand deposits and short-term highly liquid
investments, readily convertible to known amounts of cash and subject to insignificant risk of
changes in value.

For the purpose of cash flow statement, cash and cash equivalents consist of cash in hand and
deposits in banks net of outstanding bank overdrafts. Investment with short maturities i.e. three
months or less from the date of acquisition is also treated as cash equivalents.

J.4.Property, Plant and Equipment
Property, plant and equipment is stated at cost excluding the costs of day today servicing, less
accumulated depreciation and accumulated impairment in value. Such cost includes the cost of

replacing parts of the plants and equipment when that cost is incurred, if the recognition
criteria are met.

Depreciation is calculated on Reducing Balance Method at the following rates.

Asset Depreciation rate
Furniture Fittings & Equipment 20%
Office Equipment 20%
Computers 20%
7
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LANKA GOVERNMENT INFORMATION INFRASTRUCTURE (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2015

3.5.Intangible Assets
Intangible Assets are recognized, if it is probable that economic benefits are attributable to the
assets will flow to the entity and cost of the assets can be measured reliably,

3.5.1. Software and Publication

All computer software costs incurred, which are not internally related to associate hardware,
which can be clearly identified, reliably measured and it’s probable that they will lead to future
economic benefits, are included in the Statement of Financial Position under the category of
intangible assets and carried at cost less accumulated amortization and any accumulated

impairment losses.

3.5.2.5ubsequent Expenditure
Expenditure incurred on software is capitalized, only when it increases the future economic
benefits embodied in the specific asset to which it relates. All other expenditure is recognized ir

profit or loss as incurred.

3.5.3.Amortization
Amortization is calculated on reducing Balance Method at the following rate.

Asset Amortization rate
Software and publication 20%
3.6.Investments

Current investments are carried at market value.
Unrealized gains and losses on current investments carried at market value are recognized as

income or expense,
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SRI LANKA CERT (PRIVATE) LIMITED

FINANCIAL STATEMENTS

2015

GUNASEKARA RATHNAYAKE & COMPANY
Chartered Accountants

65/3, Sir Chittampalam A Gardiner Mw, Colombo - 02.
Tel: 011-2335194, Fax: 011-2473833
E-mail: komseky@gmail.com
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SRI LANKA CERT (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2015

3.5.2.Subsequent Expenditure

Expenditure incurred on software is capitalized, only when it increases the future economic
benefits embodied in the specific asset to which it relates. All other expenditure is recognized in
profit or loss as incurred.

3.5.3. Amortization

Amortization is calculated on reducing Balance Method at the following rate.

Asset Amortization rate
Software and publication 20%
3.6.Investments

Current investments are carried at market value.

Unrealized gains and losses on current investments carried at market value are recognized as
income or expense.

3.7.Retirement Benefit Obligations
a) Defined Benefit plan- Gratuity

Gratuity is a defined benefit plan. The company is liable to pay gratuity in terms of the relevant
statute. in order to meet this liability, a provision is carried forward in the Statement of Financial
Position, equivalent to an amount calculated based on a half month’s salary of the last month of the
financial year of all employees for each completed year of service, commencing from the first year
of service. The resulting difference between brought forward provision at the beginning of a year

net of any payments made, and the carried forward provision at the end of a year is dealt with in the

Statement of Comprehensive Income.

d
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SRI LANKA CERT (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2015

b) Defined Contribution Plans-Employees’ Provident Fund & Employees’ Trust Fund
Employees are eligible for Employees’ Provident Fund contribution and Employees’ Trust
Fund Contribution in line with the respective statutes and regulations. The Company
Contributes 12% and 3% of gross emoluments of employees to Employees’ Provident Fund
and Employees’ Trust Fund respectively.

3.8.Grants & Subsidies
Grants are recognized where there is reasonable assurance that the grant will be received and
all attaching conditions are complied with. When the grant relates to an expense item, it is
recognized as income over the period necessary to match the grant on a systematic basis to the
costs that it is intended to compensate. Where the grant relates to an asset, it is set up as
deferred income. Where the company receives non-monetary grant, the asset and that grant are
recorded at nominal amounts and released to the Statement of Comprehensive Income over the

expected useful life of the relevant asset by equal installments.

3.9.Revenue Recognition
In consultation with the Sri Lanka Accounting and Auditing Standards Monitoring Board and
in accordance with the requirements of LKAS -20- Government Grants and Disclosure cf
Government Assistance, the company recognized during the year as income and the outlays on

project implementation,

3.10. Interest
Revenue is recognized on a time proportion basis that takes in to accounts the effective interest

rate on asset.

3.11. Other

Other income is recognized on accrual basis.
10
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Gunasekara Rathnayake & Co.

SRI LANKA CERT (PRIVATE) LIMITED
NOTES TO THE STATEMENT OF COMPREHENSIVE INCOME

FOR THE YEAR ENDED 31ST DECEMBER 2015
(ALL FIGURES ARE IN SR1 LANKAN RUPEES)

2015 2014
NOTE (04 REVENUE
Grant Income - Treasury 25,883,651 25,200,919
Deferred Grant Income 1,302,720 1,691,800
27,186,371 26,892,719
NOTE 05 PROJECT IMPLEMENTATION EXPENSES
Consultants-Local (Firms & Individuals) 15,148,575 12,592,238
Other Consultancy 479,606 395,333
Provision for Gratuity - 1,555,000
Travelling Allowances 1,857,500 2,100,000
Connectivity Expenses 1,620,526 1,376,456
Events & Seminar . (239,401) 291,075
Advertising - Printed Media 152,126 .
Advertising - Electric Media 4,800
Over Time 31,063 -
Training Expenses 812,349 587,181
Motor Vehicle Rent & Hire . 226312
Travelling Expenses 1,534,160 1,101,896
Printing - 22,500
Depreciation & Amortization 1,302,720 1,541,800
Meeting Expenses - 20,250
22,704,023 21,810,041
NOTE 06 Net Surplus from Grant Activities
Stated after Charging/(Crediting) the Following
Secretarial charges - 71,860
Sponsorships /Subscriptions to Organizations - -
Audit Fee 150,000 150,000
NOTE 07 NON-GRANT INCOME/(EXPENSE)
Other Revenue 8,523,738 7,323,320
Medical Expense - 15,000
Sundry Income /{Expense) 60,817 (424,061)
Bank Charges - (500)
8,584,555 6,913,760

1 Audited Fina
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SRI LANKA CERT (PRIVATE) LIMITED

Gunasekara Rathnayake & Co

NOTES TO THE STATEMENT OF FINANCIAL POSITION

AS AT 31ST DECEMBER 2015

{ALL FIGURES ARE IN SR1 LANKAN RUPEES)

NOTE 8

8.1

8.2

IPMENT
WNtaa Balance as at
Cost at Additions Disposals/ ¥1.12.2018
01.01.2015 Transfers Lok
Furniture and Fittings 2,999,607 a 2,999,607
Office Equipment 401,725 - 401,723
Computers 9,897,303 - {60.817) 0,836,486
Attendance System 126,464 - 126,464
13,425,099 - (60,817) 13,364,281
Balance as
Accumulated Depreciation at (i::rYg:af:r ?:i?‘:i::f B; :a:;;;::l
01.01.2015 e
Furniture and Fittings 1,759,108 248,100 2,007,208
Office Equipment 225415 35,262 . 260,677
Computers 5.443.241 890,812 (60,817) 6,273,238
Anendance System 74,551 10,383 - 84,934
7,502,315 1,184,557 (60.817) 8,626,056
Net Book Value 2015 2014
Furniture and Fittings 992,399 1,240,499
Office Equipment 141,048 176,310
Computers 3,563,248 4,454,062
Attendance System 41,530 51,913
4,738,225 5,922,784
12 Audited Financial Staterments 2015
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SRI LANKA CERT (PRIVATE) LIMITED

Gunasekara Rathnayake & Co

NOTES TO THE STATEMENT OF FINANCIAL POSITION

AS AT 31ST DECEMBER 2015
{ALL FIGURES ARE IN SRI LANKAN RUPEES)

NOTE 09 INTANGIBLE ASSETS

Balance as

- Disposals/ Balance as at
9.1 Cost at Additions
01.01.2015 Transfers 31.12.2015
Software and Publications 2,826,317 2,826,317
2,826,317 2,826,317
Balance as ,
9.2 Accumulated Depreciation at ﬁ::?::ﬂr 3:;':::_:: B;lilaln;;:: ;t
01.01.2015 f e
Software and Publications 2,235,503 118,163 2,353,666
2,235,503 118,163 2,353,666
9.3 Carrying Value 2015 2014
Software and Publications 472,653 590,816
472,653 590,816
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Gunasekara Rathnayake & Co

SRI LANKA CERT (PRIVATE) LIMITED
NOTES TO THE STATEMENT OF FINANCIAL POSITION

AS AT 315T DECEMBER 2015
(ALL FIGURES ARE IN SRI LANKAN RUPEES)
2015 2014
NOTE 10 OTHER RECEIVABLES
Receivables 5,157,279 5,157,279
Prepayments 2,247,344 1,606,070
Deposits 18,000 18,000
7,422,622 6,781,348
NOTE 11 AMOUNTS DUE FROM RELATED PARTY
ICT Agency of Sri Lanka (Pvt) Lid. 8,913,595 5,669,630
8,913,595 5,669,630
NOTE 12 CASH AND CASH EQUIVALENTS
Cash at Bank ' 21,443,957 21,265,768
21,443,957 21,265,768
NOTE 13 STATED CAPITAL
Fully Paid Ordinary Shares 20 20
20 20
NOTE 14 RETIREMENT BENEFITS
Balance as at 01st January 5,317,500 3,762,500
Charge for the Year (2,095,000) 1,555,000
Payments - -
Balance as at 315t December 3,222,500 5,317,500

The gratuity liability is neither externally funded nor actuarially valued.

NOTE 15 DEFERRED LIABILITY FOR G T ASSETS

Amount Recognized as at 01st January 12,545,132 6,909,500
Prior Year Adjustment (2,937,831) -
9,607,301 6,909,500
Income Deferred during the Year - 7,327,432
Transferred to Income Statement (1,302,720} (1,691,800)
Balance as at 31st December 8,304,581 12,545,132

14 Audited Financial Statements 2015
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Gunasekara Rathnayake & Co

SRI LANKA CERT (PRIVATE) LIMITED

NOTES TO THE STATEMENT OF FINANCIAL POSITION

AS AT 31ST DECEMBER 2015
(ALL FIGURES ARE IN SRI LANKAN RUPEES)

015 014
NOTE 16 OTHER PAYABLES
Accruals 769,021 257,319
769,021 257,319
NOTE 17 RELATED PARTY DISCLOSURES
17.1  Details of significant related party disclosures are as follows:
Related Party
ICT Agency of Sri Lanka (Pvt) Ltd
Relationship
Parent company
MNature of Transaction
Balance as at 01st January 5,669,630 5,669,630
Expenses borne by the company 3,243,965 -
Amount received from the related party - -
Balance as at 3 1st December 8,913,595 5,669,630

17.2  Transactions with key management personnel of the company.

According to LKAS 24 'Related Party Disclosures', Key Management personnel are
those having authority and responsibility for planning, directing and controlling the

activities of the entity.

2015 2014
Key Management Personnel Compensation
Short-Term Employee Benefits - 20,250
- 20,250.00
15 Audited Financial Statements 2015
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Gunasekara Rathnayake & Co

SRI LANKA CERT (PRIVATE) LIMITED
NOTES TO THE STATEMENT OF FINANCIAL POSITION

AS AT 31ST DECEMBER 2015
(ALL FIGURES ARE IN SRI LANKAN RUPEES)

NOTE 18 EVENTS OCCURING AFFTER THE REPORTING PERIOD

There has been no material event occurred after the reporting date that require
adjustments to or disclosure of the financial statements.

NOTE 19 COMMITMENTS AND CONTINGENCIES

19.1 Commitments
There was no capital expenditure or financial commitment outstanding at the
reporting date.

19.2  Contingencies
There was no significant contingent liability as at reporting date.

16 Auditad Financial Statements 2015
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Gunasekara Rathnayake & Co

SRI LANKA CERT (PRIVATE) LIMITED
STATEMENT OF COMPREHENSIVE INCOME

FOR THE YEAR ENDED 31ST DECEMBER 2015
(ALL FIGURES ARE IN SRI LANKAN RUPEES)

NOTE 2015 2014
Revenue
Grant Income 4 27,186,371 26,892,719
Expenses
Project Implementation Expenses 5 (22,704,023) (21,810,041)
Praject Infrastructure & Support Services (4,482,349) (5,082,678)
Net Surplus on Grant Activities & - -
Mon-Grant Income/(Expenses) 7 8,584,555 6,913,760
Net Surplus/{Deficit) on Non-Grant Activities 8,584,555 6,913,760

The accounting policies and notes form an integral part of the Financial Statements,

1 Audited Financial Statements 2015
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Gunasekera Rathnayake & Co

SRI LANKA CERT (PRIVATE) LIMITED
STATEMENT OF FINANCIAL POSITION

AS AT 31ST DECEMBER 2015
{(ALL FIGURES ARE IN SR] LANKAN RUPEES)
NOTE 2015 2014
Assets
Non-Currenit Assets
Property, Plant & Equipment 8 4,738,225 5,922,784
Intangible Assets 9 472,653 590,816
5,210,879 6,513,600
Current Asseis
Other Receivables 10 7422622 6,781,348
Amounts Due from Related Party 11 8,913,595 5,669 630
Cash & Cash Equivalents 12 21,443,957 21,265,768
37,780,175 33,716,746
Total Assets 42,991,053 40,230,346
Equit
Stated Capital 13 20 20
Accumulated Surplus 30,694,931 22,110,376
Total Equity 30,694,951 22,110,396
MNon-Current Linbilities
Retirement Benefit 14 3,222,500 5,317,500
Deferred Revenue for Grant Assets 15 8,304,581 12,545,132
11,527,081 17,862,632
Current Liabilities
Trade & Other Payables 16 769,021 257319
769,021 257319
Total Equity & Liabilities 42,991,053 40,230,346

The Accounting Policies and notes on pages 8 through 14 form an integral part of the Financial Statements.

Chief Executive Officer
LAL DIAS
Chief Executive Officer
SRl LANKA CE_RT'CC
Room Mo, 4 - 112, BMICH

Bauddhaloka Mawatha
Colombo 07

2 Audited Financial Siaterments 2015
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Gunasekara Rathnayake & Co

SRI LANKA CERT (PRIVATE) LIMITED
STATEMENT OF CHANGES IN EQUITY

FOR THE YEAR ENDED 31ST DECEMBER 2015
(ALL FIGURES ARE IN SRI LANKAN RUPEES)

Accumulated

Stated Capital Surplus Total
As at 31st December 2013 20 15,196,616 15,196,636
Surplus for the Year - 6,913,760 6,913,760
As at 31st December 2014 20 22,110,376 22,110,396
Surplus for the Year - 8,584,555 8,584,555
As at 31st December 2015 20 30,694,931 30,694,951

The accounting policies and notes form an integral part of the Financial Statements.
Figures in brackets indicate deductions.

3 Audited Financial Statements 2015
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SRI LANKA CERT (PRIVATE) LIMITED

Gunasekara Rathnayake & Co

CASH FLOW STATEMENT

FOR THE YEAR ENDED 31ST DECEMBER 2015
{ALL FIGURES ARE IN SRI LANKAN RUPEES)

Cash Flows from Operating Activities
Surplusf{Deficit) for the Year

Adjustments for;

Depreciation

Amortization

Gratuity

Profit from Disposal of the Assets

Deferred Revenue for Grant Assets Adjustment

Working Capital Changes
Decrease/(Increase) in Other Receivables
Decrease/(Increase) in Other Payables
Decrease/(Increase)in Related Parties

Net Cash Generated (Used in) from Operating Activities

Cash Flows from Investing Activities
Additions to Property, Plant & Equipment

Cash Received from Sale of the assets
Net Cash Generated (Used in) from Investing Activities

Net Cash Generated (Used in) during the Year

Cash & Cash Equivalents as at the beginning of the Year

Cash & Cash Equivalents as at the End of the Year

Note

12

2015 2014
8,584,555 6,913,760
1,184,557 1,394,005
118,163 147,704
(2,095,000} 1,555,000
(60,817) -
(4,240,551) 5,635,632
3,490,907 15,646,191
(641,274) (593,202)
311,703 (626,753)
(3,243,965) -
117,372 14,426,235
(1,145,900)
60,817
60,817 (1,145,900}
178,189 13,280,335
21,265,768 7,985,432
21,443,957 21,265,768
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SRI LANKACERT (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2015

1. CORPORATE INFORMATION

1.1. General
Sri Lanka CERT (Pvt) Ltd was established in June 2006 as an affiliate of ICTA to be the
national centre for cyber security. Sri Lanka CERT has been mandated to be the focal point for
preventing, protecting against and responding to cyber security threats and vulnerabilities in Sri
Lanka's ICT infrastructure and to liaise with all Government Organizations, Private Sector,
Academia and Non- Governmental Organizations to disseminate information relating to
potential Cyber Security threats and providing assistance to mitigate such incidents. Prior to
June 2006, the initial activities relating to Cyber Security were carried as a programmed activity
of the ICTA.
By virtue of Information and Communication Technology Act No. 27 of 2003 (as amended by

Act No: 33 of 2008, the company was empowered to implement its objectives.

1.2. Principle Activities and Nature of Operations
Sri Lanka CERT activities include;

* Responsive services such as incident handling that involves responding to a request or
notification by a constituent that an unusual event has been detected, which may be
affecting the performance, availability or stability of the services or cyber systems
belonging to that constituent.

*  Awareness services, such as conducting of cyber security awareness programs for the
general public including school children, and the conduct of seminars, conferences and
workshops for professionals in both the state and private sectors and maintaining an up
to date knowledge base relating to cyber security in the Sri Lanka CERT website,

= Provision of consultancy services such as digital forensics investigations, vulnerability
assessments, network security assessments, and information security policy development

and implementation.

160 2015 ANNUAL REPORT | ICTA



SRI LANKA CERT (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2015

1.3. Date of Authorization for Issue

The financial statements of Sri Lanka CERT(Pvt) Ltd for the year ended December 31, 2015
was authorized for issuance by the directors on 30™ September 2016.

2. BASIS OF PREPARATION

The financial statements which have been presented in Sri Lankan Rupees and on a historical cost
basis.

2.1.5tatement of compliance

The consolidated financial statements of Information &Communication Agency of Sri Lanka (Pvt)
Ltd and its subsidiarics have been prepared and presented in compliance with the Sri Lanka
Accounting Standards and Companies Act. No 07 of 2007,

1.2, Use of Estimates &Judgements

The preparation of financial statements in conformity with Sri Lanka Accounting Standards
requires management to make judgements, estimates and assumptions that affect the application of
accounting policies and the reported amounts of assets, liabilities, income and expenses.

The estimates and underlying assumptions are based on histerical experience and various other
factors that are believed to be reasonable under the circumstances, the results of which form the
basis of making the judgements about the carrying amount of assets and liabilities that are not
readily apparent from other sources.

The estimates and underlying assumptions are reviewed on an ongoing basis. Revisions to
accounting estimates are recognized in the period in which the estimate is revised, if the revision
affects only that period or in the period of the revision and future periods if the revision affects
both current and future periods.
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SRI LANKA CERT (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2015

3. SUMMARY OF SIGNIFICANT ACCOUNTING POLICIES

3.1.Foreign Currency Translation
The financial statements are presented in Sri Lankan Rupees, which is the company's
functional and presentation currency. Transactions in foreign currencies are initially recorded
at the functional currency rate ruling at the date of the transaction. Monitory assets and
liabilities denominated in foreign currencies are translated at the functional currency rate of
exchange ruling at the Statement of Financial Position date. All differences are taken to
Statement of Comprehensive Income. Non- monetary items that are measured in terms of
historical cost in a foreign currency are translated using the exchange rates as at dates of the
initial translations. Non-monetary items measured at fair value in a foreign currency are

translated using the exchange rates at the date when the fair value was determined.

3.2.0ther Receivables

Other Receivables and dues from related parties are recognized at Cost.

3.3.Cash & Cash Equivalents

Cash & cash equivalents are cash in hand, demand deposits and short-term highly liquid
investments, readily convertible to known amounts of cash and subject to insignificant risk of
changes in value.

For the purpose of cash flow statement, cash and cash equivalents consist of cash in hand and
deposits in banks net of outstanding bank overdrafts. Investment with short maturities i.e. three

months or less from the date of acquisition is also treated as cash equivalents.
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SRI LANKA CERT (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year ended 31 December 2015

3.4.Property, Plant and Equipment
Property, plant and equipment are stated at cost excluding the costs of day today servicing, less
accumulated depreciation and accumulated impairment in value. Such cost includes the cost of

replacing parts of the plants and equipment when that cost is incurred, if the recognition
criteria are met.

Depreciation is calculated on Reducing Balance Method at the following rates.

Asset Depreciation Rate

Furniture Fittings & Equipment 20%

Office Equipment 20%

Computers 20%
3.5.Intangible Assets

Intangible Assets are recognized, if it is probable that economic benefits are attributable to the

assets will flow to the entity and cost of the assets can be measured reliably.

3.5.1. Software and Publication

All computer software costs incurred, which are not internally related to associate hardware,
which can be clearly identified, reliably measured and it’s probable that they will lead to future
economic benefits, are included in the Statement of Financial Position under the category of
intangible assets and carried at cost less accumulated amortization and any accumulated

impairment losses.
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INFORMATION & COMMUNICATION TECHNOLOGY AGENCY OF SRI
LANKA (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year Ended 31 December 2015

3.4.Cash & Cash Equivalents
Cash &Cash Equivalents are cash in hand, demand deposits and short-term highly liquid
investments, readily convertible to known amounts of cash and subject to insignificant risk of

changes in value.

For the purpose of cash flow statement, cash and cash equivalents consist of cash in hand and
deposits in banks net of outstanding bank overdrafts. Investment with short maturities i.e. three

months or less from the date of acquisition is also treated as cash equivalents.

3.5.Property, Plant and Equipment
Property, plant and equipment is stated at cost, excluding the costs of day today servicing, less
accumulated depreciation and accumulated impairment in value. Such cost includes the cost of
replacing parts of the plants and equipment when that cost is incurred, if the recognition

criteria are met.

Depreciation is calculated on a Reducing Balance Method at the following rates.

Asset Depreciation rate
Furniture Fittings & Equipment 20%
Office Equipment 20%
Computer 20%
9
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INFORMATION & COMMUNICATION TECHNOLOGY AGENCY OF SRI
LANKA (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year Ended 31 December 2015

3.6.Intangible Assets

Intangible Assets are recognized, if it is probable that economic benefits are attributable to the

assets will flow to the entity and cost of the assets can be measured reliably.

3.6.1. Software and Publication

All computer software costs incurred, which are not intemally related to associate hardware,
which can be clearly identified, reliably measured and it’s probable that they will lead to future
economic benefits, are included in the Statement of Financial Position under the category of
intangible assets and carried at cost less accumulated amortization and any accumulated

impairment losses.

3.6.2.Subsequent Expenditure
Expenditure incurred on software is capitalized, only when it increases the future economic

benefits embodied in the specific asset to which it relates. All other expenditure is recognized in
profit or loss as incurred.

3.6.3. Amortization

Amortization is calculated on reducing Balance Method at the following rate.

Asset Amortization rate
Software and publication 20%
3.7.Investments

Current investments are carried at market value.
Unrealized gains and losses on current investments carried at market value are recognized as

income or expense.

10
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INFORMATION & COMMUNICATION TECHNOLOGY AGENCY OF SRI
LANKA (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year Ended 31 December 2015

3.8.Retirement Benefit Obligations
a) Defined Benefit Plan- Gratuity

Gratuity is a defined benefit plan. The company is liable to pay gratuity in terms of the
relevant statute. in order to meet this liability, a provision is carried forward in the Statement
of Financial Position, equivalent to an amount calculated based on a half month’s salary of
the last month of ihe financial year of all employees for each completed year of service,
commencing from the first year of service. The resulting difference between brought
forward provision at the beginning of a year net of any payments made, and the carried
forward provision at the end of a year is dealt with in the Statement of Comprehensive
Income.

Defined Contribution Plans-Employees’ Provident Fund & Employees’ Trust Fund
Employees are eligible for Employees’ Provident Fund contribution and Employees’ Trust
Fund Contribution in line with the respective statutes and regulations. The Company
Contributes 12% and 3% of gross emoluments of employees to Employees’ Provident Fund
and Employees' Trust Fund respectively.

3.9.Grants & Subsidies
Grants are recognized where there is reasonable assurance that the grant will be received and
all attaching conditions are complied with. When the grant relates to an expense item, it is
recognized as income over the period necessary to match the grant on a systematic basis to the
costs that it is intended to compensate. Where the grant relates to an asset, it is set up as
deferred income. Where the company receives non-monetary grant, the asset and that grant are
recorded at nominal amounts and released to the income statement over the expected useful life

of the relevant asset by equal installments.

11
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INFORMATION & COMMUNICATION TECHNOLOGY AGENCY OF SRI
LANKA (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year Ended 31 December 2015

3.10. Revenue Recognition
In consultation with the Sri Lanka Accounting and Auditing Standards Monitoring Board and
in accordance with the requirements of Accounting for Government Grants and Disclosure of
Government Assistance LK AS- 20, the company recognized during the year as income and the
outlays on project implementation and administration -project infrastructure and support

services as expenditure.

3.11. Interest
Revenue is recognized on a time proportion basis that takes in to accounts the effective interest

rate on asset.

3.12. Other

Other income is recognized on accrual basis.

12
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ICT AGENCY OF SRI LANKA (PVT) LTD

Gunasekara Rathnyace & Co

NOTES TO THE STATEMENT OF COMPREHENSIVE INCOME

FOR THE YEAR ENDED JIST DECEMBER 2015
(ALL FIGURES ARE IN Si1 LANKAN RUPEES)

Group Company
015 014 015 2014
Operating Income {6.1) 280,000 516,000 267,500 496,000
Non Qperating Income (6.2) 8,899,211 2,669 861 290,470 2,185,874
9,179,213 3,185,861 557.970 2,681,874
6.1 Operating Income
Tender Document Fees 280,000 516,000 267,500 456,000
280,000 516,000 167,500 496,000
6.2 Non Operating Income
Sundry Income 65,017 1,902,260 4,200 1,902,260
Communication 310458 - 286,270 283,614
Other Income 8,523,738 767,601 - .
5,899,213 1,669,861 290,470 2,185,874
Income from Non Grant Activities 900,000 24,178,680 S00,060 16,553,178
Project Implementation Expenses - (6,832,495) . (6,832,495)
Project Infrastructure & Support Servic - (6,402,483) . (5,401,186}
Exchange Loss - {20.064) - 120,064)
900,000 10,923,639 B00,000 4,299,433
14 Audied Financial Statemants 2015
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ICT AGENCY OF SRI LANKA (PVT) LTD

Gunasakara Rathnayake & Co

NOTES TO THE STATEMENT OF FINANCIAL POSITION

AS AT 31ST DECEMBER 2015

{ALL FIGURES ARE IN SRl LANKAN RUPEES)

NOTE 8 PROPERTY, PLANT & EQUIPMENT

Group
8.1 Cost Balance as at Additions Dispesals/ Balance as at
01.01.2015 Transfers 31.12.2015
Furniture & Filtings 43,920,734 357,500 - 44,278,234
Computer & Software 721,023,179 26,836,780 i60,817) 747,799 141
Office Equipment 41,770,448 . - 41,770,448
LGN Assets 749,487,570 - - 749,487,570
Vehicles 641,297 - . 641,297
PABX System 2,037,534 - - 2,037,534
1,558,880,762 27,194,280 {60,817) 1,586,014,224
82 Accumulated Depreciation  Balance as at c"",f,::r the g:ml:: B;:":';;:_: '
01.01.2015 -
Fumniture & Fittings 27,240,816 3,335.984 - 30,576,800
Computer & Software 287,564,434 87,789,966 (60,817) 375,293,583
Office Equipment 22,919,403 3,745,975 . 26,665,378
LGN Assels 400,444,170 69,808,680 - 470,252,850
Vehicles 641,297 - - 641,297
PABX System 2,037,534 - - 2,037,534
'ﬂ&ﬂ.ﬁﬂ- 164,680,604 (50,817) 905,467,441
83 NetB lu 2015 2014
Fumiture & Fittings 13,701,434 16,679,918
Computer & Software 372,505,559 433,458,745
Office Equipment 15,105,070 18,851,045
LGN Assets 279,234,720 349,043,400
650,546,783 818,033,108
15 Audited Financial Statements 2015
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Gunasekara Fathnayake & Co

ICT AGENCY OF SR1 LANKA (PVT) LTD
NOTES TO THE STATEMENT OF FINANCIAL POSITION

AS AT 315T DECEMBER 2015
{ALL FIGURES ARE IN SRI LANKAN RUPEES)

174

NOTE 8 PROPERTY, PLANT & EQUIPMENT

Company
8.1 Cost Balance as at Additions Disposals/ Balance as at
01.01.2015 Transfers 31.12.2015
Fumniture & Fittings 40,921,127 357,500 . 41,278,627
Computer & Software 690,693,666 26,316,217 - 717,009,883
Office Equipment 41,114,719 - - 41,114,719
LGN Assets 693,227,480 - 693,227,480
Vehicles 641,297 - 641,297
PABX System 2,017,534 - - 2.037,534
1,468,635,823 26,673,718 - ~ 1,495,309,540
8.2 Accumulated Depreciation Balance as at Charge for the Disposals/ Balance as at
01.01.2015 Year Transfers 31.12.2015
Furniture & Fittings 25,481,708 3,087,884 . 28,569,592
Computer & Software 276,322,761 83,948,164 - 360,270,925
Office Equipment 22,567,889 3,709,366 * 26,277,255
LGN Assets 380,190,539 62,607,388 - 442,797,927
Vehicles 641,297 - . 641,297
PABX System 2,037,534 - - 2,037,534
707,241,727 153,352,803 . 860,594,529
8.3 Net Book Value 2015 2014
Furniture & Fittings 12,709,035 15,439,419
Computer & Software 156,738,958 414,370,905
Office Equipment 14,837,465 18,546,830
LGN Assels 250,429,553 313,036,941
634,715,010 761,394,095
18 Audited Financinl Siatements 2015
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ICT AGENCY OF SRI LANKA (PVT) LTD

Gunasekara Rathnayake & Co.

NOTES TO THE STATEMENT OF FINANCIAL POSITION

AS AT 31ST DECEMBER 2015

{ALL FIGURES ARE IN SRI LANKAN RUPEES)

NOTE 09 INTANGIBLE ASSETS

Group
9.1 Cost

Software and Publications

9.2 Accumulated Depreciation

Software and Publications

9.3 Carrying Value
Software and Publications

Company

9.1 Cost

Software and Publications

9.2 Accumulated Depreciation

Software and Publications

9.3 Carrying Valoe
Software and Publications

Balance as at Additions Disposals/ Balance as at
01.01.2015 Transfers 31.12.2015

11,056,541 - 11,056,541

11,056,541 - 11,056,541

Balance as at Charge for the Disposals/ Balance as al
01.01.2015 Year Transfers 31122015

8,083,602 594,589 8.678.191

8,083,602 594,589 - 8,678,191
1015 2014
2378351 2,972,939
2,378,351 2,972,939

Balance as at i Disposals/ Balance as at
01.01.2015 Additions Transfers 31.12.2015

8,230,224 8,230,224

8,130,224 8,230,224

Balance as at Charge for the Disposals/ Balance as at
01.01.2015 Year Transfers 31.12.208

5,848,100 476,425 6,324,525

5,848,100 476,425 = 6,324,515

2015 2014
1,905,700 2,382,124
1,905,700 2,382,124

Audited Financial Siatements 2015
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ICT AGENCY OF SR1 LANKA (PVT) LTD

Gurasthoaia Rathnapake & Co

NOTES TO THE STATEMENT OF FINANCIAL POSITION

AS AT 35T DECEMBER 2015
(ALL FIGURES ARE IN SRI LANKAN RUPEES)
Group Company
015 2014 018 014
NOTE 10 FINANCIAL ASSETS
Investments in Subsidiaries (10.1) - . 30 30
- - 30 3o
10.1 Investments in Subsidinries
Sri Lankn Compuier Emergency Response Team (Pw) Lid . - 20 20
Lania Government [nformation Infrastructure {Pvt) Lid . . 10 10
z . 30 30
In view of ICTA’s controlling power over Computer Emergency Response Team (CERT) (Pvi) Lid and Lanka Government
Infrastructure (Pvt) Lad (LGUI) through nomination of members 1o the respective boards and exercise of power to give
directions in regard to their activities they are consolidated 100% with ICTA.
NOTE 11 RECEIVABLES
Receivables 5,157,279 5,157,279 . .
Refundable Deposits 1376, 206 2,373,006 2,325,206 2,322,006
General Advances 6R1,148 616,929 564,607 $34,423
Prepayments 38,089,363 8,196,873 35,187,414 6,187,163
46,273,996 16,344,087 38,077,227 9,043,592
NOTE 12 CASH & CASH EQUIVALENTS
Cash & Bank 150,407,229 335901812 121,576,703 277,257,666

150,407,229 _ 335901812 121,576,703  _ 277.257.666

NOTE JISTATED CAPITAL

Ordinary shares
Mumber of Shares I I 1 I
Valuc 20 20 20 20

10 20 20 20

.-"'/ .
4 MG‘IEI; 1
il Audied Financaal Statemants 25
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ICT AGENCY OF SRI LANKA (PVT) LTD

Gunasekara Rathnayake & Co

STATEMENT OF COMPREHENSIVE INCOME

FOR THE YEAR ENDED 315T DECEMBER 2015

(ALL FIGURES ARE IN SRI LANKAN RUPEES)

Grant Income

Inmtermational Development Association
General Treasury

Bill Gate Foundation

Deferred Grant Income

Grant Disbursements

International Development Association
General Treasury

Bill Gate Foundation

Project Implementation Expenses

Net Surplus on Operating Activities
International Development Association
Cieneral Treasury

Project Infrastructure & Support Services

Met Surplus from Operating Activities

Other Operating Income
Met Income/Expenses on Non-Crrant Activitie

MNet Surplus from Non-Grant Activities

NOTE

(-1

Group Company
018 2014 s 2014
B 89,041 462 - B9.041 462
494,200,000 688,348,135 353,928,514 520,396,163
351,000 . 351,000 -
354,008,607 237,373,726 269886409 188,496,183
843,559,607  1,014.763,323 624,165,922 797,933,808
- 177,574,948 E 177,574,947
TE4, 745,764 T61.427.722  ST1.260,137 564,810,636
151,000 - 351,000 -
783,096,764 039.002,670 571,612,137 742,385,583
63,462,843 75,760,653 52,553,785 55,548,215
- 20,387,963 - 20,387,963
63,462 843 55,072,690 52,553,785 35160262
63,461,843 75,760,653 51,553,785 55,548,225
9179213 1,185,861 557870 2.681.8M4
900,000 10,923,639 S00,000 4.299,433
10,079,213 14,109,500 1,457,970 6,981,307

The sccounting policies and notes form an integral part of the Financial Statements,

Audited Financial Statements 2015
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Gunanek s Aathrayake & Co

ICT AGENCY OF SRI LANKA (PVT) LTD

NOTES TO THE STATEMENT OF FINANCIAL POSITION

AS AT JIST DECEMBER 2015
{ALL FIGURES ARE IN SRI LANKAN RUPEES)
Group Company
2015 2014 2015 2014
NOTE I4 DEFERRED REVENUE FOR GRANT ASSETS
Balance as at 015t January 725611137 787,960,543 716,407,876  716.251.738
Prior Year Adjustment __(247.069.175) (120,788,357 2
478,543,962 787,960,543 595619519 716,251,738
Income deferred during the vear - 175,026,320 - 188652321
Transferred 1o LGII . . (210,021,277 .
Transferred from Bill Gate Foundation {351,600) (331,000) -
Transferred to Income statement (354,008.607)  (237,373,726) (269.886.409) (188,496, 183)
Balance as 8t 3131 December 124,184,355 125,613,137 115,360,833 716407576
NOTE 15 RETIREMENT BENEFIT OBLIGATION
Balance as at 0131 January 36,310,250 40,659,685 30,553,750 J6.458. 185
Charge for the year 6,361,365 5,580,315 8,101,615 4025315
Payments made during the year (15,537,032)  (9.929,750)  (15,537,032) _ (9,929.750)
Balance as al 315t December 27,134,583 Hélﬂ&ﬂ 23,118,333 310,553,750
NOTE 16 OTHER PAYABLES
Credilors 255,847,107 - 45825830 .
Audit Fees 990,000 98,000 690,000 698000
Other Accrusts 721 18,564 21078021 69,709,554 4,630,988
318,955,670 22,076,011 116,225,384 5,328,988
19 Avdied Francal Statements 2005
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Gunasekars Rathnayake & Co

ICT AGENCY OF SR1 LANKA (PVT)LTD
NOTES TO THE STATEMENT OF FINANCIAL POSITION

AS AT 3IST DECEMBER 2015
(ALL FIGURES ARE IN SRI LANKAN RUPEES)
Group Company
2015 2014 2015 014
NOTE 17 AMOUNTS DUE TO RELATED PARTY
Relationship
CERT (Pvt) Lid Subsidiary - - 8,913,595 5,669,630
LGIU (Pvt) Ltd  Subsidiary : . 247480481 £,399,191

- - 256,394,076 14,068,821

NOTE 15 RELATED PARTY DISCLOSURES
18.1 Details of significant related party disclosures are as follows:
Related Party CERT (Pvt) Lid
Relationship  Subsidiary

Mature of Transaction

Balance ot the beginning 5,669,630 5,669,630
Expenses borne by company on behallof the related party 3,243,965 -
Amount Granted 1o the related party - -
Balance at the end 8,913,595 5,669,630

Related Party Lanka Government Information Infrastructure (Pvt) Lid
Relationship  Subsidiary

Mature of Transaction

Balance 2l the 131 January 8,399,191 8,199,191
Expenses borne by company on behalf of the related party 239,081,290 .
Amount Granted 10 the related party = =
Balance at the 315t December 147,480,481 8,399,191

18.2 Transactions with key management personnel of the company.

0158 2014 015 4
Key management personnel compensation - 115,500 - 75,000
115,500 - 75,000

g0 Audiad Financial Siatemants 2015
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ICT AGENCY OF SRI LANKA (PVT) LTD

Gunasekara Rathnayaks & Co

NOTES TO THE STATEMENT OF FINANCIAL POSITION

AS AT 31IST DECEMBER 2015
{ALL FIGURES ARE IN 5RI LANKAN RUPEES)

NOTE 19 EVENTS OCCURING AFFTER THE REPORTING PERIOD

There have been no material events occurred afler the reporting date that require
adjustments 1o or disclosure of the financial statements.

NOTE 20 COMMITMENTS AND CONTINGENCIES

20.1 Commitments
There were no capital expenditure or financial commitments outstanding al the

reporting date,

20.2 Contingencies
There were no significant contingent liabilities as at the reporting date.

21
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Gunasexara Aathnayake & Co

ICT AGENCY OF SRI LANKA (PVT) LTD
STATEMENT OF FINANCIAL POSITION

AS AT 31ST DECEMBER 2015
{ALL FIGURES ARFE IN SHI LANKA RUPEES)

Liroup Company
NOTE 2015 2014 015 2004
ASSETS
MNon-Current Assels
Property, Plant & Equipment 8 680,546,783 818,033,108 634715010 761,394 (095
Intangible Assets 9 2,378,351 2972939 1,905,700 2,382,124
Financial Assets 10 - o 30 30

682,925,134 821.006.047 636,620,740 763,776.24%

Current Assels

Receivables 1] 46,273,996 16,344,087 38,077,227 9,043,592
Cash & Cash Equivalents 12 150.407.229 335,901,812 121,576,703 277,257,666
196,681,226 152,245,899 159.653.930 286,301,258
Total Assets #79,606,359 1,173,251,946 796,274,670 1,050,077,507
EQUITY AND LIABILITIES
Equity
Stated Capital 13 20 0 20 20
Retained Earnings 77,517,796 67,438,583 19,622,177 18,164,207
Total Equity 17.517.816 67,438,603 19,622,197 18,164,227
Non-Carrent Liabilities
Deferred Revenue for Grant Assets 14 124,184,355 725613117 115,360,833 716,407,876
Retirement Benefit Obligations 15 27,134,583 36,310,250 23,118,333 10,553,750
151,318,938 761,923,187 138,479,166 T46,961.626
Current Linbilities
Other Payables 16 32R,955.670 22,076,021 116,225,384 5,328,988
Amount Due o Relaed Paries 17 . - 256,394,076 14,068,821
Deferred Grant Payable 321,813,935 321,813,935 265,553 846 265,551 846
650,769,605 343,889,956 638,173,306 284,951,654
Total Liabilities 02,088,541 1,105.813,343 776652473 1,031.913,280
Total Equity and Liabilities 879,606,359 1,173,251,946 796,274,670 1 050,077,507

The Board of Directors is responsible for preparation and presentation of these financial statements.
The Financial Statements were authorized for issue by Board of Directors.

Mummg Direetor’ C.E.O.

| -:cml'y that these financial statements have been prepared in compliance with the requirements of the

Information and Communication Technology
&y of Sri Lanka

‘,,.(/ .......... % !‘lf*
TITHE AT Chairman 4
Aainmar g{ —_—
J-.t.l!ﬂl.lli'u! L ¢ 5 f
2 Audited Financial Statements 2015
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ICT AGENCY OF SRI LANKA (PVT) LTD

Cunasekara Fathneyaks & Co

STATEMENT OF CHANGES IN EQUITY

FOR THE YEAR ENDED 315T DECEMBER 2015
(ALL FIGURES ARE IN SRI LANKA RUPEES)

Group Company
o pti::1 M;l:.f.::: " o g:::i::l M;:ur;:::“d e
As at 31st December 2013 20 53,319,083 53,329,103 20 11,182,900 11,182,920
Surplus for the Year 14,109,500 14,109,500 6,981,307 6,951,307
As at 31st December 2014 20 67,438,583 67,438,603 10 18,164,207 18.164,227
Surplus for the Year - 10,079,213 10,079,213 - 1,457,970 1,457,970
As at M st December 2015 20 77.517.796 77,517,816 20 19,622,177 19,622,197

The accounting policies and notes form an integral part of the Financial Statements,
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ICT AGENCY OF SRI LANKA (PYT) LTD

Gunasekara Rathnayake & Co

CASH FLOW STATEMENT

FOR THE YEAR ENDED 3IST DECEMBER 2015
(ALL FIGURES ARE IN SRI LANKAN RUPEES)

NOTE

(8] i iviti
Net Surplus/{Deficit) for the Year

Depreciation & Amortization

Provision for Geatuity

Deferred Revenue for Grant Assets

Gratuity Paid

Operating Income before Working Capital Changes

{Increase)Decrease in Receivables
Increase{Decrease) in Payables
Increuse[Decreuse) in Deferred Grant Payable
Increase/{Deercase) in Relnted Party Payvable
Increase/{Decrease) in Grant Payable

Net Cash Generated from Operating Activities

Investment Activities
Acquisition of Property, Plant & Fquipment
Net Cash Used in Investment Activities

Increase/(Decrease) in Cash and Cash Equivalents

Movement in Cash and Cash Equivalents

Cash & Cash Equivalents as at the beginning of the Year
Met Cash Generated (Used in) during the Year

Cash & Cash Fquivalents as at the End of the Y 12

Group Company

s 004 2015 014
10,079,213 14,109,500 1.457.970 6,981,307
165.275,193 181,671,915 153,829,227  167.459.5873
6,361,365 5,580,315 5101615 4025315
(601, 428,782)  (62,347.406) (601.047,043) 156,137
(13,537.032) (9,929,750  (15.537.032)  (9.929,750)
(435,250,042) 129,084,574  (453,195.262) 168,692 8581
(299299100 24,464,211 (29.033.635) 25277787
J06BT9.648 (2494325790 110.896,397 (249955423}

. 78,202,380 . -
- 242,325,255 £,399 191
. - - (8,399,191)
(158 300,304)  (17,681.414) (129.007.246) (55.984,756)
_(27.194.280) (141,161,663}  (26.673,718) (139,832.224)
(27.094,280) (141,161,663)  (26,673,7T18) (139.532,224)
(155,494,584) (158,843,078) (155.680,964) (195,516,980)

359001813 4D 744890 277257666 471074646
[(185,494,584) (158,843,078) (155.680.964) (195.816,980)
150,407,229  335901,812 121,576,703  277.257.666
4 Audited Fmancial Statements 2015
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INFORMATION &COMMUNICATION TECHNOLOGY AGENCY _OF SRI
LANKA (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year Ended 31 December 2015

1. CORPORATE INFORMATION

1.1. General

The Information & Communication Technology Agency of Sri Lanka (Private) Limited (ICTA)
was incorporated on 12th May 2003 under the Companies Act No. 17 of 1982, with the Secretary to
the Treasury and the Secretary to the Ministry of Economic Reform, Science and Technology as the
subscribers and ICTA has been re-registered with the registration No. of PV 4055 under the
Companies Act No 7 of 2007.

The consolidated financial statements of Information Communication Technology Agency of Sri
Lanka (Private) Limited as at and for the year ended 31 December,2015 comprise the company and
its subsidiaries Sri Lanka Computer Emergency Response Team (Private) Limited (CERT) and
Lanka Government Information Infrastructure (Private) Limited (LGLI).

The Group is,

* to provide assistance in the formulation and submission of proposals with regard to the National
policy and the Action Plan on Information & Communication Technology.

¢ to take steps necessary to facilitate and monitor their implementation and

* to provide all information and assistance for identifying and making the said technologies

available to the public sector and the general public.

By virtue of Information and Communication Technology Act. No. 27 of 2003 as amended in 2007,

the company was empowered to implement its objectives.

The registered office of the Company is situated at No 160/24, Kirimandala Mawatha, Colombo 05.
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INFORMATION & COMMUNICATION TECHNOLOGY AGENCY OF SRI
PV TD

NOTES TO THE FINANCIAL STATEMENTS

Year Ended 31 December 2015

1.2.Principal Activities and Nature of Operations

The Company provides all information and assistance for the formulation of the National Policy on
Information Communication Technology and assists the Cabinet of Ministers & Inter Ministerial

Committee on Information Communication Technology.

1.3.Date of Authorization for Issue

The financial statements of Information & Communication Technology Agency of Sri Lanka (Pvt)
Ltd for the year ended December 31, 2015 was authorized for issuance by the directors on 30™
September 2016,

2. BASIS OF PREPARATION

The financial statements which have been presented in Sri Lankan Rupees have been prepared on a
historical cost basis.

2.1.5tatement of Compliance

The consolidated financial statements of Information &Communication Agency of Sri Lanka (Pvt)
Ltd and its subsidiaries have been prepared and presented in compliance with the Sri Lanka
Accounting Standards and Companies Act. No 07 of 2007,

2.2.Comparative Information
The accounting policies have been consistently applied by the Company. Previous year's
figures and phrases have been re-arranged wherever necessary, to conform to the current year’s
presentation.
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INFORMATION & COMMUNICATION TECHNOLOGY AGENCY OF SRI
LANKA (PVT) LTD

NOTES TO THE FINANCIAL STATEM

Year Ended 31 December 2015

2.3. Use of Estimates & Judgments
The preparation of financial statements in conformity with Sri Lanka Accounting Standards
require management to make judgments, estimates and assumptions that affect the application of

accounting policies and the reported amounts of assets, liabilities, income and expenses.

The estimates and underlying assumptions are based on historical experience and various other
factors that are believed to be reasonable under the circumstances, the results of which form the
basis of making the judgments about the carrying amount of assets and liabilities that are not
readily apparent from other sources.

The estimates and underlying assumptions are reviewed on an ongoing basis. Revisions to
accounting estimates are recognized in the period in which the estimate is revised, if the revision
affects only that period or in the period of the revision and future periods if the revision affects
both current and future periods.

2.4.Basis of Consolidation

The financial statements of the group represent the consolidation of the financial statements of the
company and its subsidiaries - Computer Emergency Response Team (Private) Limited (CERT)
and Lanka Government Information Infrastructure (Private) Limited (LGII) in accordance with
Section 153(1) (a) of the companies act no 7 of 2007 and the Sri Lanka Accounting Standards.
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INFORMATION & COMMUNICATION TECHNOLOGY AGENCY OF SRI

LANKA (PVT) LTD

NOTES TO THE FINANCIAL STATEMENTS

Year Ended 31 December 2015

3. SUMMARY OF SIGNIFICANT ACCOUNTING POLICIES

J.1.Foreign Currency Translation
The financial statements are presented in Sri Lankan Rupees, which is the company's
functional and presentation currency. Transactions in foreign currencies are initially recorded
at the functional currency rate ruling at the date of the transaction. Monitory assets and
liabilities denominated in foreign currencies are retranslated at the functional currency rate of
exchange ruling at the Statement of Financial Position. All differences are taken to Statement
of Comprehensive Income. Non- monetary items that are measured in terms of historical cost
in a foreign currency are translated using the exchange rates as at dates of the initial
translations. Non-monetary items measured at fair value in a foreign currency are translated

using the exchange rates at the date when the fair value was determined.

3.2. Taxation

Current Taxes

The Information and Communication Technology Act No. 27 of 2003 provides, under section

8(1), for the exemption of the income or profits of the company from Income Tax.

3.3.0ther Receivables

Other Receivables and dues from related Parties are recognized at Cost.
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